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Before we begin…

• All participants are in audio broadcast mode—you must 
enable your computer speakers to listen to today’s 
presentation.

• If you experience any difficulty with the audio, please notify 
the Webex producer.

• If you have a question during the presentation, please send 
your question to all panelists through the chat. At the end of 
the presentations, there will be a question-and-answer period.

• Please e-mail privacy.security@rti.org if you have any 
questions following this presentation.

• All HISPC materials can be found on the Web: 
http://healthit.hhs.gov/HISPC
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Learning Objectives

• Process to help states determine how state privacy laws impact HIE 
adoption.

• Process to help states prioritize legislative action related to state laws.
• Encourage states to use the process and share findings.

The Roadmap Video – Part 1
(go to http://www.lcfresearch.org/home.aspx to play the video)
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Harmonizing State Privacy Law (HSPL) 
Collaborative

• Develop processes and tools for states to use  that 
work toward harmonizing disparate state laws. 

• Provide a framework for a coordinated approach 
among states to ensure that when states approach 
health IT-related reforms, they do not codify new or 
current variations that could make nationwide 
electronic health information exchange more 
difficult. 
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Harmonizing State Privacy Law (HSPL) 
Collaborative

• Resolving privacy issues is critical to HIE 
sustainability and implementing interstate and 
intrastate HIEs.

• HSPL developed the Roadmap to assist states 
in… 

– identifying, 

– analyzing, and

– addressing 

– …state laws that may impact HIE.
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Introduction to the Roadmap

The Harmonizing State Privacy Law Collaborative (HSPL) Question:
How can states lay the legal groundwork to facilitate electronic health 
information exchange?

The Roadmap Video – Part 2
(go to http://www.lcfresearch.org/home.aspx to play the video)
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Introduction to the Roadmap

Four Principles

1. Laws must be surveyed.

2. Laws must be logically grouped for analysis. 

3. Laws must be analyzed in relation to HIE.

4. Feasibility of changing the law must be assessed.
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HSPL States and the Roadmap

• Many states’ laws are antiquated, fragmented, and 
inconsistent.

• State laws may create unintentional barriers to the 
appropriate exchange of electronic health 
information.

• Tools from the Roadmap can assist in identifying 
areas of the law that need updating.
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HSPL States and the Roadmap

The Comparative Analysis Matrix (CAM) and the 
Assessment Tool address the challenges and 
benefits of pursuing legislative reform, as well as 
identifying other pathways that achieve similar 
outcomes, such as administrative rules and 
procurement. 
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HSPL States and the Roadmap

Through research on state laws (using the CAM 
and Assessment Tool), states can identify:

• Common provisions in their state laws that may inhibit 
electronic health information exchange (i.e., paper-only 
requirements, ink signature requirements).

• Existing state laws that address electronic health information 
exchange. 

• Specific areas or statutes where states have commonalities 
in the privacy protections, especially for sensitive types of 
health information (e.g., HIV/AIDS, mental health, substance 
abuse, STDs).
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HSPL States and the Roadmap

Kansas Experience

• 2004–2007:  Governor’s Health Care Cost Containment 
Commission (H4C) 

• 2006–Current:  HISPC
– Harmonizing State Privacy Law Collaboration
– Consumer Education Collaboration

• 2007–2008:  Governor’s Health Information Exchange 
Commission 

• 2008–Current:  Kansas Health Policy Authority 
E-Health Advisory Council

• Variety of HIE activities occurring within the state
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HSPL States and the Roadmap

Kansas Experience, continued

• Legal Working Group Findings

– Approximately 180 statutes and regulations 
involving the collection, use, or disclosure of 
personally identifiable health information.

– Scattered across numerous articles of the Kansas 
statutes and numerous state agencies.

– Senate resolution "Urging Review, Modification and 
Reorganization of Laws Pertaining to the 
Maintenance and Availability of Health Information" 
passed March 19, 2009.
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HSPL States and the Roadmap

Kentucky Experience

• Legal Working Group reviewed reform options in late 
2007 as part of HISPC 
– Focused on facility licensure regulations.
– Specific recommendations approved.
– Regulatory amendment language drafted.
– Presented to E-Health Network Board.

• Change in executive branch administration and party 
in 2008
– Reconfiguration of e-health initiatives.
– Significant changes in leadership.
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HSPL States and the Roadmap

Kentucky Experience, continued

• HSPL activities

– Convened remaining Legal Working Group 
members.

– Distributed a populated CAM section focusing on 
HISPC-era  priorities and requested ranking.

– Responses confirmed ongoing priority status of 
these areas.

– HSPL participants continue to report on request at 
monthly meetings of E-Health Network Board.
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HSPL States and the Roadmap

Michigan Experience

• Since originally convening, the Legal Working Group’s 
priorities shifted based on an increased understanding 
of the fundamental principles surrounding the privacy 
and security of HIE.

• Michigan saw legislation as a great way to draw 
attention to the criticality of HIE, but found that the 
process might have unintended consequences and 
used workarounds to reach goals.

• ARRA tackled many issues of concern that the Legal 
Working Group had identified.
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HSPL States and the Roadmap

Missouri Experience

• Missouri joined HISPC in Phase III.

• Tough to be the “new kid”

– Most veteran states have legal expertise on staff  
(Missouri used volunteers and consultant).

– Veteran participants had been engaged with state 
privacy and security law for more than 2 years.

– Veteran participants shared a history of working 
together to identify issues of common interest and 
had built trust among the group.
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HSPL States and the Roadmap

Missouri Experience, continued

• Lessons Learned:

– Never underestimate the value of building 
relationships and trust among your collaborators.

– You can learn a great deal about effective ways to 
move forward from the veteran states.

– Take advantage of HSPL’s offer to provide 
consultation as you work with the process.

– Missouri thanks its sister states!
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HSPL States and the Roadmap

New Mexico Experience

• Despite past attempts to pass HIE/EHR legislation, the 
majority of stakeholders were not aware of the 
significance of legislation in facilitating the HIE or the 
role that lack of legislation played in creating barriers to 
an HIE. 

• The Assessment Tool process allowed us to ensure 
that stakeholder voices were not only heard, but 
acknowledged.
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HSPL States and the Roadmap

New Mexico Experience, continued

• Without a knowledgeable HSPL team and an adaptable 
written Assessment Tool process, the review of statutes 
would have been an ad hoc theoretical dialog as 
opposed to an educational and proactive legislative 
meeting.

• During the 2009 Legislative Session, New Mexico 
passed the Electronic Medical Records Act providing 
for the exchange of electronic health information. 
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HSPL States and the Roadmap

Texas Experience

• Privacy statutes found in almost every code.

• Statutes tend to be detailed and specific.

• Analysis revealed:

– Conflicts between and within state codes as well as 
between state and federal statutes.

– Same subject was addressed in more than one code.

– Inconsistent definitions for some key terms.

– Application of provisions not always clear.
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The Tools: CAM

Comparative Analysis Matrix (CAM)

• 150 subject matter areas

• Consistent and structured “map” topics

• Organizational framework

• Patient care and population health
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The Tools: CAM
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The Tools: Assessment Tool

The Assessment Tool (AT)

• Clarifies priorities and feasibility for needed 
changes.

• Allows focus on:
– Specific subject matter areas.

– Crosscutting subject matter areas.

• Can be used in different venues
– Conference calls.

– Face-to-face meetings.
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The Tools: Assessment Tool

The Assessment Tool (AT) consists of the five 
areas of measurement:

1. Facilitates HIE development 

2. Ease of reaching consensus 

3. Positive impact on patient-focused health care

4. Positive impact on population health 

5. Effect on consumer privacy protection
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The Tools: Assessment Tool Metrics

Facilitates HIE Development

• In this assessment, the stakeholder group should 
assess whether a change in the identified statute or 
regulation would make it more likely that a health 
information exchange would become operational and 
able to effectively exchange health information within 
the state.

1=Little Effect
2=Neutral
3=Significant Effect
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The Tools: Assessment Tool Metrics

Ease of Reaching Consensus Among Stakeholders 
(e.g., cultural/regional attitudes, economic impact, non-state 
after-effects)

• In this assessment, the stakeholder group should 
assess the ease of achieving a change in the identified 
statute. How difficult or easy will it be to reach 
consensus among stakeholders for the change in 
order to implement HIE development and remove 
existing barriers?

1=Difficult to change
2=Neutral
3=Easy to change
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The Tools: Assessment Tool Metrics

Positive Impact on Patient-Focused Health Care

• Patient-focused care is defined as care that takes into 
consideration the values and preferences of the patient.  It 
enables the transformation to higher-quality, more cost-
efficient, patient-focused health care through electronic 
health information access and use by care providers and by 
patients and their designees. In this assessment, the 
stakeholder group should assess whether a change in the 
identified statute or regulation would make it more likely that 
patient-focused health care in the state would be improved 
as a result of the change.

1=Little Effect
2=Neutral
3=Significant Effect

28



The Tools: Assessment Tool Metrics

Positive Impact on Population Health

• Enable the appropriate, authorized, and timely access 
and use of electronic health information to benefit 
public health, biomedical research, quality 
improvement, and emergency preparedness. In this 
assessment, the stakeholder group should assess 
whether a change in the identified statute or regulation 
would make it more likely that population health would 
be improved within the state.

1=Little Effect
2=Neutral
3=Significant Effect
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The Tools: Assessment Tool Metrics

Effect on Consumer Privacy Protection 
(maintains appropriate consumer privacy protection)

• Consumer/patient privacy protection, the basic rights of 
individuals include: (1) the right to have your health 
information safe and secure, (2) the right to be informed 
about disclosure of your health information, and (3) the right 
to choose who receives your health information. In this 
assessment, the stakeholder group should assess the effect 
of a change in the identified statute or regulation on 
consumer privacy protection in the state.

1=Reduces consumer privacy protection
2=Neutral
3=Enhances consumer privacy protection
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Engaging Stakeholders with the Roadmap

Convening Stakeholders

• Mission and vision

• Consensus, not universal agreement

• Small steps to build trust

• Neutrality

• Address knowledge gaps

• Periodically reassess progress
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Engaging Stakeholders with the Roadmap

Outreach Strategies

• Educating and informing stakeholders

• Identification of commonalities and gaps

• Consensus building
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Engaging Stakeholders with the Roadmap

Engaging Stakeholders in the Legislative Process

Know your state’s:

• Legislative session and schedule

• Deadlines for bill filing 

• Other significant legislative dates

• Party leaders

• Committees and chairs

33



Engaging Stakeholders with the Roadmap

Educate and Inform Key Stakeholders

• Employees of the state agencies, health and human 
services agencies

• Licensing agencies

• Technology agencies
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Results/Observations 

HSPL States Shared Gaps

• Standards for access to information in emergencies

• “Universally” accepted patient authorization
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Results/Observations 

• Analysis: engage legal experts.

• Ranking prioritization: stakeholder inclusion and 
communications.

• Considerations: core law.

• Greater benefits from use of tools by more states.

• The Roadmap, CAM, and Assessment Tool are 
dynamic and useful tools.

• Interactive session follows use of the CAM and 
Assessment Tool.
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Results/Observations 

HSPL States Shared Commonalities

• Classifications of health information requiring 
additional consent and extra protection

– HIV/AIDS

– Mental health

– Substance abuse

– Sexually transmitted disease

– Genetics
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Results/Observations 

HSPL States Shared Priorities

• Core law for addressing the use and disclosure of 
electronic health records (EHR) and health 
information exchange (HIE)

• Definitions of new and evolving terminology related 
to electronic health records
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Core Elements of Electronic Health Records Law: 
Purposes of Core Law

• Adopt nationally recognized standards for use and 
disclosure of EHRs and HIE.

• Identify legal health record.

• Adopt standard definitions for evolving 
terminology.
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Core Elements of Electronic Health Records Law:     
Purposes of Core Law

HIE definitions may be challenged by continual 
evolution of technology and usage in the industry

• Electronic medical record—EMR

• Health information technology—HIT

• Health information exchange—HIE

• Electronic health record—EHR

• Electronic personal health record—EPHR

• Personal health record—PHR
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The Florida Experience

• In Florida, the CAM was the "go to" source while 
work was in progress this past year on the 
Medicaid HIE contract.

• The information in the CAM helped answer 
questions that laid the foundation for policy 
decisions.

• The CAM made it easier to share information with 
members of the team from other units of the 
agency.
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The Florida Experience, continued

• The process was an opportunity to educate 
stakeholders.

• Allowed us to gain a better understanding of how 
our stakeholders viewed issues surrounding 
HIE/EHR legislation.

• Once the playing field was acknowledged, we were 
able to adapt tools to ensure that stakeholders 
were heard and that they understood the 
importance of legislation and which areas could be 
addressed.
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Expanding the CAM – The Crosswalk

Purpose of the Crosswalk: to create a searchable 

database where anyone can search for state laws 

related to privacy and HIE.
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Crosswalk

Joint Project with Provider Education Collaborative

• Dual purpose
– Education

– Analysis

• Users
– Providers

– Professional associations

– Policy analysts
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Crosswalk

Goals for Analytical Tools

• In 2008, the HSPL surveyed resources on state 
health record laws and identified best practices.  

• Best practices guided the development of the 
Comparative Analysis Matrix, Assessment Tool, 
and Crosswalk.
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Crosswalk

Goals for Analytical Tools

Best Practices  

• User orientation

• Purposeful comprehensiveness

• Simple navigation and maintenance

• Facilitates problem solving

46



Crosswalk

• Public Web tool that allows entry of key words 
(minors, consent, electronic signatures etc.) to 
retrieve relevant health information exchange state 
and federal laws (HIPAA, ARRA).

• Crosswalk Tool database uses the state’s 
Comparative Analysis Matrix (CAM).
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Crosswalk

Crosswalk Tool

• Retrieves information presenting state (Florida) 
and federal laws side-by-side with user selecting 
either to view:

– Patient care

– Population health

• Can search by key words or CAM subject matter 
categories
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Crosswalk

Crosswalk Tool

• Highlights if state law (Florida) is more stringent—
more privacy or security requirements than HIPAA 
or other federal law.

• Includes notated citations as contained in CAM.

• Provides Internet links to Florida Administrative 
Code, statutes, and federal law/regulations.
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Crosswalk

Crosswalk Maintenance

• Key words can be added and linked to CAM major 
subject matter categories.

• Links will need to be periodically checked and 
updated.

• Revised or additional materials loaded into 
database.
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Crosswalk: Homepage
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Crosswalk: Search Screen – Used by General Public
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Crosswalk: Word/Term Search
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Crosswalk: Subject Category Search

54



Crosswalk: All Terms Search
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Crosswalk: Select a Term
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Crosswalk: Results for Hospitals – Florida Law 
More “Stringent”
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Administrative Screens: Four Levels of Maintenance –
Keywords, Statutes, Sources, and Relationships
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Administrative Screen: Manage Keywords
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Administrative Screen: Manage Statutes; 
Select the Type of Statute to View
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Statute Display

61



Manage Relationships: View Statutes Related to 
Keywords; Set the Stringency Level
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Select a Keyword and See the Related Statutes.  
You can view those related to patient records, population health, or both.
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Example: Patient Consent, Patient Care
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Example: Patient Consent, Patient Care
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Example: Patient Consent, Patient Care
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Patient Health or Population Health Perspective
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Show Statutes – Include Population Health and 
Exclude Records that Are Patient Health Only
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Looking Ahead

Identification, Reconciliation, Clarification, or 
Removal of Unique State Laws
• Many states have a series of antiquated, fragmented, 

and nonstandardized laws that may be interpreted to 
create a barrier to the appropriate exchange of 
electronic health information.   

• States may use the CAM and Assessment Tool to 
assist in identifying areas of law that could be updated.  

• A comprehensive reform would be a resource-
intensive task in most states.  States may wish to 
create and fund a task force or governance body to 
oversee such a comprehensive review.
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Looking Ahead: Future Work

Need for interstate collaboration in conjunction  
with federal support

• Public health regulations

• Provider licensure for interstate emergency response 
capacity

• HSPL collaborative will disseminate and consult with 
other states

• Need for interstate collaboration in conjunction with 
federal support

• Include population health and public health regulations 
in analysis
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Looking Ahead

• Work with professional associations to encourage 
use

• Provide instructions to other states 

– Complete state CAM

– Load Crosswalk Tool with CAM database
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Collaborative Participants

Florida - Carolyn Turner - turnerc@ahca.myflorida.com

Kansas - Christina Stephan - christina.stephan@hotmail.com

Kentucky - Julia Costich - jfcost0@email.uky.edu

Michigan - Kelly Coyle - kcoyle@mphi.org

Missouri - Charlotte Krebs - ckrebs@primaris.org

New Mexico - Shelley Carter - shelley.carter@lcfresearch.org

Texas - Patricia Gray - pgray@Central.UH.EDU
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Thank You for Listening!

Questions?
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Thank You for Attending!

• Please visit http://healthit.hhs.gov/HISPC for full 
access to all of the products discussed today as 
well as information about the other HISPC 
collaborative products.

• Additional materials are being posted as they 
become available throughout the months of June 
and July.
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