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Before we begin...

« All participants are in audio broadcast mode—you must enable
your computer speakers to listen to today’s presentation.

* |If you experience any difficulty with the audio, please notify the
Webex producer.

* If you have a question during the presentation, please send it in
the Q&A box in the bottom right corner. At the end of the
presentations, there will be a question and answer period.

* Please e-mail privacy.security@rti.orqg if you have any questions
following this presentation.

 All HISPC materials can be found on the web:
http://healthit.nhhs.gov/HISPC



mailto:privacy.security@rti.org
http://healthit.hhs.gov/HISPC
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Learning Objectives

« Understand:
— Consent Collaborative process
— Interstate patient consent challenge
— How consent templates address the challenge
— How to use the consent templates
— Interstate consent findings

— Options for reducing interstate variability and
establishing interstate consent requirements
framework



Background




Problem

 HIPAA sets privacy floor
— No patient authorization needed for treatment.

o States are free to legislate more restrictive
aws.

« Result: varying privacy laws in states.

 How do we reconcile different approaches
to enable interstate health information
exchange?




Focus—Interstate

« Use of protected health information (PHI)
— PHI held by physicians, hospitals, etc.
— Certain PHI held by state government

¢ Situation:
— Nonemergency treatment
— Emergency treatment

 |s patient consent for disclosure required by
state law?

— If yes, what are the elements of the patient
consent?



Process and Timeline

* Develop scenarios (April—May 2008)

* Develop and validate template (June—July
2008)

 Complete research (July—September 2008)
e Analyze results (October—December 2008)

* Develop report of findings (January—March
2009)



The Templates




Benefits of the Templates

« Offers an organized way to document state
consent and disclosure laws.

e Provides clarity about state laws for
disclosing PHI for specific data sources and
data types.

* Provides a mechanism to identify conflicts
In state law with regard to disclosure for the
specified data source/type.
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Limitations of the Templates

 Limited to the use of PHI for treatment

— Doesn’t include use of PHI for quality, public
health, etc.

* Limited to certain types of PHI due to the
scope of the project

— For example, disclosure of reproductive health
records not included

— Policy not included

* Answers in the template represent a
snapshot in time

12



Scenarios in the Templates

« Scenarios 1 and 2 in one template

— Scenario 1: Disclosure of PHI in a
nonemergency treatment situation

— Scenario 2: Disclosure of PHI in an emergency
treatment situation

e Scenario 3 In a separate template

— Scenario 3: Disclosure of state-held PHI to
providers treating the patient in either
nonemergency or emergency treatment
situation

13



Completing the Templates

* Process supports flexibility in approach

« Offers options for organizing and executing
data collection:
— Facilitated group session (e.g., stakeholders)

— An individual respondent (e.g., Attorney
General, health information lawyer)

— A combination of the two

14



Alternative Uses of the Templates

e Could choose to complete only one part of
the template or all parts

— Could choose to complete only the first
template for Scenarios 1 and 2 or only the
template for Scenario 3

— Could choose to complete only certain
worksheet(s) in the matrix (e.g., Tab 4, Baseline
Disclosure Requirements)

— Could choose to complete only certain columns
or rows in the matrix (e.g., only clinical data,
rather than claims data held by private insurers)

15



Completing the Templates

« Facilitator (e.g., state project director) should be
Involved, at least initially, to help explain the
template organization.

* Project Directors Guide is an instructional
document designed to accompany the template.

* Process Is expected to be at least two to three
sessions:
— one to explain the template organization and goals;

— one after the individuals providing the responses have
researched what the answers would be and completed
the applicable template sections; and

— on optional one for a group to validate the responses (i.e.,

Legal Working Group). 6



Template Organization

* EXcel spreadsheet with several tabs:

Tab 1: Intro, Scope, Assumption, & Directions
Tab 2: Definitions & Exclusions
Tab 3: Open-ended general consent guestions

Tab 4: Scenario and matrix of yes/no type gquestions based
on type of PHI and source of PHI

Tab 5: Detailed questions contingent on matrix response
Tab 6: Legal citations contingent on matrix response
Tab 7: Specific questions if consent is required

Tab 8-12: Scenarios 1 & 2 template only: emergency
treatment

e Optional health information organization (H1IYO)
template



Before You Begin Collecting Information

* Review template instructions and the
template content in its entirety.

e Ensure everyone involved fully understands
the Assumptions, Definitions, and
Scenarios (Tabs 1 & 2).

« Determine the mode of information
collection most suitable to your situation.

18



Completing Consent Scenarios 1 & 2 Template

Tab 3

General consent
questions—intent is
to capture state’s
overall approach and
key drivers in state's
health information
disclosure laws,
regardless of
treatment
situation/setting.

* Nine high-level
questions
 High-level
regulatory overview

|2¢] Microsoft Excel - IndianaTemplate for_Scenario_1

i) File Edit View Inset Format JTools Data Window Help Adobe PDF Type a question for help

NG 2T e B§Calibri -1 -[B]lz p EEEES % o
D12 = 3
A | B I c
2 GENERAL QUESTIONS FOR SCENARIOS 1 AND 2
2
'3 DIRECTIONS
4 1. Complete the questions below with respect to your state law.

2. These questions are intended to capture general information and key drivers in your state's health information
disclosure laws, regardless of treatment situation or setting. Please consider both emergency and non-emergency
treatment situations when completing these questions.

3. Please keep your answers on this chart brief and at a high level. Responses are intended to give the reader an
overview. The other worksheets you are required to complete will provide a chance to give a more detailed
explanation of specific laws.

4. Use as much room as you need. The boxes below automatically wrap text that is entered directly into this worksheet.

Your State Name:|INDIANA

QUESTIONS AND RESPONSES

Q#

GENERAL QUESTIONS ABOUT STATE HEALTH INFORMATION DISCLOSURE LAWS

Question 1 |Does your state regulate the disclosure of PHI by where the data are created? If so, please explain.

Response to

Q1

Generally, no. There is a general medical records statute. Most types of PHI are covered there, regardless of where it
is created. One exception seems to be the pharmacist statute which could arguably apply a different standard to the
disclosure of PHI. In addition, PHI created at @ managed care organization is regulated under a different statutory
scheme.

= e

Does your state regulate the disclosure of PHI by who holds the data (e.g., healthcare providers, healthcare

Question 2 |practitioners, health plans, healthcare facilities or other category)? If yes, please explain. Please provide any

applicable statutory definitions of these terms.

15

Response to

Q2

See answer as for Q1. The general medical records statute covers a broad range of entities and individuals (see Q8
below for full definition of "provider” for this statute), but most all of them are some type of health care provider
(whether individual or entity, and including mental health care providers). From an entity standpoint, there is another
statutory scheme for health maintenance organizations.

4 4 » ») 3. General Questions/ 4. 1A-Baselne (non-emergency) / 5. 1B-Detais / 6. 1C-Crations / 7. 1D-Conser |« [ | '
Ready




Tab 4. 1A Baseline

WORKSHEET 1A: BASELINE DISCLOSURE REQUIREMENTS
Your State Name:l

Purpose of this Worksheet:
To capture a categorized view of when disclosure requirements exist under state law for the tz

Scenario #1 (Treatment —Non-Emergency): . Scenario Descri ption E

Adult person from your state seeks non-emergency treatment from a healthcare provider in another state (e.g., doctor's office, a healthcare treatment facility such as a hos
center). What is required by your state to allow the disclosure of any and all PHI on this patient held by the "PHI Sources” below to the healthcare provider in the other stal

Directions:

[ 1. Please make sure you have reviewead the worksheet entitled "Definitions for Worksheet 1A-2A" prior to beginning this Worksheet 1A, because it provides a greater desc

and column labels below and specifies what is outside the scope of this project.

(3 Complete a copy of this Worksheet 1A indicating where consent or other disclosure requirement is mandated for disclosure in the Scenario above. If using this workst

please note that this worksheet is formatted to print on LEGAL SIZE PAPER. For each cell below, choose from the drop down box selections of:

KEY: ] ‘ A
"Yes" means consent or other dlsc!os t is
"No" means consent or other disclos equurem d*d
"Sometimes” means consent or other disclosure r ud me cases far this type of PHI from this type of PHI Source
"Unclear” means the state law is unclear as to whether cons her disclosure requirement is mandated
"nfa" means not applicable for the particular source and/or type of PHI
A k - 5", "Sometimes”, or "Unclear” in a cell below, use the Waorksheet 1B-Details to specify the details for those cells. Please note that additional explanai
nswer ey- there is an additional disclosure requirement other than or in addition to patient consent.

Yes
No

ure to complete the Worksheat LC-Citation which is cross-referenced to the applicable Call Reference Numbers in this Worksheat LA,

<" or "Sometimes” in a cell below, then you will need to answer questions about any consent that may be required in the Waorksheet 10-ConsentQs. 6
iow the instructions there.

Sometimes ;Iumns labeled "Other" to the Worksheet LA chart below to accommodate additional types of PHI or additional sources of PHI. If you do so, please |z

"and include the definition in Worksheet 1B: Details. If not all Other columns/rows are used, please leave them blank.

Unclear Juestions 4. 1A-Baseline (non-emergency) { 5. 1B-Details £ 6. 1C-Citation | <
—

n/a

20



Tab 4. 1A Baseline

Al 8 | T ) [ [ ) [ T [T T (T [T | ERn] [ Y TR [T
Indiana: Emergency Treatment Scenario Question: Is consent required for disclosure?
SOURCES OF PHI
s | . : |z | Columns:
" : E. (S5 (353 g 2
WORKSHEET 1A: 5 E‘ 3§ |2 E (53 3 = Source of PHI
BASELINE = g |&2 [z8 |88 | § $ T " =
g g 2 5 8§ .|ls=2s| 2B B 5 = E §' 2
DISCLOSURE E I P g TE|l =8 | & £ _ - 2 ge
5 § [§8 |282|558| 83 |52 | 32 8§ | =8
REQUIREMENTS 5 = |2g§ [gEg|32z|Z2& |22 |53 g 3 % 3
2 £ EE2T|EEE Eg| &« £ g 2B g g
] 2 5 |58F|EsE|2s:f|5g |58 [238| & $§ | 88
Tab 2: Definitions A o [ C [ o [ & 7 -5 |7 . ) X

further describes

unclear no

no

data types and

no

SOUurces

unclear no

no

TYPES OF PHI

unclear no

no

no

noe

STeTaTe E[eTe o1s o < o 2 2

4
(]

o
w

TYPES OF PHI

1EEaE

W
m i

unclear no

no

Is consent required under state law

no

for disclosure?

no

Rows: Gheie

4

Types of PHI

:: Responses are Yes, Sometimes,
—— or Unclear Go To Tab 5. 1B —
= Details; Tab 6. 1C Legal Citations; -
- Tab 7. 1D Consent Questions N
e o S ——|_
unclear unclear vnclear unclear unclear unclear unclear unclear no no

15 -
K 4 » ¥} 4. 1A-Baseline (non-emergency) / 5. 1B-Details / 6. 1C-Ctations / 7. 1D-Consentl / 7a. 1D-Coi |« | m |

unclear unclear unclear unclear unclear unclear unclear no

no
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Tab 5. 1B Detalls

Al

Hmmﬁ:

Eﬂ D Microsoft Encel - IndianaTem _-

.

i) Eile Edit
Il i § Calibri

View Inset Format Tools Data Window Help Adobe PDF
12 z|B L U|=E==)S % o %88

Further Explanation provides additional : R

details for matrix responses.

[y

Excerpts from the actual
statute/regulation/rule in
quotation marks help clarify an
explanation but the excerpt

alone will not be sufficient as it

Fx

WORKSHEET 1B: FURTHER EXPLANATION

Your State Name: |INDIANA

. For any cells on Worksheet 1A that you entered “Yes®, and where there is an additional disclosure

requirement other than or in addition to patient consent, please explain here.

. For any cells on Worksheet 1A that you entered "Sometimes”, or "Unclear”, please complete a further

explanation below. You may also enter further explanation for other cells as well, if desired for clarity.

3. Please use excerpts from the actual statute/regulation/rule in quotation marks in your explanation.
.| To make completing this chart faster, feel free to reference multiple Cell Ref #s from Worksheet 1A in

the |eft column below.

. Use as much room as you need. The boxes below automatically wrap text.

.| See a brief example of this Worksheet B on the worksheet entitied "Example of B"

Your State Name: |inpiana

Worksheet
1A Cell Ref

Is subject to multiple

FURTHER EXPLANATION

|1t 17

interpretations.

v

Thiz series of cells addresses a phaimacist's ability to disclose PHI without consent. Indiana law definition of “provider® includes
pharmacists. [See Indiana Code 16-18-2-295). Thus, Indiana's general medical records statute (Indiana Code 15-39-1-1 er.seg | appliesto
pharmacists. Indiana's general medical records statute which permits the disclosure of health information (including medication history) for
treatment purposes without patient consent under the interprovider exchange of records statute at Indiana Code Section 16-33-5.1
However, Indiana’s pharmacist licensure provisions state that “[a] pharmacist shall hold in strictest confidence all prescriptions, drug
orders, records, and patient information. He may divulge such information only when it is in the best interest of the patient or when
requested by the board of its rep of by a law enfo officer charged with the enforcement of laws pertaining to drugs or
devices or the practice of pharmacy.” [See Indiana Code Section 25-26-13-15). This statute may cause ambiguity in pharmacists’ use of
ption information, particularly because the “best interest of the patient™ standard is vague. This phrase has not been interpreted in res

=

BAto13K

responses 1l to 171
And soon...

These cells refer to PHI related to HIVIAIDS and to STDs. Indiana's general medical records statute [at 16-39-11 e¢seg ) allows for the
imterprovider exchange of records without a patient’s consent. It specifically states at Indiana Code 18-33-5-1that, "[t]his article does not
prohibit a provider from obtaining a patient’s health records from another provider without the patient’s consent if the health records are
needed to provide helth care services to the patient. However, Indiana Code 18-33-1-1(b) states that the general medical records statute
“applies to all health records, except: (1) nco(ds di icable di ., which are g d bg IC 164181, Ind;ma Code 16

12AtoldK

Indiana’s law for mental health records permits the disclosure of a patient’s mental health records wllhoul the patient’s consent under
cﬂtan circumstances. Those reasons are at Indiana Code Section 18-33-2-6, Disclosure without patient consent is allowed (1) To

who mest the following diti [A) Are employed by: (i) the provider at the same Facility or agency; (i) a managed care
provider . ; of (i) 2 health care provider or ment sl health care provider, if the mental health records are needed to provide health care or
mental health services to the patlenl [B) Are involved in lho p!arlng provision, and monlloung of selw;es " Indiana Code Sectmn 16-

15At0 151

3. General Questions / 4. 1A-Baseline (nonemergenqr) )Ls 1B-Details { €| « |

Indiana’s general medical records statute states that it d:ws not a,ppluta lecolds regarding ar:ohoi and other drug abuse patient records,
mihich sta anernsd i d? CER Pt 75 This AP CER Dt ') n snnlias o doin snd slashal




Tab 6. 1C Citations

For each cell in matrix with a response

Yes, Sometimes, Unclear
N EE v

!

i

z
i
1

D 3
'—q LAWREFERENCE INFORMATION
Derives from
|.;!3 Cell Ref # Citation Link to URL R Location

Indiana Code 16-18-2-295
Indiana Code 16-39-5
Indiana Code 25-26-13-15

Legal citation
for 11171

http://vwww.in.gov/legislative/ic/cod
e/title16/ar18/ch2.html

http://www.in.gov/legislative/ic/cod
e/title16/ar39/chs.html

state law statute

health/general medical
records

health/general medical
records
licensing/pharmacist &
pharmacy

state law statute

health/general medical
records

health/general medical

Links to statutes captured for further ™

and So on- == http://www.in.gov/legislative/ic/cod
I q 11-171 e/title25/ar26/ch13.html
Indiana Code 16-39-1-1 http://www.in.gov/legislative/ic/cod
Indiana Code 16-39-5-1 e/title16/ar39/ch1.html
Indiana Code 16-41-8-1 http://www.in.gov/legislative/ic/cod
e/title16/ar39/chs.html
25 [8A to 13K http://www.in.gov/legislative/ic/cod
Indiana Code 16-39-2-6 http://www.ai.org/legislative/ic/cod
26 [14A-14K
Indiana Code Section 16-39-1- H
27 |15A to 15! anaIySIS
Indiana Code Section 27-8-26-1 [Attps//wwiv.in gov/legislative/ic/cod
28 |16 to 16J et seq. e/title27/arg/ch26.html
&0 IS

wnciear

.nol
-nub@.uw

[ 5. 18-0etaks /

state law statute

VL onsent

dical

v

I_Lll_l-_ll_.-i_ll_ln_ll___ll_lLll__l_H__._ll___l_ﬂ_l
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Tab 7. 1D Consent Questions

Indiana: Emerge

8
29

This form is used to detail
consent requirements. For
each response given on Tab
4.1 A Baseline of “Yes,”
“Sometimes,” or “Unclear,” a
separate Consent
Questions sheet is
completed to understand the
specific elements of the
patient consent stated in
statute/administrative rule.

As a result, this form may
need to be reproduced
multiple times.

_

——l_!_u |3%] Microsoft Excel - IndianaTemplate_for_Scenario FINALOS3

@_] File Edit View [nset Format Tools Data Window Help Adobe PDF

ﬁﬂ  Calibri
A3

y €0 .00
00 ».0

-2 -|[B|z U |[E]= !| $ % Bl & - A

-F X

b f This consent requirement applies to the following CELL REF #s from Worksheet 1A (in
A | the shaded space below, please list all applicable cells as described in the directions): !
LA: 1 WORKSHEET 1D: CONSENT QUESTIONS
2 Your State Name:]iNDIANA | i
l This consent requirement applies to the following CELL REF #s from Worksheet 1A (in the shaded space below, please list all = { P
m 2 |applicable cells as described in the directions): 5
Cells: 11to 117 (PHI held by a pharmacist) and 8Ato 13K [c e/HIV/AIDS PHI)
To the extent that a consent would be required for a pharmacist to disclose PHI (see Tab 5 for explanation of why this may or may not be J I
necessary), or for communicable disease/HIV/AIDS PHI to be disclosed (again, see Tab 5 which fleshes out the ambiguity), the patient
r] would have to give the consent. H the d provide any detail as to the content of the consent. Presumably, the [
elements of 3 patient consent under Indiana Code Section 16-39-1-4 would be sufficient. Below, we make that assumption and discuss
1 the consent requirements of Indiana Code Section 16-39-1-4. -0
|
—
2 Purpose of this Worksheet: =0
To document the specific details about the consent required under your state law in order to permit the disclosure
e of the patient's PHI. 0
3
E Directions:
4 " 1. You will only use this Worksheet if you answered "Yes" or "Sometimes"” or "Unclear" to one or more —
| — cells on Worksheet 1A and patient consent is required to enable the disclosure.
5 r 2, If you have more than one type of consent under your state law, then you will need to make a copy of 0
| this Worksheet 1D. Rename each new Worksheet 1D to something like 1D-Consentl, 1D-Consent2, 1D-
6 Consent3. [Thus, if you would answer any of the questions below differently for a different cell in
Worksheet 1A, you will need more than one Worksheet 10.]
r 3. List all Cell Ref #s from Worksheet 1A that your answers on this worksheet apply to in the box indicated
7 4. See a brief example of this Worksheet 1D on the worksheet entitled "Example of D". !
4+
=0
8 Your State Name:|INDIANA |
1 QUESTIONS AND RESPONSES 20
9 -
| Q# QUESTIONS ABOUT PATIENT CONSENT REQUIREMENTS I
10 Who must give consent to the disclosure (e.g., patient, doctor)? It is not necessary to go into detail about who can =
Question 1 |give consent on behalf of the patient. This question is only meant to capture whether someone other than the
r or hisfher rep has to g‘rve to disclose the PHI. 20
n T the ewent thal & consen i o A et o dieciose P o for e diseared-WARS Pt be
— diecinred the patient would dave fo awm{mcw Hoever, (he SIae GOes Ho! Ireuiee any Gelall &5 (o the comient of the cansent
12 RESPONSE 10| oo cumatiy the elements of & patient consent under indana Code Section 153514 vauid be suteient 20
a1
21 0
Bl o 2 [What form must the consent take (e.g., in writing, electronic, oral, tmplned]’ Please be specific.
L T il = OnEemt MU e wikien G mot cfedr whether an ¢ e & “witen " consent. See '
sall ¢« > (5. 1B-Detais [ 6. 1CCrations ),7. 1D-Consent I 7a. 1D-ConsentXl [ |«| v 1] e
Ready
wociear  |uncle de- Iuhl ]wr.b- } wdt. ]u 20
O n)a, mianhn{mm),s 18-Oetals / 6. 1C-Cratons / 7 :ocm: 73, ID-CuI‘ m ’




Tab 8. Questions for Scenario 2 ONLY

1 SPECIFIC QUESTIONS FOR SCENARIO 2 ONLY

Your State Name:

Scenario 2 (Emergency Treatment): An adult person from your state is seen by a healthcare
provider in another state seeking emergent care. What is required by your state to allow
the disclosure of any and all PHI on this patient held by the "PHI Sources” on Worksheet A
to the healthcare provider in the other state?

Directions:

Are consent requirements disclosing PHI for

to your state law.
seral information about state disclosure

emergency treatment different from ituation.

nonemergent?

“and at a high level. Itis intended to give
y disclosure. The other worksheets you are
o give a more detailed explanation of

If yes, complete a similar matrix for emergent ielow automatically wrap the text.

disclosure requirements Tab 9. 2A- Baseline
and steps for completing the Details, Citation .

and Consent questions.
If no, the template is complete.

10

w, then proceed to Worksheet "2A-Baseline

¥, then STOP and do not complete

Yourstate Name:|0

18 |QUESTIONS AND RESPONSES

19| Q#

SPECIFIC QUESTIONS ABOUT SCENARIO 2 ONLY

4 » ny8. ‘l‘;[ueéiiuns'.-fo;' Scenario 2 ,{ 9. 2A-Baselne (eméréenéy) |<

25



Completing Consent Scenario 3 Template

Scenario 3:

Disclosure of
state-held PHI
for treatment

—

Rows:

Types of State-Held PHI

Your State NamElendiana

TYPE OF PROVIDER SEEKING ACCESSTO P

Columns:

WORKSHEET 3A: BASELINE sz s _ Type of Provider
a = = w o % o
RE"(ﬁ;‘E’::’ERNETS B 8. = Z3% & Seeking Access
2 23 2 c 3 ©
§ | 583| 2 | 58 | £ toState-Held PHI
A B C D E . -
yes yes yes yes
yes yes yes yes
- unclear undear unclear unclear unclear
=
; unclear undear unclear unclear unclear
ar
E n/a nfa nfa nfa
I
g unclear undear unclear unclear unclear
o
2
o unclear undear unclear unclear unclear
T8
o]
] unclear undear unclear unclear unclear
nfa yes nfa nfa
n nfa nfa nfa nfa
records
Hospital discharge 1 nfa nfa nfa nfa nfa
summaries




Templates: Summary and Lessons Learned

« Valuable tool for organizing and reconciling
Interstate consent requirements

e Valuable tool for in-state/interstate
education

* Valuable process to help identify key areas
of conflict and/or ambiguity in current laws

e Subject to limitations

« Do not simplify all state requirements to
simple Yes/No answers

* Do not eliminate need for interpretation

27



Findings from 11 States




Findings: Wide spectrum of state law approaches

 Nonemergency Treatment

States with the fewest
instances where
consent is required

% UT Wi OK g

 Emergency Treatment

States with the most
instances where
consentis required

NH

IN MN NY ™y
OKUTWI f

Note that reference to “the fewest” and “the most” requirements may not reflect the level of
restrictions placed on disclosure, but rather may simply reveal a level of completeness or
complexity in terms of a state’s laws and how they are structured.

29



Goal of the Project

« Goal: Establish a model for identifying
and resolving consent and disclosure
reguirements across states.

* Objective: To collect information to
allow 11 states to compare state
consent and disclosure laws,
specifically with regard to interstate
exchange.

30



Challenges of the Project

« Answer to question of disclosure often spread out
over many statutes
— General medical records statute
— Statutes covering specific types of PHI, such as
e HIV tests
* mental health records
» substance abuse treatment records
— Professional licensing statutes
— Statutes covering the activities of a facility
— Specific statutes dealing with an HIO-type service

31



Challenges of the Project

e Some statutes are very complex
— EXceptions within exceptions
— Complicated descriptions of PHI covered
— Very specific types of facilities or providers
— Some provisions are not consistent
— Most statutes do not differentiate between
access by in-state vs. out-of-state health care
provider
« Plain reading of state law
— Still subject to interpretation (ambiguous)
— Some provide subjective decisions
* “best interest of the patient” 32



Findings: Responses from 11 States

Scenario 1 - Is Patient Consent Required to Disclose for Non-Emergency Treatment?

Pasent ID and Demographic
Alerngic Reackons
Medicaton Hislory

Lab Tests

Diagnosis or Procedwre Info
Clnical Notesfeporis

HIV: Test Resulls

Other STDs

Mental Health Records
Substance Abuse

Genebc

Immunization History
Claams Data

Paliert 1D and Demographic

Medication Histary

Lab Tests

Diagnosis or Procedure Info
Chmnical Nolesitepts

HIV: Test Results

Other STDs

Mental Health Records
Substance Alwse

Legend

Is consent required?

|:||\|0

|:| Sometimes
|:| Unclear or N/A

l Yes

Mental Health Mental Health Other Owipatient| | Mental Health Mental Health Commercial
Inpatient Oulpatient Facilly Psychialrist Psychologist Payers
i i i [
Scenario 2 - Is Patient Consent Required to Disclose for Emergency Treatment?
Meria Heallh Merial Health Ciher Oulpalient| | Mental Health Menta Heallh Commercial
, i, ,
i

Immurnization Histary
Ciamms Dala




Findings By State

Percentage of Responses

100% -

90% -

80% -

70% -

60% -

50% -

40% -

30% -

20% -
10% -

0% -

Treatment: Non-Emergency

B

NY MN VI ME MA Rl OK NH Wi

uTt

IN

Is Patient

| | Consent

Required?

O N/a

@ No

0O Sometimes
mYes
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Findings By State

Treatment: Emergency

100%
90% - Is Patient
80% - Consent

Required?

70% -
60% - aN/a

@ No
50% - _

0O Sometimes
40% - .Yes
30% -
20% -
10% A

00//0 i . I I 1 1

MA ME RI NH VT IN UT OK MN NY W|

Percentage of Responses
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Key Take Away Points from Graphs

* NoO consistent patterns across states’
laws.

« Although several states permitted
disclosure without consent for
emergencies, the definition of emergency
varied.

e Some states did not allow any disclosure
even in emergency.

e Some require additional acts after
emergency disclosure without consent.

36



Findings: Consent Specifics in Statute

« Specific elements of consent varied.

e Some states did not specify details of what
should be included in the consent.

e Others set out lists of requirements and
specific statements that must be included.

* Most required consent in writing; some
permitted oral authorization in certain
cases; other statutes did not specify.
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Findings: Consent Specifics in Statute

 Some limit duration of the consent; others
do not specify a limit.

* |n some states, there was more than one
consent form, depending on the type of
PHI.

* A few states had forms officially approved
by the state.
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Options for Progress to Support
Interstate Disclosure of PHI



Critical Reality

— Approaches to achieve widespread interstate
electronic health information exchange must
first address limitations created by differences
In state laws.

— Not feasible to develop rules to reflect plain
reading of state law because laws are

« complicated,
 frequently ambiguous,
 frequently subjective, and

 state policy may be more restrictive or may
Implement a specific interpretation of state law.
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Options for Progress

« Options represent diverse vantage points
from 11 participating states.

* Range of options for further consideration.

* Options are organized based on whether
they are driven by
1. A single, nationwide approach
2. A state-based approach

3. A current day approach (the option assumes
variation in state law and attempts to manage
them)
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Option Set #1: Nationwide Approach

 1A: Amend federal privacy laws so that
they preempt state laws, thus establishing
one common, nationwide set of rules.

 1B: Amend federal privacy laws only to
specifically permit HIO-to-HIO exchange of
PHI for treatment purposes (in context of
NHIN).
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Option Set #1: Benefits and Challenges

e Consistent, nationwide approach; however,
Option 1B does not address in-state and
could create a double consent standard.

e A stronger consent law could impact
provider workflow and costs.

« Changing laws impacts current HIE
activities and business models.

* Federal law change can be a slow process.
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Option Set #2: State-Driven Approach

o 2A: Groups of “trading partner” states
develop a plan for resolving differences In
law and possibly creating a state-level
master data sharing agreement. Could
have a national entity play a role in
coordination.
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Option Set #2: State-Driven Approach

« 2B: Amend state privacy laws and/or
develop model laws.

e 2C: Propose a framework for HIO policy
development that will target HIE with the
fewest barriers and permit sharing with the
greatest number of states.
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Option Set #2: Benefits and Challenges

Incremental progress may be achieved by
targeting high-value, focused types of HIE
within regions that would benefit directly

from reconciling state privacy approaches.

Legislative processes are unpredictable
and could result in more variation, not less.

Amending state laws does not address
Issues of interpretation.

A model law takes ~3 years to develop and
may be difficult to implement without
harmonizing statutes.
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Option Set #3: Current Day Approach of Managing
within Existing State Law Framework

* 3A: Document in a simple, structured, and
standardized way each state’s official
position on when disclosure of PHI for
treatment requires consent, and if so, the

elements of the consent.
— Make these state-approved profiles available to
the public as an online resource (reference

guide on disclosure rules and elements of
consent).
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Option #3B

e As an expansion of work in Option 3A:

— Build out the rules database capabillity to enable
automating disclosure decisions by facilitating
reconciliation of consent requirements and
generating compliant consent forms on request.

— Engine could be incorporated into interstate HIE
networks and/or NHIN.
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Option Set #3: Benefits and Challenges

e Don’t need to amend current laws.

 Not all states have to have the same
disclosure laws to share PHI.

e Can make recipient aware of restrictions on
further disclosure (and the PHI transmitted
for this use can be flagged and/or
segregated by the recipient if further
redisclosure for treatment is not permitted
without additional patient consent).
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Option Set #3: Benefits and Challenges

 Documenting the states’ positions In
structured categories provide the common
terminology and standardized rule sets that

— enable a state to easily understand what the
position of another state is (reduces
complexity),

— provide common lexicon that can be used in
Interstate (or nationwide) data sharing
agreements to outline how interstate disclosure
would be handled, and

— enable the automated reconciliation of different

consent forms.
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Option Set #3: Benefits and Challenges (cont’d)

Need state and federal support/approval to garner
Interest.

Each state to determine the most appropriate
mechanism/legal jurisdictions through which to
Issue its official position/profile.

Process must be established for approving and
updating state profile, and entity responsible for
hosting rules database.

Option 3B would require development of interface
and messaging standards.

Requires maintenance and updates as state laws
and positions shift.
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Conclusions

No silver bullet.

Any changes must take into account impact
to existing HIE activities.

Much work to reconcile state laws remains.

Even if state law permits disclosure of PHlI,
local business practice/policy may be more
restrictive.

Combined approach to work with HIOs and
other stakeholders is necessary.

Efforts are now underway to assess the
feasibility of states’ “official position.” -



Questions
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Interstate Disclosure & Patient Consent Requirements
Collaborative Members

Indiana: Viki Prescott,* Dan Dobbs
Maine: Dev Culver, Jon Harvell
Massachusetts: Diane Stone*
Minnesota: Mick Hawton
New Hampshire: Patrick Miller
New York: Keegan Bailey
Oklahoma: Robn Green, Ann Chou
Rhode Island: Amy Zimmerman, Laura Ripp
Utah: Francesca Lanier
Vermont: Mike Berry

Wisconsin: Kathy Johnson, Alice Page
* Co-Chairs



Interstate Disclosure &
Patient Consent Requirements

For additional information, please
contact Alison Banger

abanger@rti.org
770-234-5049


mailto:abanger@rti.org

Thank You for Attending

* Please visit htip://healthit.nhhs.gov/HISPC
for full access to all of the products
discussed today as well as information
about the other HISPC collaborative

products.

« Additional materials are being posted as
they become available throughout the
month of June.



http://healthit.hhs.gov/HISPC
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