DOCUMENT 14:
BIOSURVEILLANCE DATA USE AGREEMENT LIMITED EDATA
SETS FOR SYSTEM TESTING



BIOSURVEILLANCE DATA USE AGREEMENT
LIMITED DATA SETS FOR SYSTEM TESTING

This BIOSURVEILLANCE Data Use Agreement is entered into between
(“PROVIDER/REPOSITORY?™),
(“RESEARCHER”) and (“Data
Provider”). All parties are entities organized under and principally do business in the State of
Washington.

A. RESEARCHER is a syndromal surveillance
system for public health purposes, named “REDACTED” (“BIOSURVEILLANCE”).
BIOSURVEILLANCE is intended to provide for REDACTED and other events affecting public
health, by obtaining and analyzing REDACTED data from multiple hospitals through online
reporting of specified data on a regional basis. In order to further the development of
BIOSURVEILLANCE, REDACTED.

B. PROVIDER/REPOSITORY is a provider of REDACTED, including
REDACTED clinical data in electronic form on behalf of a number of hospitals. Some of the
clinical data hosted by PROVIDER/REPOSITORY includes clinical data sets suitable for use in
research testing BIOSURVEILLANCE.

C. Data Provider is a hospital which has contracted with
PROVIDER/REPOSITORY for REDACTED services including the hosting of electronic
clinical data. Some of this data is suitable for use in REDACTED BIOSURVEILLANCE.

D. RESEARCHER, PROVIDER/REPOSITORY and Data Provider wish to make
electronic clinical data owned by the Data Provider and hosted by PROVIDER/REPOSITORY
available for research in BIOSURVEILLANCE, subject to assurances that such data will not be
used or disclosed for any other purpose, and will be protected against any use or disclosure not
expressly authorized by this Agreement.

The parties therefore agree:

1. Data to be Made Available. Subject to compliance with this Agreement, Data
Provider authorizes PROVIDER/REPOSITORY to make Limited Data Sets available to
RESEARCHER from data hosted by PROVIDER/REPOSITORY on the Data Provider’s behalf,
for use in research testing BIOSURVEILLANCE. Each Limited Data Set may include the data
elements set forth in Appendix A.

2. Data Quality. The Data Provider shall have no obligation to make available any
data other than that hosted by PROVIDER/REPOSITORY, or to process or take any action with
respect to any data. Neither the Data Provider nor PROVIDER/REPOSITORY makes any
representations or warranties with respect to the completeness, quality or suitability of any data
for purposes of this Agreement, or the possible presence of computer worms, viruses or other
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malicious code in any data. All data shall be made available “as is” and at RESEARCHER’s sole
risk.

3. Requlatory and State Law Compliance.

a. The parties acknowledge that the Data Provider is (i) a Covered Entity, as
that term is defined in the Standards for Privacy of Individually Identifiable Health
Information published by the United States Department of Health and Human Services
pursuant to the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”),
codified at 45 CFR § 164.103, and (ii) a health care provider as defined in REDACTED,;
and that compliance with HIPAA and STATE LAW is of the essence of this Agreement.

b. The data made available to RESEARCHER by the Data Provider under
this Agreement is intended to be provided in “limited data sets” within the meaning of
that term in the Limited Data Set Standard of the Standards for Privacy of Individually
Identifiable Health Information published by the United States Department of Health and
Human Services, codified at 45 CFR 8§ 164.514(e)(2).

C. This Agreement shall interpreted as a “data use agreement” within the
meaning of that term in the Limited Data Set Standard of the Standards for Privacy of
Individually Identifiable Health Information published by the United States Department
of Health and Human Services, codified at 45 CFR § 164.514(e)(4).

d. No limited data set shall be provided under this Agreement which includes
any information that identifies or can readily be associated with the identity of the
patient, in order to avoid the provision of REDACTED.

4. Permitted Uses and Disclosures of Data.

a. PROVIDER/REPOSITORY may use data owned by the Data Provider to
create limited data sets including the elements set forth in Appendix A, and may disclose
such limited data sets to RESEARCHER or its authorized contractors subject to this
Agreement.

b. The Data Provider may require the omission of the following data
elements from the limited data sets permitted under this Agreement, by designation upon
entry into this Agreement as provided below: Provider Site Identifier, Encounter Site
Identifier, Attending Physician Identifier.

C. RESEARCHER may use or disclose data subject to this Agreement and
included in limited data sets obtained from PROVIDER/REPOSITORY, solely for
purposes of research testing the functioning of the BIOSURVEILLANCE systems.

d. No other uses or disclosures are permitted under this Agreement unless
expressly required by warrant, court order, subpoena or other demand or process by a
court or agency of competent jurisdiction; provided that no such disclosure shall be made
without prior notice to the Data Provider unless such notice is prohibited by law.
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5. Limitation of Intellectual Property Rights. The only intellectual property rights
provided by this Agreement are (i) a license to PROVIDER/REPOSITORY to use data to create
limited data sets for disclosure to RESEARCHER under this Agreement, and (ii) a license to
RESEARCHER to use the limited data sets obtained from PROVIDER/REPOSITORY for
research purposes under this Agreement. These limited licenses shall terminate upon the
termination of this Agreement for any reason.

6. Permitted Recipients and Users of Data. Only the following persons or entities
may receive or use data subject to this Agreement.

a. PROVIDER/REPOSITORY may (i) use data subject to this Agreement to
create limited data sets for purposes of this Agreement, and (ii) disclose data subject to
this Agreement in limited data sets, to RESEARCHER or to a contractor expressly
authorized in writing to obtain such data on behalf of RESEARCHER for purposes of this
Agreement.

b. RESEARCHER may authorize a contractor to obtain and use limited data
sets subject to this Agreement on its behalf, if the contractor has expressly agreed in
writing to be bound by the terms and conditions of this Agreement.

C. RESEARCHER may authorize employees and agents to obtain and use
limited data sets subject to this Agreement, upon their execution of an express written
acknowledgment that they are or agreement to be bound by the terms and conditions of
this Agreement.

d. An authorized contractor of RESEARCHER under this Agreement may
authorize its employees and agents to obtain and use limited data sets subject to this
Agreement if (i) they have been identified to and approved by RESEARCHER and (ii)
they have executed an express written acknowledgment that they are or agreement to be
bound by the terms and conditions of this Agreement.

7. Appropriate Safeqguards to Prevent Unauthorized Use or Disclosure of Data.
RESEARCHER and any contractor authorized by RESEARCHER under this Agreement shall
effect, implement and maintain reasonable and appropriate safeguards for the protection of data
subject to this Agreement, at all times while such data subject to this Agreement is subject to
their possession or control. These safeguards shall include the following:

a. Policies and procedures to prevent any use or disclosure of data subject to
this Agreement, contrary to the requirements of this Agreement.

b.  Administrative, physical and technical safeguards which are reasonable
and appropriate for the protection of the confidentiality of data subject to this Agreement.

8. Reporting of Unauthorized Uses or Disclosures. In the event RESEARCHER
becomes aware of any use or disclosure of data subject to this Agreement for any purpose or by
any person or individual not authorized under tis Agreement, RESEARCHER shall promptly
notify the Data Provider. RESEARCHER shall require all contractors, employees and agents
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authorized to act on its behalf to notify RESEARCHER of any such use or disclosure they
become aware of.

9. No Identification of or Contact with Individuals. Data subject to this Agreement
shall not be used to identify or to contact any individual who is a subject of the data.

10. Term and Termination of Agreement.

a. The term of this Agreement shall begin on the date RESEARCHER
receives a counterpart of this Agreement signed by the Data Provider, and shall continue
until its termination as provided in this section.

b. Unless terminated sooner by the Data Provider for material breach as
provided below, this Agreement shall terminate on the sooner of (i) the date on which
RESEARCHER gives written notice to PROVIDER/REPOSITORY and the Data
provider that it has completed the research or (ii) REDACTED. Termination for
completion of research shall be effective upon receipt of the notice by
PROVIDER/REPOSITORY and the Data Provider.

C. The Data Provider may terminate this Agreement at any time upon the
Data Provider’s determination that PROVIDER/REPOSITORY, RESEARCHER, or any
contractor of RESEARCHER, has materially breached this Agreement, by giving written
notice of termination to RESEARCHER and PROVIDER/REPOSITORY. Termination
for material breach shall be effective upon receipt of the notice by RESEARCHER and
PROVIDER/REPOSITORY.

11. Effect of Termination. Upon the termination of this Agreement for any reason:

a. PROVIDER/REPOSITORY shall stop the creation of limited data sets
derived from data owned by the Data Holder, and the disclosure of such limited data sets
to RESEARCHER; and

b. RESEARCHER and any contractor(s) shall (i) if requested by the Data
Provider, return copies of all data in their possession to PROVIDER/REPOSITORY, and
(ii) destroy all copies of data in their possession, including erasure or overwriting of
electronic data or destruction of electronic media sufficient to render the data
unrecoverable.

12. Relationship Between Parties. Nothing contained in this Agreement shall
constitute or be construed to create, a partnership, joint venture, agency or any other relationship
besides that of independent parties to this Agreement.

13. Indemnification. RESEARCHER shall indemnify, hold harmless and defend
PROVIDER/REPOSITORY and the Data Provider from and against any penalties, claims or
damages arising from or pertaining to a breach of this Agreement, or the violation of any federal
or state law applicable to the use, disclosure or protection of data subject to this Agreement by
RESEARCHER or any of its authorized contractors, agents or employees.
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14.  Applicable Law. This Agreement shall be interpreted according to the regulations
issued by the United States Department of Health and Human Services pursuant to HIPAA, and
the laws of the State of REDACTED.

15. Entire Agreement. This Agreement supersedes any and all other agreements,
either oral or in writing, between the parties with respect to the use and disclosure of limited data
sets for purposes of research testing BIOSURVEILLANCE, and contains all of the covenants
and agreements between them with respect to that activity. Each party acknowledges that no
representation, inducement, promise or agreement, orally or otherwise, has been made by any
party, or anyone acting on behalf of any party, which is not embodied within this Agreement.
Any modifications to this Agreement shall be effective only if in writing and signed by the other

party.

16.  Severability. If any portion of this Agreement shall for any reason be invalid or
unenforceable, such portions shall be ineffective only to the extent of such invalidity or
unenforceability, and the remaining portions shall remain valid and enforceable and in full force
and effect.

17.  Assignment. This Agreement may not be assigned, in whole or in part, by
RESEARCHER to any third person or entity, without the prior written approval of the Data
Provider, which may be withheld at the Data Provider’s sole discretion.

18. Notices. Any notices made in connection with this Agreement shall be in writing
and sent certified mail, to the following addresses:
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REDACTED

REDACTED Attention;
Attention: REDACTED
REDACTED

With a copy to:

John R. Christiansen

Christiansen IT Law

2212 Queen Anne Avenue North #333
Seattle, Washington 98109

DATA PROVIDER: DATA PROVIDER notice copy to:
(optional):

(Data Provider Name)

(Secondary Notice Name)

(Contact Name)

(Contact Name)

(Address Line 1)

(Address Line 1)

(Address Line 2)

(Address Line 2)

19.  Counterparts. This Agreement may be executed in one or more counterparts. Each
such counterpart shall be deemed an original document, but all counterparts together shall
constitute a single agreement.

REDACTED REDACTED
By: By:
(Print Name) (Print Name)
Its: Its:
(Title) (Title)
DATA PROVIDER: DATA ELEMENTS TO BE OMITTED:

As provided in Section 4(b), the following
data elements shall be omitted in limited

(Data Provider Name) data sets created subject to this Agreement
(check all which apply):
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By: Provider Site Identifier:

Encounter Site Identifier:

(Print Name)
Attending Physician Identifier:
Its:
(Title)
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APPENDIX 1
LIMITED DATA SET ELEMENTS

Data Element Attributes/Comments
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