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PROCEEDTINGS

UNIDENTIFIED FEMALE: Everybody, we're ready
to begin, if you could please take your seats.
Welcome, everyone to the Privacy and Security Tiger
Team Hearing on Consumer Choice Consent Technology.

Just a reminder, this is operating under the
auspices of the Federal Advisory Committee Act, which
means there will be opportunity at the close of the
meeting for the public to make comments, and a
transcript and a video tape of the meeting will be
available on the ONC website within a few days.

So, just a reminder to committee members and
also presenters to please identify yourself when
speaking for attribution and also so people listening
on the phone and on the internet will know who's
speaking.

With that, I'd like the committee members at
the table up here to go around and briefly introduce
yourselves and say a little bit more than usual,
because I think the audience is a little different. So
if you'd just give one minute background on your

summary and then, perhaps, your particular interest in
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the subject of consent technology. And I'll begin on
my right with Wes Rishel.

UNIDENTIFIED FEMALE: Judy, I think we also
wanted people to talk about whether they have any
biases or conflicts.

UNIDENTIFIED FEMALE: Oh, sure. And any
particular bias on the subject, if you could just
mention that for the record, please. Wes.

MR. RISHEL: I'm Wes Rishel. As a
technologist, I should know how to push a button. I
work for Gartner. 1I've been active in health care
interoperability since we've been trying to get the
beads the same size on the abacus. I have been very
active in the development of standards for information
exchange among separately chartered health care
organizations. I think that's probably enough.

MS. FLINK: Good morning. Ellen Flink. I
work for the New York State Department of Health, The
Office of Health IT Transformation. I'm filling in for
Rachel Block this morning, Deputy Commissioner of OHIT.
And I have been involved in all of the HISPC (Health

Information Security and Privacy Collaboration) funding
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and have a particular interest in privacy and security
and consent policies. I have done a lot of work in New
York in that area as well as on consumer engagement and
education activities.

MR. McCALLIE: Good morning. My name is David
McCallie. I'm a long time employee at Cerner
Corporation, an HIT vendor in Kansas City. I'm also a
member of the HIT Standards Committee, and am on the
Privacy and Security workgroup of the Standards
Committee in addition to the Tiger Team. I have a long
standing interest in privacy issues, consent management
and various technology approaches to facilitate them.

MS. PRITTS: I'm Joy Pritts. I'm Chief
Privacy Officer, OMCHHS. Prior to my current gig, I
worked at Georgetown Health Policy Institute where I
did some work on this particular issue as to the
ability to implement consumer choice in electronic
health information exchange.

MS. McGRAW: I'm Deven McGraw. I'm the
Director of the Health Privacy Project at the Center
for Democracy and Technology, otherwise known as CDT.

It's a nonprofit 501 (c) (3) organization primarily
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located here in Washington, but we also have a small
office in San Francisco.

We do public education and advocacy around
health privacy issues both with respect to the
traditional health care system's handling of health
information as well as health information on the
internet as consumers and patients more actively share
it. We've written papers on the issue of the
appropriate role of consent which are available on our
website. Oh, and I also co-chair the Tiger Team.

MS. BAKER: Okay. I'm Dixie Baker and I work
for Science Applications International Corporation.
SAIC is a very large systems integration firm that does
both security work and health and life sciences work
primarily for the federal government.

I chair the Privacy and Security Working Group
of the Health Information Technology Standards
Committee, which is the other committee. I've been
working in security since everybody who worked in
security knew each other and nobody else knew it was a
problem. So I've been working in security technology

for quite a long time.
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MS. HARRELL: I'm Gayle Harrell, former state
representative from Florida. While in the state
legislature, I served as chairman of various health
care committees and was very involved in health
information technology and moving Florida forward in
that arena dealing specifically with electronic health
records, e-prescribing, that sort of thing.

And privacy and security has always been a
great concern to me. I sit on the Health Information
Technology Policy Committee. I'm on the HIE committee
as well as the Privacy and Security Committee and the
Tiger Team.

So this is a subject near and dear to me. And
what makes it so is really my involvement engagement
with the public and with constituents in my district.
That is the number one concern of people when they
think about electronic health records.

Health information is so important to them and
their privacy and the security of that information is
the number one thing that they are concerned about as
we move into the 21st century.

I also have been a practice manager and
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healthcare administrator and the administrator of a
large practice that were early adopters in health IT.
And I can tell you when you talk directly to patients;
they want to know what's happening to their
information. They want to know who's controlling it and
if that is divulged to anyone who 1is responsible.

They are very concerned about this and this
public hearing is one of the most important things I
think our committee is doing. And thank you all for
being here today.

MR. RANA: Good morning. I'm Sumit Rana
and I am filling in for Judy Faulkner. I am with Epic
Systems Corporation. We make software for healthcare
and my personal background; I have a formal background
in computer science, so I'm a programmer. And I have
been responsible for various applications at Epic.

I'm currently responsible for our ambulatory
medical record and in the past I have also been
responsible for our inpatient medical record. And
before, I also have background in our My Chart software
which allows patients access to the medical record

security. Thanks.
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10
MR. HOUSTON: Good morning. I'm John Houston.

I'm with the University of Pittsburgh Medical Center
where I am Vice President of Privacy and Security as
well as an attorney there. I am also on the National
Committee of Vital and Health Statistics where I am a
co-chair of the Privacy, Confidentiality and Security
Subcommittee, and I am a member of the Tiger Team as
well. I'm very interested in these hearings today.

I think in larger measure because representing
a very large provider, clearly we have to understand
how we can translate people's desires and preferences
and all this testimony into something that works
operationally in a very, very large, integrated,
delivery environment.

UNIDENTIFIED FEMALE: Thank you. And let
me ask, are there any committee members on the
telephone, please?

(No audible reply.)

UNIDENTIFIED FEMALE: Okay. With that,
I'll turn it over to Deven McGraw.

MS. McGRAW: Thanks very much and I'm

actually going to defer my opening remarks to Joy
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Pritts, the Chief Privacy Officer of the Office of the
National Coordinator for Health IT.

MS. PRITTS: Thank you, Deven. First of
all, I'd like to welcome everybody here today to what I
think will prove to be a very exciting meeting. I
wanted to set a little bit of the groundwork for why
we're here today and then talk a little bit about the
rules of the road for this particular meeting.

One of the challenges that has been
repeatedly raised during our process of considering how
we're going to be protect health information as we move
forward with computerized medical records and
information is how we are going to be able to handle
what many people would characterize as "sensitive" and
I put that in quotation marks health information.

This can include information that's related to
things such as HIV test results, mental health related
information, genetic information. These are some of
the categories that people often think of as falling
into this category primarily because people are often
stigmatized because they have these types of health

conditions.

11
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The issue arises because as you all know the
HIPAA Privacy Rule allows for the exchange of health
information between providers, in particular, for
treatment, payment and healthcare operations without
the patient's express written permission or what's
often referred to as consent. The Privacy Rule does
not preempt or override more stringent state or federal
laws so that means that some of the laws that are put
in place that actually require individual permission to
exchange this type of information remain in place.

So the net effect is that under existing law
while general clinical information may be shared
without patient consent, providers and others must
obtain the individual's express consent to share
certain types of health information.

To address some of these challenges in high
tech, Congress specifically instructed the HIT Policy
Committee to make recommendations with respect to
segmenting and protecting from disclosure specific and
sensitive health information. This is often referred
to as data segmentation, that is, the ability to send

some information, but not all of it; or send

12
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information to some people, but not to everybody.

This hearing is part of that consideration.
It's just one of the factors that this committee will
be looking at and will be making recommendations on.

We understand that people have varying opinions as to
the underlying policy here.

NCVHS of which John Houston is a member has
had numerous hearings on the policy involved with this
in the past. The most recent was, I think, a week or
two ago, John? And we will be receiving a white paper
from GW who we have a representative of here today,
George Washington University for those who aren't
local, discussing some of the policy implementations of
data segmentation in the near future.

However, the focus of our hearing today is on
technology for implementing the individual choice in
this changing environment and the challenges it's
designed to address, its capability and the limits of
it to address those challenges.

We have a number of presenters here today and
they will talk about the challenges that they face in

providing healthcare and managing sensitive health
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information. And then, they are going to demonstrate
for us the technology that they use that facilitates
consumer choice in addressing these challenges.

This is not an endorsement of any particular
product or a means of protecting information. This is
a fact finding hearing. 1It's intended to give HIT
Policy Committee some real life examples of technology,
its capabilities, its scalability, its affordability
and the impact on workflow.

We have limited time to address these issues.
We've had a lot of policy discussion. So we're going
to request that members of this Tiger Team and the
Reactor Panel limit their discussion to technology
today.

And we're really going to try to retain that
focus, because we know once we get into the policy
discussion, that could take up the rest of the day and
we end up at the end of the hearing without the
information that we really are seeking to obtain.

So in the spirit of the World Cup, we have up
here, and I hope you take this with all of our good

intentions, yellow cards for when people are out of
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bounds. Okay. And it says, it's technology. And this

will be if we start veering into the out of bounds
territory of getting into a deep policy discussion, we
will raise these cards as a gentle reminder to please
focus on the technology and to keep your questions and
your comments focused on that so that at the end of the
day we have the kinds of facts that this policy
committee is going to need to make a thorough set of
recommendations to ONC in the fairly near future.

And so I will now turn it back over to Deven.

MS. McGRAW: And we were joined by one other
member of the Tiger Team. Carol, we all introduced
ourselves and gave slightly more background than just
name, rank and serial number. And also asked to review
just what is your interest in this topic and also if
you have any conflicts or biases to reveal, now would
be the time to do so.

MS. DIAMOND: I'm Carol Diamond with the
Markle Foundation. I have no conflicts to reveal. At
Markle, we've been working on both the technology and
policy issues associated with health information

sharing for many, many years. We've published many
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public documents on a common framework both for health
information exchange and also for personal health
services. So this is territory I feel 1like I've
traveled. Thank you.

MS. McGRAW: Terrific. Thanks very much. And
now we're getting to the meat of this hearing. I want
to thank everyone as Gail did as well and I know all of
us feel deeply appreciative of your taking the time out
of your very busy schedules to be here and help us in
this important technology fact finding mission we have.

I think a really interesting set up for the
way we're going to conduct this hearing today. We're
going to start this morning with allowing three of the
companies who work have a consumer choice technology
product or service that they're going to demonstrate
for us today and each of them have 30 minutes to talk
to us.

They are accompanied by not just the official
representative, but somebody who actually uses the
technology. I'll allow you to decide how you want to
divide up your 30 minutes and not withstanding that

we're running a little late, you'll get your full 30
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minutes. We'll beg, borrow and steal some time from
lunch if we need to. It's important that each of you
have bothered to come here today have their full amount
of time.
We'll then follow that with a little bit of a

break, if we're not too far off the mark time wise.

And then we're going to move the time for our Reactor
Panel. Each of you have 12 minutes as you've been
told. Unfortunately, that's, I think, going to be a
very small amount of time. But we're going to have to
keep you to it pretty religiously in order to maintain
some hope of actually ending this on time as well as
leaving some time after the end of each set of
presentations in both the morning and the afternoon for
some public comment. So, unfortunately, we're going to
have to be a little strict on that in order to be fair

and to get out of this as much as we can.

I'm going to stop talking now and I'm -- yes,
Joy?

MS. PRITTS: Just as a technical matter, there
is a timer. I will push the start button. You will be

getting a yellow light when your time is almost up and
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then the red flashing light will come on when your time
is ended. We would appreciate it, if when you start
seeing the yellow light, you will start wrapping up and
if you could finish by the red flashing light, you get
bonus points. Thank you.

MS. McGRAW: All right. Terrific. Thanks,
Joy. Why don't we start with the first company on the
Agenda, InterSystems HealthShare. And I'll ask you to
introduce yourselves personally and go from here. Go
ahead.

CONSUMER CHOICE TECHNOLOGY IN USE TODAY
1. InterSystems HealthShare

MR. LaROCCA: Thank you. I'm Michael LaRocca.
I'm with InterSystems Corporation. I'm responsible for
the direction of our HealthShare platform. HealthShare
is the way that we address HIE and exchange between
facilities of a community.

MR. KWAN: Good morning, everyone. My name is
Tim Kwan. I'm with Manatt Health Solutions and I'm the
technical advisor to the Brooklyn Health Information
exchange where we've implemented HealthShare as both

our health information exchange platform as well as our
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consent management service.

MR. LaROCCA: So we have a half hour. What we
thought we could cover in that time is some combination
of some slides that set the stage and then, ultimately,
the demonstration, which we all want to get to.

We'll quickly introduce the organizations we
represent and then we'll start to really get into the
meat of the presentation. What are our goals and
challenges overall? And we'll talk about how BHIX is
using the technology, how they implement their
policies, and how they interact with patients to make
it as easy as they can for their participation. Then
we'll get into the technology. We'll talk about
architecturally what we do in our consent framework and
then, the demonstration.

MR. KWAN: Great. So BHIX was really formed
in the fall of 2005 just to set the setting for a
moment. It's a consortium of hospitals, nursing homes,
home health providers, as well as insurers who are
really set up to establish a regional infrastructure
for clinical data exchange.

And, as we are a recipient of the Heal New
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York which is based on the healthcare efficiency and
affordability laws in both 2006 and 2008, I think
relevant to this group's discussion, one of our primary
use cases 1s based on the connecting of New Yorkers and
clinicians. That really establishes, I think, the
framework in which we'll have this discussion, because
it gives us a use-case-driven approach to what we are
trying to implement.

As an introduction, there's three kind of
primary goals that the use case sets out that are
relevant to this group, which is providing patient
access to the current medication information by New
Yorkers, establishing patient consent, the privacy and
then, the permissions infrastructure that actually must
comply with the New York security and privacy
collaborative findings and recommendations.

Again, as a backdrop, we'll be discussing
those briefly so we all have a common understanding of
the requirements.

Then, most importantly, is the final element
which is enabling the consumers to actually establish

those permissions and access rights for viewing their
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data. I realize that that's not necessarily the entire
goal of consumer choice, but from an implementer's
perspective, we needed a place to get started and I
think that that these three points were our initial
framework.

MR. LaROCCA: Okay. Just briefly on
InterSystems, we are a technology and solutions
provider. We've been around since 1978. We have just
over a thousand employees. We're really experts with
our focus is in data management and data integration.

As you can imagine, this is a topic that's
really close to us and something we think we're good
at. Of all of the industries we work in, healthcare is
by far the most significant to us. More than 80
percent of our revenue comes from healthcare and we
have domain expertise in this domain.

MR. KWAN: So just a few words and oracles and
challenges. There's a lot we could say here. I Jjust
put a few thoughts of what we think are the key ones
that really stand out today.

For goals, I think the one goal and the most

important goal is to improve patient care, but not at
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the cost of compromising that patient's privacy and
rights. And so we're always trying to find the correct
balance between making things available and having the
latest and greatest in technology, but at the same
time, keeping an eye to the patient and making sure
that they're protected.

MR. LAROCCA: We recognize and believe that
the patients need control over their records and should
decide who should see that data, how that should be
shared, and who could us it. We also believe that
patients aren't just worrying about their own data, but
also their dependents. I know I have a few kids.
They're young. I don't believe that they'll fill out
consent forms anytime soon, so I know that I need to
worry about my kids as patients as well.

From a technology point of view, we need to
offer a wide range of protection and so projects really
vary. Some are very simple opt-in opt-out models.

Some need more advanced filtering; things like
filtering HIV results, filtering out a deep range of
results, things like that. And from a technology point

of view, we need to be able to support all of these

22
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models and offer an incremental adoption path for
people. And, 1t has to be as easy as possible.

Some of these challenges are on the policy
side; some are on the technology side. I think the
biggest challenge that we've run into and see in the
field is who owns the data. This is a big debate.
Does the institution own the data or does the patient
own the data? From our point of view as a technology
provider, we have to be sensitive to both positions.
We have to be careful that the technology be applied in
a way that makes both camps happy. And as policy
starts to settle out, that the systems could grow
organically.

As much as we want to enable and empower the
patients, we recognize that we've got millions and
millions of patients in our own country. And they'll
vary in skills and understanding in terms of what
they'll understand about the issues.

I think we recognize as a challenge
determining how you have the appropriate outreach
program to educate people so they are making informed

decisions and so that when they show up to the their

23
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doctor, they don't need to bring their lawyer with

them. They should be able to understand the forms. It
should be clear and they should be able to feel
confident that they're making a good decision.

Referrals and consultations are really
interesting for us technically. There are use cases
that everyone agrees we need and are very important,
but it raises some really interesting consent issues.
For example, if I as a patient go visit Tim and might
give him access to see my record, but he needs to
consult with a peer.

As you mentioned earlier, does that mean that
Tim could send my record out to the consulting
physician or should I have some control over how that
happens? And where it gets even more complicated, I
think, technically, is if the consulting physician who
receives my information saves it in any permanent
sense. Then, do I as a patient need to worry that that
consulting physician could then share that data later?
And how should I as a patient control that?

And the last goal that I put on here, I think,

technically is the biggest challenge we have. It's
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about dealing with medical vocabularies and translating
semantically between systems. If we all agree that we
need a finer level of granularity and detail filtering
so that if I want to take a particular medication out

of my patient record or a particular lab result, in
order for that to work technically and the most
foolproof way, we have to know that either the data
source systems or the HIE integration framework is
putting things in a gold standard so that we could then
apply the appropriate filters and take things out.

So that's of interest to the goals and
challenges that we have. Let's take a closer look at
how this is in practice at BHIX.

MR. KWAN: The approach that we tried to take
in putting this presentation was really to put it into
a kind of a story board, if you will, relating from a
consumer's point of view how they interact with the
RIOs. BHIX is a regional health information
organization, so it does provide a particular view in
the sense of we're not talking directly of the provider
organization taking any actions. We're really talking

about a centralized type of point logically, from RIOs
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perspective, in aggregating information across provider
organizations.

So from that perspective, the goal as we
mentioned earlier was to take what New York State had
published in terms of their policies and figure out in
practice how we actually engage the consumer. How do
we actually gather the information to begin with? Can
we do it in enough of a scale that it would be useful
to clinicians and balance those types of interactions?

This is a whole white paper that was published
and could probably could take up a lot of this time.
Instead, what I tried to do is boil it down to the
points that I think the consumers are most interested
in.

In general, from an implementation
perspective, each provider organization in New York
State is responsible for obtaining and affirmative
consent for access. That's important to distinguish
them from these disclosure-based policies. And it was
set in statewide collaborative process that was
established in New York State, which I know that many

of you are deeply familiar with.
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There are, of course, tradeoffs in that
approach including that from an implementation
perspective we really did need to train and work with
each provider organization to do the things that Mike
had talked about; inform the patient, really explain it
to them, explain it, and then, of course, capture the
actual values. We'll get into some views of what that
actually looks like in practice.

The second policy element that I think was
really important, at least from our RIO framework and
how talk to patients about it, is that affirmative
consent as a starting point really covers the exchange
of all information and that includes sensitive data.
And that's, again, a really important educational
point, because it means that those HIV results and if
there's mental health ones, your affirmative consent
was intended to cover all of that.

And then, the responsibility really we
embraced as RIO is to maintain what those declarations
were of consent policy. But then also how do we
actually enforce it? How do we make sure that when the

patient comes and interacts with us that they can both
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see them, publish them and then also, when users are
coming in that we're actually as the RIO as a consent
service actually enforcing what was stated? And then,
finally, in the event that this kind of workflow does
not exist, make sure in the emergent situations allow
for a break the glass. And, again, this is the
baseline. This is what the New York State
collaborative process came up with and backing us as
RIOs and implementers of really, I think, a good
framework for us to start from. And then let the
actual in practice data points tell us how well that's
working.

So from that perspective, let me go into, from
a consumer perspective, what we needed to do is a few
things. As inputs into matching the consents, we did
need to begin with capturing consumer identities across
organizations.

I think, again, that's a fairly common concept
that RIO is playing where we match all these different
patient identifies and now we need to match those
patient identities with a specific consumer identity so

that when they declare their consent, we know who it's
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for and that each organization that is trying to access
that information also in linked in.

The other concept that I want to make sure
that we bring forth is the authentication of the
providers. And so, again, as part of the function of a
RIO and enforcing these consent policies, we did need
to tie essentially both the provider as a user and a
consent as a user together. And so that's a kind of
leave it there in terms of the actual technology that
we're using.

And I think one important point to mention is
underlying all this, especially for security, is the
importance of maintaining an audit trail of all of
these interactions whether it's the user touching --
that the provider as a user touching the clinical
information of the patient or the patient actually
tracking and submitting their consent policy as we need
it to make sure we have a full record trail so that
people can see what has happened with their
information.

With that, we're going to jump into just a

quick use. These are just the headers of these
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documents and I've included the URL for the actual
forms that BHIX uses. But what I wanted to start with
is when we looked at this, we needed a place to start
and I think, thankfully, in New York there were models
where there already were ways in which people were
getting good success in getting and obtaining patient
consent, which is a fregquent challenge that I think
opt-in organizations feel and when they go with a opt-
in model.

In New York, in particular, the approach was
to reuse an underlying clinical process by which
provider organizations really already interact with
their consumers and these are all probably pretty
standard forms that you've seen implemented in other
RIOs as well. And what you're seeing here is both the
patient consenting to a particular organization and
then, their ability to withdraw.

Now, what this in turn actually becomes is the
storage of this into an actual registration system. So
on the next slide; we have actually the information
sheet that is given to the patient. And, again, we

talked about the importance of information coming along
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with it. So in addition to the published materials,
each of the registrars are also in charge of talking
with the patient and explaining it them and, then,
finally, entering it into the information exchange.

And on the next screen -- and I apologize for
the resolution -- but this is just a very standard
patient registration screen and each of them will look
different for our provider organizations. Under the
Step 2, if you were to click on that, you'd basically
see the three values. Again, this is the starting
point of this, which is the baseline established and
just enough to get information flowing and starting to
flow between organizations.

Again, I think the key point here is from an
implementation perspective. What this allowed us to
do, these flows, is really collect the consumer's
information views or their consumer policies through
the existing process, which allowed us to actually
scale. And through this approach, as has been
experienced, I think, by many provider organizations
and RIOs in New York State, we get upwards of 90

percent yeses when the patient is asked. From that,
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you can imagine the throughput of the patients' results
in a fairly good framework for access.

This is about as technical as it will get.
But I think from the point of actually submitting
information, it's important to highlight two core
concepts because this is the basis by which the end and
connect framework established and we adhered and
subscribed to in New York.

What we actually implemented was a
standardizing the actual input of consent in to the
exacting framework. And that sets up two actors which
I'll talk about briefly here.

One 1is what they call a policy enforcement
point. So if you think about whether you're an HER or
whether you're a portal or some application that is
trying to get access to clinical information, that's
considered a policy enforcement point. What happens is
essentially that enforcement point sends a request to
the RIO that says, May I access this patient's
information?

The RIO then acts as a policy decision point.

Taking all the consent polices that we just talked
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about allows for it to be submitted to us in a
standardized manner aggregating those, tying it to the
patient across the provider organizations and then
evaluating the intersection between a provider request
and what the consumer has declared for each request
that comes in. And that's the current state of the
balance that we allow for from a security access
standpoint.

In general, at this level I would say the
implementation has been successful. We currently
utilize when the clinician users are trying to access
information through our portal or through the EMR. All
of those requests are routed first to HealthShare as
the evaluation point and they get a response whether
it's permitted or denied. And based on that response
then, the information is either shared or not.

I think the important point about this slide
is it allows for two things. One is by validating the
use of the ending connect exact (inaudible) policies.
That basically gives us a way to capture a scalable way
-— or capture different levels of granularity in

consent policy declarations, even if the technology
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isn't able to parse and use all of them right now as
rules.

We started by mapping the existing New York
State rules into this framework and now as we
experiment and look to extend additional consumer based
control, I think our assessment is that this model will
be just fine. Naturally, on the back end we made need
to update additional processing rules and logic in
order to make sure that the consumer's views are
controlled. But as a standard and as a starting point,
it's worked just fine.

MR. LaROCCA: Let's go and jump into the demo,
recognizing the time.

MR. KWAN: Let's get into the technology and
the demo as quick as we can. This 1is an image that you
would have seen in the written testimony and I won't be
able to go into tons of detail speaking about it, but
let me at least give an overview and plant a few seeds,
because it sets the stage for the demo.

Within HealthShare there are two core
components that make up our consent framework. The

first in the consent registry, so you could just think
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of this as where the policies are physically stored.

The second component is what we think of as
the consent service. So the service does a lot of
things that Tim was describing that says for this
particular request for patient data, let me retrieve
the patient's policy and let me see what is permissible
and then make a decision as we should disclose.

Within our framework, we recognize three
entities. The first entity is the community
themselves. You could think of these as the system-
wide policy that establishes the ground rules for the
whole community. Then, every data provider, what we
thing of as facilities, can also create a policy. So a
facility could say, I will share this information or
not.

And the patient, of course, can define
policies. What are engine does is we take these three
policies and at run time we marry them together and
merge them into a single policy that then ultimately
governs what could be shared or not shared.

Every policy has two phases to it and these

phases line up with what the two most basic
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interactions within and HIE, searching for patients and
fetching their content. Each of these phases give the
policy creator a chance to opt-in or opt-out data.

That data could be wholesale where we could
say things like, I just want out of the system, I want
nothing shared. Or it could be something like, I want
free text notes suppressed because those could be
compromised and they're tricky to deal with. It could
be all lab results or it could be something very
detailed that could say, for example, this specific
medication code, I don't want to be in there; or this
particular result code.

What we thought we could do as a demonstration
that could illustrate these concepts is that we have an
HIV positive patient who wants to declare a policy as
follows: The primary care physician should be able to
see everything. In the demo, you'll see we use a user
called S. Farrell. Any other clinician -- in the demo
we have J. Torre for any Yankee fans out there -- any
other clinician can see data as long as it's not HIV
related. Technically it means that the diagnosis for

HIV is suppressed, any information related to an HIV
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clinic is suppressed, lab results and medications that
are tagged as being HIV related are suppressed.

Now, our system will allow patients to decide
if they want to enable break the glass or not. In the
demonstration we'll leave it enabled so you could see
what that looks like. With that, let me start and log
in.

I am logging in from the point of view of the
primary care physician so you can see what unrestricted
access looks like. On thing I'd like to clarify is in
the demonstration we use our own screens, the
InterSystems HealthShare screens. But remember the
enforcement and the governance of these policies is
done in the framework as a service. If it were someone
else's portal that were connecting to us, the same
functionality would exist.

This is the screen that, basically, does
patient searches. We have one patient in here, Eva
Dominguez, and we've got several records. The first
record represents what is available from the primary
care office. The second record represents what's

available from the HIV clinic. And the third record
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represents what's available from the hospital. So you
can see apart from the variance in demographics, each
facility that's reporting data is also declaring what
data they have available. Are there medications
available here? Are there lab results available?

If we click on the patient, we're presented
with a summary screen that just gives an overview of
what is there. You can see there are a couple of
medications, the second of which is HIV related, so
that's one of the things we will eventually filter out.
We can see that there are lab results. And HIV test
was performed and it's in red, that red corresponds to
an alert here that says there are abnormal results for
the test. And, in the conditions, we can also see that
a formal diagnosis was made by the hospital listing
that this patient was HIV positive. That's what
unrestricted access looks like.

Now let's declare a policy to filter some of
this out. We're going to come into what we think of as
our consent registry. Let's start simple. Let's take
out any of the data related to the HIV clinic. We're

not just talking about data within their record, but
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even the presence of data in that record. That is also
compromising information. In our system, we'll
configure what we think of as MPI consent or patient
search consent.
So, we'll add a policy to say that we want the

HIV clinic -- some scroll bar issues -- now, remember
what we said in our demo was that we wanted the primary
care physician to be able to see everything, but other

people to fall into a different category where they

could only see some of the access. We're going to
enable this particular clinician to see it. Everyone
else will not be able to see it. This is a framework

that is really interesting because in our system we can
allow patients to either name an individual provider
that can see data or they could name a group of
providers, for example the cardioclogy department at a
particular hospital or they can enable an entire
hospital. There's a lot of flexibility in how they
configure this.

Let's save that and I'm going to log out and
now I'm going to log in as the other clinician and

let's see what this user sees.
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You can see, we immediately present a note
that says some records have been filtered out. We're
careful not to say what's been filtered out because
that's compromising, but we at least let them know that
something is missing. If was expand the list of
matches, notice that the HIV Clinic is no longer
presents. So as far as this user is concerned, there
is not data, there is not encounter at the HIV clinic.

If we actually fetch the patient record,
hopefully you will notice that medication, the
zidovudine is no longer present. It's not there.
However, the lab result, the lab order and the fact
that the correspondent lab result for HIV is there
because that was reported by a different facility.
This was reported by the hospital. The condition that
actually declared -- gave the person the diagnosis of
HIV positive is also there.

Let's deal with that. In our environment, we
think of that as the second phase filtering. This is
the clinical information or the content retrieval
filter. We'll build that and add a new policy, and we

want this policy to say for all facilities.
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We want to suppress any information related to
HIV. And I'll come back to that, because this itself
is a complex type; 1it's made of rules. What does HIV
information mean? In what we've preconfigured and I'll
show is that means that there's a rule for diagnosis
codes. There's a rule for medications. There's a rule
for lab results. 1If any of those rules match, then
we'll suppress the data. And that's the basic concept
behind it.

We'll make this a block accept, so everyone
except for our primary could see it. Just give that a
sanity check. Yes. That looks good.

Let's come through and let's research. We
again get our notes saying something's been filtered
out. But you'll now notice as the medications are
gone, Jjust like they were before, because those were
attached to the HIV clinic. What we've also done 1is
shown that the lab order, as well as the results, have
been suppressed and the diagnosis condition has been
suppressed.

And it's not just suppressed from our user

interface. 1It's suppressed from any report that's
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generated from the system. So if I come and look at
our summary report, this happens to be one in HTML
format, we support a few. But you'll notice that it
doesn't show up in this report. If this were to get
printed, it's not there. This report is not as easy on
the eyes and it won't tell you too many details. But
if someone requests that a CCD document which is very
popular these days for exchange, we'd also suppress it.

Very quickly, and this may all we have left
time for, I wanted to show you what the clinical
information types look like. I think you'll find this
interesting.

I declared a group or an information type
called HIV information and it had the rules, diagnosis
and medication test and test result. Those rules are
defined here. For every one of these we can say, this
coding scheme and this match value will fire and should
be suppressed.

I think with that, we'll end.

MS. MCGRAW: I'm glad to see the blinker
systems does work. Thank you very much. It's the

first time we've used this for one of our meetings. It
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does have a very strange sound. But that was very
helpful. Thank you very much.

MR. KWAN: You're welcome.

MS. McGRAW: You'll have an opportunity in
their response to questions to fill in more I'm sure.

Then, before we continue we'd like to
introduce Christine Bechtel who managed to join us
during that presentation. Christine, could you just
very briefly give a little introduction of yourself and
any biases or conflicts of interest you might have on
this issue?

MS. BECHTEL: Sure. I'm Christine Bechtel
with the National Partnership for Women and Families.
We're a nonprofit consumer advocacy group based here in
DC and I have no conflicts that I know of.

MS. MCGRAW: Okay. Terrific. Let's move to

the next company, CMBHS.

2. CMBHS

MS. McCARTY: Good morning. I'm Connie
McCarty. I'm the Director of Admissions at Nexus
Recovery Center. Nexus 1s a nonprofit substance abuse

treatment center in Dallas, Texas and we specialize in
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female services.

MR. MITRA: Good morning. I'm Debabrata
Mitra. I'm the architect for CMBHS project and I work
for the Department of State Health Services in Austin,
Texas.

MS. McGRAW: Mr. Mitra, I'm going to ask you
pull your microphone a little bit closer to your mouth
so we make sure we can hear you.

MR. MITRA: This is our agenda. We're going
to just go through a couple of details. We do not have
a lot of PowerPoint to show. We're going to jump into
the product demo which we promised to show here.
Again, we are not a vendor. We are the state agency,
Department of State Health Services. So what we build
is an open source product and it's in use for ten years
now. So we've brought in our provider from Texas so
she can talk about the advantage of using it, what's
the benefits and how it is working out there in the
field.

I'm going to just talk about what we did
definition of CMBHS as to what it really does and how

we build it and do a demo.
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What is CMBHS? It i1s an electronic health

record. It stands for Clinical Management for
Behavioral Health Services. It is especially designed
for substance abuse and mental health patient related
records. But that doesn't matter; it can work for
primary care also. That was our focus as we built
that. The same agencies have just gone into
production.

We have another product called BHIPS, which we
build over ten years back for substance abuse only and
now we move to actually complete behavior health and
we're also trying to integrate the hospital system with
it.

We have, right now, 250 treatment locations.
These are not individual providers in Texas. There are
about 2100 clinics and locations under these 250
providers, who are using CMBHS. In each of these
clinics, you're going one to five professionals doing
their work. So you can see the volume. We have about
550,000 consumers, the patients in our system. We have
6,000 active clinicians using the system today.

This i1s a centralized database statewide, so
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when they are trying to do their activities in one
location with the consent cards so often out of place
so that we can do all the continued of care.

Let hand it to Connie so she can talk about
before we implemented the IT product, how she used to
do her work and then we'll go back to it.

MS. McCARTY: TI've been at Nexus for 11 years
and prior to CMBHS and BHIP system, we were using paper
consents. Frequently, what would happen, the consents
were lost or misplaced by the receiving provider on the
fax, mailed to the wrong address, the wrong zip code.
Medical records staff would be on vacation and so just
causing some unnecessary delays in treatment.

With the electronic consent, we have immediate

access to the records. We admit about 200 clients a
month. I've not had any objections from clients with
the electronic consent. The clients are eager for us

to receive their information, because they understand
the faster we have the records, the faster they are
able to obtain their treatment.

MR. MITRA: We'll switch to the demo guickly.

This is our product and I'm going to describe the login
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and show you the actual activities, how is done there.

MS. MCGRAW: Pull that mike a little bit
closer to you.

MS. McCARTY: With the electronic consent, the
patients don't have to wait or spend time in the office
or on the phone waiting on the medical records person
to copy the information, waiting on the information to
get sent to us, we just have immediate access.

MR. MITRA: This is our product. I hope you
can hear me now. Okay. So what we do is right now, we
have a provider called Blue Bonnet Treatment Center.

As I said, we have about 250 providers and 2100
locations with that. So in our examples, Blue Bonnet
Treatment Center was the client actually presented.

And so they have done all the activities and I'm going
to be find my example client here. The provider can
always search whether the client exists in the
statewide system. Or if they don't find the client, we
have many options here for trying to find the client
and we do not expose any of the information related to
service. So this is just any individual in our system.

And they try to find out and I'm going to Jjust
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look for somebody with just, I know the first character
"J" and I'm going to search that line as Blue Bonnet
provider.

So I'm going to find the client and since I am
the owner of these records created in that location, so
I can obviously see all the records. I don't need any
consent from the patient. All I need is a consent to
treat the patient. And once I have all my activities,
then the patient is moved to another so our clinicians
at this location find out that this client has a mental
health problem also.

So when they're trying to do an assessment --
and the behavioral health assessments are very
extensive and it takes like one hour to three hours to
do an assessment. So it's very expensive. From the
State point of view, since we are implementing this
system where cost saving is one of the major things for
us, so we don't want people to do the same assessment
again and again statewide as the client moves from one
place to another place.

And as Connie was saying, before this product

was deployed and if they are using either vendor
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products which are not connected -- different vendor
products as I realize they are doing facts and Excel
spreadsheet, but I wonder that have done before. And
there was not much option for them to save this
information in real time.

And right now, with this system, as the
provider finds out whoever the clinician working on the
patient, then they find out not only the substance
abuse problem, this is a substance abuse location I'm
working on, then I do see a mental health problem
there, then I can refer that client to a mental health
facility, even the client might need an hospitalized
and then I can send to mental health hospital. And all
the work I have done on that patient using the state
money or federal money that as the client shows up at
another location, a completely different provider in
that state, they do not have to do those work again.
They can see what the patient consent and we going to
ask the patient that what are the information we can
release to where you are going with the referral.

And patient signs that's. We fill it in, in

the electronic screen, and then we basically print the
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document, the consent form and then we ask the client
to sign that. And the client will read the document
like we go to a doctor's office and we did the HIPAA
privacy stuff and then we sign it that we give our
provider permission to share our information to another
specialist. So similar kind of thing. We have a
supporting document signed by the client that we are
releasing this specific information. And we give them
specific date period that whatever activities I have
done at this location you can see many different
activities done at this location.

For example, we have done a screening to find
out what's the basic problem with this client. We have
done a treatment by assessment, you know, a detailed
assessment and then we have done some treatment plan,
how we're going to fix the problem and the issues.

And so that (inaudible) plan and assessment
can be shared with other providers. So if it is within
our domain, for example, behavioral health providers,
then they do want to see the detailed assessment done
by the other providers. But if it is primary care

physician, they might not be interested looking at the
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entire assessment, three hours of data capturing. They
may be interested only in the diagnosis piece of the
assessment.

Depending what the other providers want to see
and what client wants to release really drives all
those. So any (inaudible) information service 1is
provided and medication order added, all this stuff,
all those can be shared with the patient's permission.

So I'm going to go to the consent screen. And
this is the way our consent screen looks like. So we
have the disclosure information, who's actually
disclosing. Disclosure is basically the provider, not
the client here. And they're facilitating the
disclosing -- disclosure. So they have the information
over there on the top. And then, we have the
disclosure where the provider will sending the target
provider who is receiving the information from us.

Again, we don't individual practitioner level
consent. We can do that definitely, but this is at the
location at the treatment center level. So we give
access to a specific treatment center. Then, if there

are multiple clinicians working over there, all of them
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get the access. But they do have the -- what do you

call -- the qualifications and the credentials to work
on those specific client.

And then, we have an expiration date. We give
very specific date that you can always say that all the
records client consent. I want to give all the
records, no specific dates. Our client also have an
option saying September 1 to October 30th for all the
work done at this location I want to release. And
these are the specific information I want to release.
The purpose of the release, a person can also select
saying continue to have care is the purpose of the
release.

This is a consent already done, but if I go to
a brand new consent, you can really see the options for
them to select. And here they can select the provider
they are trying to send the consent to. And if I put
in an expiration date and if I say, no, I'm just going
to just do specific dates, then it's going to ask me
the begin date and end date I have to enter. I can
select specific segmentation. As you know, you all are

talking about how to segment that consent information.
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So we have done it like nine or ten years now.

Within assessment, we have ten different
sections within assessment. Like the general section,
we have a psychiatric section, we have substance abuse
section, we have mental health sections,
education/employment section, all those are part of the
assessment. So you can give access to the client -- I
mean give access to only a specific clinician's reading
or something to the other provider and block all other
sections of the assessment. That's the way we have
implemented the segmentation.

And we also have a nice -- what do you call --
workflow within our systems and these are pretty
standard within the viral health industry that the
activities we have defined. And so we try to control
the segments pretty much map to the clinical activities
done with now -- or business workflow. So we know
(inaudible) is one activity, screening is one activity
and discharge plan, lab results, the medication order,
many things like that, service authorization.

And so that is the detail of the consent form.

And then, we have different reasons why the patient is
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really giving access to the other provider, whether
it's a payment related thing, it is a referral, or is
it continue to have care which is a most important
thing for us. As you can see from the State
perspective, we have this 250 or 300 facilities or
clinics providing services in State of Texas and we
don't want them to duplicate the work as I said before.
That's one thing from the cost perspective. And from
the clinical perspective, we want to make sure that the
physicians; they have the information they need from
the other providers.

And one perfect example will be if there is a
mental health patient and the physician ask what kind
of medications you are taking currently, but you cannot
rely on that information where the patient is giving
you what medications they have, at the time, they might
not even remember the name of the medications.

And so, if you get the assessment and the
medication order from the other providers, so it is
very useful and State pays for this medication.
Obviously, we want to make sure what they are getting

are there and there is some accountability for it.
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So from continue of care as well as from the
cost perspective, it is very important for us. This is
system is basically of no use for us if it is all
states locally and we cannot send it out.

And, Connie, you probably want to add
something to it.

MS. McCARTY: This consent is usually good for
a year, like Mitra said with the expiration is there on
the consent form. The consent, though, can be revoked
at any time by the patient without giving us any type
of explanation when the patient says she wants the
consent to be revoked, we revoke the consent
immediately. And then, at that point, the receiving
provider does not have any further access to the
records.

And like Mitra said, the patient is able to
determine to choose what information is to be released
for whatever particular days the information is to be
released and certainly to the provider.

MR. MITRA: And there are a couple of other
things, in the State of Texas, we also have about 75

drug courts today. And these drug courts, you can
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pretty much cannot look at any of the patients' record
real time without a consent. So we have thousands of
treatment providers and we have 75 drug courts. But if

these clients are referred by the drug court, and the

judges -- they -- obviously nobody is entering any data
at the drug court level. All the treatment services
are happening at that (inaudible) provider level. But

for the (inaudible), it is very important to see a
client who is making any progress or not, there are
data for the client to a different provider. And as
many providers, probably, there's a coordination of
care going on depending on what judge decide to send
the client or patient to different places. May need
one provider or multiple provider in State of Texas.
And so the way it works that the treatment
provider is going to give using the same consent form
all the work they do and, again, with the patient's
consent, that what information judges can see to the
drug court. So all the 75 drug courts can very nicely
do the coordination of care just sitting in their
office and looking at that, so no fax, no phone call,

no paperwork there. Everything is all electronic
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statewide.

And there is another program from (inaudible)
from the federal agency called Access to Recovery
Program. This all depends on, again, coordination of
care. We have many players play a role in that process
that as a patient come in, this federal program where
we, 1f remember that, like $2500 you basically give all
to the patient. And the patients have an option to go
anywhere in the state and spend that $2500 for their
treatment.

And so, they go to an assessment provider
first and the assessment provider going to and they
don't do the treatment at all, they just do the
assessment. And they're going to identify all the
problems and they will identify what other services,
number of units they need for services. And when they
do that, they will have statewide for each of the
service, they will know that who provide the service in
State of Texas for that specific service. And then
maybe five or maybe ten of them. And then, patients
see sitting in front of them that they will ask the

patient, tell me which provider you want to go to for
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this specific service.

And so, when they do the assessment, they go
and select the specific provider for a specific service
and once it is done, the we also ask the patient to do
a consent, because all the assessment and financial
ability information and the screening done by the
assessment provider, that information needs to go
immediately to the other treatment provider. Otherwise
they'll be a huge delay when the patient actually done
the assessment maybe in Houston and now the treatment
based they chose is to go Austin, maybe. And so the
Austin provider by the time patient shows up in the
Austin provider, the data is already there. And so
they see the children provider will see the assessment,
will see the voucher for $2500. And all the service
providers are actually competing for that $2500.

So without a coordination of care, without a
consent in place, there's no way you can even implement
that. If it all manual process, how will you know who
is spending the money? That $2500 is a first come
serve basis. This is something we have been building

for more than ten years now. All these new programs
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coming from the federal agency as well as some Texas
generated programs are working out very nicely for us.
We didn't have to build anything new.

With the centralized database, where
everything is connected, allows faster data processing.
But once you get to the data exchange fees -- many of
our providers are very big and they have their local
vendor's products. We're trying to integrate with them
and when you do that, that is an extra challenge than
doing just a website and consent form.

Right now, we are working to integrate
consents with these vendor products so that we can
exchange data with them. The consents are in our
database when the patients have entered through our
provider. 1It's not a big deal from the IT point of
view to do this integration. We know how to post that
data to the vendors, depending on what level access
they already have. But we're still working on the
legal piece of it pertaining to the data exchange and
then storing everything in one database.

MS. McCARTY: With the immediate access to

records, our clinical and medical staff is able to look
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at prior treatment, which means that we don't have to
repeat expenses and unnecessary treatments or tests
that have already been tried or conducted.

We are also able to start our treatment
sooner. The treatment team is able to develop the
diagnosis and start the treatment plan sooner. We've
seen that the immediate consent has been very helpful
in the hand off transition between providers, which
assist in the continuity of care.

We've also seen an improvement in the
effectiveness of communication between the team members
who are located at different locations.

The immediate access to patient records have
been extremely helpful for patients with altered mental
statuses and also with those who are cognitively
challenged and who are not able to verbalize their
issues. Also, we've seen that this has been really
helpful with patients with medical and mental health
complications who are not able to remember the
medications that they're on or who are on medications
that sound a lot like other medications. It's been

really helpful in preventing errors. For example in
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those situations where the client comes in and tells
you she's on one medication, when actually, she is not.

MR. MITRA: That's pretty much it. So from
our point of view, we built this and as a State agency
we want to make sure our providers are happy if
something works for them. When we built our first
product with the consent, ten or twelve years back.
There were some major concerns from our providers and
our state agency as to how all these things were going
to work out. Slowly we chose our providers through our
provider association actually in order to make sure
that we are not biased and we've gotten users who are
very happy with our product. We asked our vendor
association, the provider association, to go ahead
choose whoever you want to come to this meeting so that
you give us an opinion about your experience, whether
it's bad or good.

Honestly, there are a lot good things and some
bad things, but in terms of consent, I asked Connie
this morning how many patients really deny this
consent. There's no point in building consent if in

100 percent or 90 percent of the cases the patient says
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I'm not going to give you the record. Then all the
data would stay local. Having a connected system with
consent doesn't help if the patients do not give the
consent to share the data.

Providers tell me that over 90 percent of the
cases and in some places 100 percent, patients are
giving consent and not denying the information. The
patients think that there is a benefit to them for
sharing the data. That's a key point for us. We're
happy hear that as you are, probably, that the patients
are not denying that information. Of course, if the
patient denies, then in our system, there isn't much we
can do.

We can duplicate records in our system. It
only happens in 5 percent, maybe 10 percent, where
duplicate data entries are happening in our system. We
are losing money on that. But 90 percent improvement
is a big improvement from the state point of view and
we do believe that we are very effective in sharing
data and contributive care from the cost as well as the
clinical perspective.

That's pretty much it from our point of view.
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MS. McGRAW: Okay. Terrific. Thank you very

much. You've given us some time back and we'll be sure
to use it wisely. I very much appreciate it, thank
you.

Now, let's move to e-MDs Solution Series
Chart.

3. E-MDs Solution Series Chart

DR. STEARNS: Thank you very much. I'm Dr.
Michael Stearns with e-MDs.

DR. MILLICAN: I'm Dr. Troy Millican. I'm a
family physician in Columbus, Texas.

DR. STEARNS: We'll start out with some brief
introductory remarks and then we're going to right to
the demonstration. And then, as time allows, we'll
discuss some of the challenges from a developer's
perspective.

Thank you very much for inviting us here
today. We're honored to be here. As I mentioned, I'm
Dr. Michael Stearns. I'm a physician by training. I'm
currently president and CEO of e-MDs. We're an
electronic health management software and services

provider. I also serve as a president of Texas e-
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Health Alliance and it's nice to see Texas 1is very well
represented here today.

The Alliance is a nonprofit policy and
advocacy body that is among other activities examining
consumer consent policies at the state level, which is
very important right now.

With me today, is Dr. Millican, who graciously
agreed to accompany us today. And he's actually to
provide the demo and give perspective from the provider
standpoint on how these tools are used. This, I should
mention as well, this is going to be focused on the EHR
level, not the HIE level to show how the physician can
be an advocate for the patient in privacy matters.

We appreciate being given the opportunity to
share approaches to managing sensitive patient
information. As we'll demonstrate, we have tools of
EHR that allow providers with specified privileges to
segment information that they deem as sensitive or
confidential. This information is either hidden
completely or blocked from being viewed in both the
internal and exported versions of a given document.

Consumers, that is, patients and their
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designated representatives are given the ability to
export their accounting of care record from the patient
board or with or without the information that's
specified as confidential. The MEs agrees with
conclusion made in the consumer consent options for
electronic health information exchange, policy
considerations and analysis document created for the
ONC by Melissa Goldstein, JD, and Allison Rein, M.S.

We feel a great deal of research is needed to
return best practices to allow for appropriate consumer
controls of protected health information. In our
opinion, the policies that evolve around these
challenging areas will need to take into consideration
the impact and workflow, the level of consumer demand,
patient safety issues, administrative requirements,
local polices and requirements, and significant
educational techno-challenges surround the successful
implementation of consumer consent mechanisms.

We anticipate to the level of consumer
interest in having control over health information will
become much greater as the HIEs take on a greater role

in healthcare. For this reason, we are motivated to

(866) 448 - DEPO
www.CapitalReportingCompany.com © 2010




Capital Reporting Company
Consumer Choice Technology Hearing 06-29-2010

10

11

12

13

14

15

16

17

18

19

20

21

22

contribute to efforts to move these policies forward
and to whether it protects each consumer's right to
confidentiality without compromising patient safety or
the appropriate use of healthcare data for research,
efficacy of current therapies, biosurveillance in
public health.

Dr. Millican and I will provide the
demonstration showing the tools we use during patient
care and in the written testimony, there are some
screen shots walking through this for people that
aren't attending the meeting today.

I'll turn it over to Dr. Millican.

DR. MILLICAN: All right. Thank you. I think

that there's been some really valid points brought up,
up until now, and I think that Mr. Mitra's discussion
of the fact that really in practice, not many people,
if anybody, really doesn't want their information
shared with their other health care providers. And
delving more into the topics that were brought up
earlier, not many patients even with sensitive
information are really wanting their disease processes

blocked from other doctors that are taking care of
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them.

But I want to show you some things that are
ways that within this software as one example that we
use on a daily basis to block some of those things. If
you look at the screen, this is just an example of the
way that the office wvisit shows up as you're actually
seeing the patient. This is a gentleman with HIV
disease and tension headaches and he comes in for those
two things. This is medications over here on the left
hand side. This is problem list up here at the top on
the left.

One of the things that you can do as the
physician at the time that you're taking care of the
patient and you realize that this is a disease this
gentleman may not want to be shared with other
providers or it's confidential or somewhat
confidential, then you can block it with Jjust this lock
thing up here. And that shows the locked content as a
big giant black box, which really looks pretty nasty on
the screen. And if you notice, if we were to go over
and look at the visit note and the way it looks, this

is the way it would print out. You would actually have
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these big black boxes around the things that are

confidential.

The way that it's actually gotten in there are
through the template process. And those templates are
made confidential on those particular disease
processes. It's a confidential template and you tell
the record to hide those confidential templates by
clicking the little lock button.

As we show you another example, this is a
gentleman with anxiety disorder and panic attacks and a
history of drug abuse. He may be a fine upstanding
citizen at this point in time, but he's used heroin and
cocaine in the past, doesn't necessarily want that
information known out and about in the hospital or
whatever. So those things are also able to be made
confidential.

Really as a doctor, everything is
confidential. Everything that my patient tells me is
treated the same way as drug abuse or HIV or any other
condition. And we don't share anything without the
patient's consent. I understand the concern with the

information technology and the fact that it's so much
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easier to access it.

So to give you an example that's really closer
to home and something that happens on a more frequent
basis in my office-- as a fairly big multi-specialty
practice most of our employees are also our patients.
It's so much easier to just go into the computer and
pull up anybody's chart that you want to rather than
walking to a records file room and pulling the chart
off the shelf. You're not going to go do that because
there are eyes that are going to see you. But you can
look at the computer from anywhere.

The way that you can actually block the chart
from specific people and say that this gentleman was
clinic employee, well, he wouldn't want his colleagues
to know that he has HIV. And so, you can actually
block the chart from particular users.

All of these on the right side are excluded.
These on the left side are allowed to use it. The way
I use that in particular practice is when I'm seeing a
patient that's also a clinic employee, I'll allow
basically all of the doctors access to the chart and a

few of the nurses that are nurses for the doctor that
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the person is going to see on a regular basis and
excluded all the other ones, even, perhaps, the medical
record staff.

Sometimes that can be problematic, because
then 1if the patient needs a referral to somewhere, they
have to come in and ask you to please unlock it. And
another thing I did once where the default was to allow
the user and I excluded, actually thinking I was
choosing to allow people and actually excluded the
people that I wanted to allow. The only people that
could look at the chart were the people that didn't
need to. We had to fix that.

There's definitely human error always as a big
possibility. You live and learn.

That's a much more common use of chart
security from my practice standpoint. Like Dr. Stearns
said, most of the health information that we're using
in this particular software is all within the clinic.
It's not out there in health information exchange as
yet. There's got to be a way to reconcile how to work
the data to show that these things are confidential.

Another thing I'll show you is the way that
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this can show up on a problem list. You can actually
print the problem list with the confidential
information showing up as confidential basically like
this black box, or you can print the problem list as if
that confidential information never existed. You can
print the whole health summary or the hidden health
summary -- actually the whole health summary and it
asks you while you're printing it. The regular health
summary actually shows that there are confidential
items out there, confidential medications, and it's got
some things actually still blocked out, whereas if we
printed the hidden health summary, if the patient were
going to take this over to the hospital for some
testing or whatever, then it doesn't raise big red
flags because it just acts as if that doesn't exist.

As a practicing physician, that's a little
concerning from a safety standpoint, because you've got
this person onto antiretroviral HIV medications that
have all kinds of side effects with everything else and
they're as if they didn't exist. Then you're back to
relying on the patient to remember what medicine

they're on and to tell their next provider, oh yeah,
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I'm also on this medicine and this medicine and this is
the dose, which not every patient can remember.

And then as we can export the data through the
CCR and eventually the -- what's the new one going be?
-— CCDs, which is the way to send the data to the
health information exchanges. Once those things are
more fully utilized, you can export the full CCR or the
confidential CCR. 1It's actually a tricky name, you
think the full CCR is everything, but the full CCR is
-- the confidential CCR is everything.

DR. STEARNS: And that's how we looked to the
HIA and very soon the CCD as well. They're the same
mechanism. So the provider will the choice as to
whether or not it will go with or without the sensitive
information.

Now, from the patient portal, they have that
choice. The patients have the choice which version to
pull and to send. And the patient's do not have a
direct choice in the EHR as to what is segmented. They
could do it in the PHR, of course, but they do have the
ability to ask providers to segment certain information

if they want to.
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DR. MILLICAN: I think I've shown you
basically, the way that I use this in a clinical
setting and I'm sure that there will be more questions
later on.

DR. STEARNS: What I'm going to do is in the
time remaining and hopefully we'll finish early is back
on track. I'm just going to touch on some of the
issues that we're facing right now related to privacy
as the EHR development organization.

Of course, we have to deal with reguirements
that are evolving right now which everyone's seen a
little bit, of course. And they're at the federal
level, which we have to take on first. And then, the
state requirements, so the states have a variety of
requirements for privacy management which we have to
address. And also, these are evolving and they're

likely going to change once the federal policies are in

place. There's some major challenges for developers.
Provider education issues. We do not see a
large uptake of this tool. Some docs when they hear

about it think it's pretty nice. They just don't use

it. It's not really in demand right now. So most docs
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are not exporting data. They're not required to and
everything is kept internally. They do report claims
data, of course. But they're not really asking for
this.

A few people, many years ago, did ask for this
functionality that for certain situations 1is very
valuable. But I think a lot of systems have not really
added (inaudible) as high priority as it would be if
the patients, consumers and providers really wanted it
badly. Of course, it becomes part of a certification
that we'll push as well.

Consumer education issues. One of our
concerns is that we reach out to consumers and give
them and give them a choice, they're going to become
alerted to the fact that, wow, I realize that was going
on, how much of my information is out there already.

So we're going to face some very significant consumer
education challenges. Also, at what level -- what
consumer issues are going to arise when we give them
all this complex data management if we allow them to do
segmentation? Is there going to be a provider role in

helping and assisting the patients or are many patients
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going to turn this over to the providers and Jjust say,
you take care of it for me, please, I trust you?

Workflow considerations have been touched on.
If we're going to grant segmentation, is that going to
be in the waiting room? Where is going to occur? 1Is
it going to occur before the patient comes into the
portal, etcetera? 1Is that going to impede flow in the
clinic, sharing the information, etcetera? I think
that's been looked at a few places, but I personally
think that it needs more research.

And then patient consent implications are
probably the greatest concern right now and there's two
side to that which we'll touch on. And then there's,
of course, technical limitations on how we're going to
do all this.

I touched on requirements already. There are
some are EHR specific, some are health and base
exchange specific, some are PHR specific, etcetera,
etcetera. So there's a lot of moving targets out there
for development organizations.

Then the evolving state reguirements as I

touched on before and there's also local governance
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issues. There are certain HIEs in communities which
are going to require certain features and functionality
based on their local governance policies. So that's
another challenge for the industry.

And then provider education, the providers are
generally not very much in tune with privacy related
issues. They're familiar with paper records, but not
that familiar with digitized patient data, how easily
it's shared, data ownership issues. Very often the
docs are really not aware if the information they're
gathering is being used by someone else for another
reason. They're not aware of federal and local
policies and requirements. There is a very low uptake
of docs awareness of new guidelines that have been
enacted. And then, they're not really aware of the
army of people that see even claims data right now once
it's released.

So that's part of what we have to do, is
educate them, because now we want to start introducing
-- we've got claims data right now, which is -- I think
actually has 15,000 concepts. SNOMED, once that gets

going, is 400,000 concepts so we have incredible
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granularity of data that we're going to have to address
and it's going to create more challenges.

And the other thing is when people have a bug
in their software, they'll of course do the screen
capture tool. Unfortunately that screen capture tool

and they'll send an email through an unprotected,

unsecure vehicle. And in that screen shot, it'll have
patient sensitive information. We've had people see
and recognize people they know. This is a big problem

too in the vendor organization because they've often
gotten to deal with local people or otherwise you could
come across people you're aware of. So we have to have
policies in place at the vendor level within the
company how to deal with that. And we ask and a we put
a message everywhere, please do not sent screen shots.
The first person who sees it has to know the policy is
don't send that around to the developers and say what's
wrong. Here's the error message. Let's go ahead and
remove that -- type it up. Those are some of the
challenges you run into at the vendor level.

Then source of accurate information. There's

a lot of information on the internet right now. Some
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of it is actually accurate regarding patient policy and
issues like that. There's a lot of information which
is of great concern to patients. Again, a lot of
people very upset and they hear something and they
don't interpret it gquite correctly. So the use of the
grant (inaudible) materials we touched on already. And
then healthcare utilization concerns once patients, as
I mentioned earlier, become aware where their data is
going, they're like holy cow, what am I doing? I'm not
telling you anything, doctor. And then the other thing
is, really how do you convince patients who really may
not have the kind of background to understand the wvalue
of what we're doing with HIT?

To everyone in this room, most likely, they're
very familiar with the value of HIT, but the patients
are not there yet. We have too really raised that with
consumers to sell them on this concept and therefore,
they might be willing to contribute their information.

Workflow considerations, of course, the full
impact of consumer enabled segmentation data workflow
needs to be determined. Ideally we could have this

perfect system where patients would make their complete
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determinations and it would never impact patient care.
It would never impact workflow. But unfortunately,
although theoretically, I think it's worth evaluating,
I think we really have to look at it many different
ways before we're ready to go forward.

What percentage of patients will use
segmentation tools given the option? A lot of patients
have expressed interest in this, but when they're
actually presented with the ability to use these tools,
will they use them?

Is this going to be predominant in a certain
demographic? Is a 35 year old computer programmer who
works for an EHR company going to have the same level
of interest in segmentation as someone who's retired
and really has, in their opinion, nothing to hide? We

do have to look at that as well.

Then, how will providers react to this process

that's introduced in their clinic, especially if it's
mandated? Patients have a fundamental right to
privacy. I'm sure we'll agree to that. A physician
should do no harm. Sharing patient information in the

wrong setting might compromise patient employment and
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then may compromise patients in social venues. There's
many examples of that have been cited by other people

in room who are far more familiar with this topic than

I am.

MS. MCGRAW: Dr. Stearns, you're getting
carelessly close to getting yellow carded. Try to
stick to the technology if you wouldn't mind.

DR. STEARNS: Okay. All right. Providers
central viewpoint, it is policy and technology. I'm
sorry, they cross over a little bit. It's difficult to
determine when and where the cutoff should be. So we
can provide tools to do this. But to give you an
example, many years ago, I was seeing a patient who was
HSV2, general herpes positive and I opened her chart
and I'm a neurologist. I'm seeing her for headaches.
And she burst into tears because she realized the first
thing I could see in chart this herpes status and it
was very embarrassing to her. I didn't really need to
know that in that setting. However, if she came in
with a seizure or something like that and they were
related to herpes virus, I would need to know. So

there's all kinds of challenges there on the policy and
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technology side as to when the information is needed.
It's very difficult to predict ahead of time when that
data should be blocked from certain view by certain
providers.

And then also we have to convince the
providers what the data is need for. And I thought
this was an interesting quote, "In order of us to be
able to get the information the patients, they have to
trust us." So they have to be sure the information is
confidential and this is a quote from Henry Maudsley,
which talks about semantic disorders, semantization
disorders. But if the patients feel compromised from
sharing their medical history, they could suffer
injury.

Safety considerations. If the consumer
controls were removed, the patient is, as I mentioned,
less likely to report a mental health history,
etcetera, which has already been covered. I'll skip
over that.

Patients of impact are likely of seeking
medical care. Then if consumer controls are fully

enabled, patients determine what information will be
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shared. We'wve covered this already, but just to touch
on it again. We have to come up with a lot of very
precise rules and it's really such a huge challenge.
There are two opposing stances. One is the consumer
having the right to control everything and then will
that impact patient safety down the road? Okay. Just
in time.

Anonymousation, can it really be achieved?
And I probably should spend more time on this slide
based on the yellow card. But at any rate, that's
covered in much more detail by other people who are far
more familiar with it than I am. There are some major
challenges through anonymousation. There is a sense in
the provider community that as long as it's anonymized
then we're fine with it.

However, there are some real significant
issues surrounding anonymousation where I think some
people have basically given up on it as never being
truly achievable. And that's going to be a bit of a
hard sell, I think, to providers and to patients, that
we can't truly block their information. There may be

people that have a different opinion on that.
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And then to touch just touch briefly on this.

Those are the challenges so large systems may have
difficulty processing disclosure reports. We've run
into challenges from some medical centers when they run
a report to see who was touching these patients
records, it actually shuts their system down for
several minutes, which for hospital-wide can be a major
challenge. And that's to do with the development of
technology but it is dealing with legacy systems can be
a challenge.

Prioritization for vendors. This, as I
mentioned, these are not tools that our docs are asking
for. Their patients aren't asking for it either. So I
assume this would become a much greater priority, but
we do have a lot of things on our plate right now to
address on the development standpoint. We have a
certain amount of development bandwidth so we do need
some prioritization guidance on this for how it's going
to impact and whatever is determined by the policy
bodies and the regulatory bodies, we have to look at
the impact on the providers as well.

That's all I have. We'll have some time for
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questions later, but I promised to finish early and I
did. Thank you very much.

MS. McGRAW: Thanks to this panel. 1It's

terrific. Thanks to each of you actually. Back on
schedule. And so we're going to per our agenda take a
break. But we are going to start promptly with our
reactor panel at ten. So please don't go far. And we

definitely the three companies and their users and
representatives back for people to answer those
qgquestions and then the Tiger team questions will follow
from there. Thank you.

(Recess.)

MS. McGRAW: We'd like to ask people to please
come back into the room and get seated, especially the
people who are on the respondent panel, the discussant
panel.

Thank you all for promptly taking your seats.
That's actually quite good.

I want to briefly introduce our reactor panel
in the order of the agenda. Before I do that, we are
joined by another member of the Tiger Team, Latonia

(ph) Sweeney. So go ahead and give us a brief
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introduction of who you are with slightly more detail
than we do in our usual meetings including your
interest in the topic and if you have any conflicts to
report since this is kind of a new audience. Some of
these folks are not our usual audience members.

MS. SWEENEY: My name is Latonia Sweeney. I'm
a professor of computer science technology and policy
currently related to three schools, Carnegie Mellon,
Harvard and MIT. I've done a tremendous amount of work
in privacy technology and in data privacy and in
particular finding these sweet spots where a lot of
times the clashes between new technology and
established privacy concepts clash and technology and
so forth can make the difference.

Perhaps many of you in this community probably
know me on the other side that and that is exposing
vulnerabilities and so forth through re-identification
experiments and things like that.

In terms of conflict of interest, I don't
think I have any conflict of interest, but I certainly
do have patents in companies in privacy technology

space, none of which I think is appropriate to this
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MS. MCGRAW: Thanks very much, Latonia. We
have a very distinguished reactor panel to ask the
first set of gquestions and again, each of you 1is
limited to 12 minutes. There are detailed biographies
for each of them in the handouts for this meeting. But
I want to briefly who each of them is and then allow
them to begin.

The first panelist to makes remarks is Dr.
Deborah Peel, who is a practicing psychiatrist and
she's the founder of Patient Privacy Rights.

Melissa Goldstein is an associate research
professor at the Georgetown Washington University
Medical Center.

Ioana Singureanu is the co-founder and CEO of
Eversolve, LLC, which is a healthcare interoperability
consulting practice.

Dr. David Kibbe, it's unclear which one of
these I should pick. You have so many on here. But he
certainly has served for many years as a senior advisor
to the American Academy of Family Physicians.

And Jim Walker, who serves as the chair of the
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Medical Informatic Subcommittee of the American College
of Physicians, is with the Geisinger Health System.
So, Dr. Peel, why don't you start?
CONSUMER CHOICE TECHNOLOGY IN USE PANEL DISCUSSION
DR. PEEL: Thank you. How's that? First of
all T want to even though he's not here yet, I want to
thank Dr. Blumenthal and I want to thank Joy and her
terrific staff for working so hard to make this happen.
This is an historic first look for consumers
and patients at what health technology actually looks
like and how it works, what the state of health
technology is today and what is could be tomorrow.
This is particularly critical that patients and
consumers in all of the states get to see what really
can be done now, because all of the states are getting
money now. And people need to be able to know that
there's great solutions that enable the data to go all
the right places, enable us to protect it from being
used against us and to share it for all the ways that
they want to.
So this is really historic and exciting.

It'll be a massive resource for the states and I hope
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everyone talks to the patient and consumer groups back
in there home states and tells them about this resource
where people can begin to actually learn about these
systems.

In terms of my biography, Patient Privacy
Rights has 10,000 members. The Coalition which is
bipartisan for patient privacy has 10 million members.
We represent the views of the majority of the American
Public who want control over their information in
electronic systems.

So in terms of talking about conflicts, I Jjust
want to say as you listen to people that talk today, I
hope the audience and I hope everyone here tries to
think about their point of view and where they're
coming from, because it's often not clear. So I want
to talk about the fact that our point of view and what
we represent is crystal clear. We are working to
restore your control over the most sensitive
information that exists about you on earth and we want
to see technology be used to strengthen and improve
controls, not eliminate them.

And so, you can look on our website. You can
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look on the websites of all the people and all the

companies that are here and you can see what they stand
for and what they do. Conflict is not just about who
pays you, who you sold your company to, who you're
working for, but it's also about your principles.

We have so little time. So I'm going to do
Joy Pritts and I'm going to say I've got questions for
all of you, so I hope you'll try to be brief, because I
want to ask all my questions. And we'll see how we do.
I'm probably not as good as you Deven, or you Joy at
managing things, but I'm going to try.

So first I want to start with InterSystems and
I want to point out the amazing positives about what
InterSystems says that it can help and do for Health
Information Exchange. That people can be able to
choose whether they release their data to a hospital,
to a hospital department, to a doctor. They can choose
to decide whether they want to share allergies,
diagnoses, medications and so forth. And so that's
really amazing and wonderful to hear.

So I have several questions about

InterSystems. Mike, what percentage of healthcare
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systems use your cache database today in the U.S.,
would you estimate?

MR. LAROCCA: That's a good guestion. I mean
the underlying cache database is used throughout
healthcare. We would argue it's the lead in the
database in healthcare technology.

DR. PEEL: Okay. Range?

MR. LaROCCA: I don't know. I'd have to say
it's probably two-thirds of the systems in some way
shape or form have cache.

DR. PEEL: Okay. So that means two-thirds of
the systems in the U.S. could provide the kind of
consent and controls over who sees the information and
what information like you just described in your
presentation. Is that correct?

MR. LaROCCA: Yeah. I mean from my point of
view.

DR. PEEL: ©Using that database, the database
would enable that to happen?

MR. LaROCCA: Yeah. In a sense, our group,
HealthShare group, if you will, is in a way a cache

customer just like any of our other partners. And what
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we've been able to implement in HealthShare if you like
what you saw there, then our belief is any of our
partners could.

DR. PEEL: Okay. Who are your top five,
quick?

MR. LaROCCA: Top five categories?

DR. PEEL: VA? That have this database system
that enables it.

MR. LaROCCA: Yes.

DR. PEEL: Who else?

MR. LaROCCA: The VA, the DoD, the Epic
Systems is a big partner, QuadraMed.

DR. PEEL: Great. Okay. ©Now, in Sweden, you
have implemented all of these segmentation
possibilities. Why haven't you implemented them in the
U.S.? Are there any implementations in the U.S. that
allow this capacity to be built into health information
exchange or the use of EHRs? And if they're not, why
not?

MR. LaROCCA: Well, across all of our
projects, I think, in general they all share a belief

that patients do and should have control over their
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data at the finest level. 1In my experience, they tend
to walk before they run. They'll often have an opt-in
and opt-out model initially and incrementally add finer
features and detail.

DR. PEEL: Okay. But Sweden didn't. They
started with the whole thing. Okay. I'm going to have
to race because I want some other people some
questions.

Okay. All the Texans, welcome. I think it's
an interesting coincidence that so many people are
working on privacy enhancing things in Texas. First of
all, I want to complement on the unigque feather of your
system, which is when data is disclosed to anyone, it
can be used for one purpose and one purpose only and
there is no onward transfer. That is unique. That is
very important and that is why patient privacy rights
in our coalition has recommended the functionalities in
your consent module to be used as a national standard.

So, why did you build it this way? Was it
based on a law?

MR. MITRA: The reason we built it, as I said,

since we had state and our scope from Day 1 we have 250
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different providers to work with. And the first thing
we looked for is how are we going to do continued care?
People cannot see other data without a consent. If we
have the centralized database, we have all the data but
what good is that if the providers cannot use that for

continued care.

The other piece is since we are using public
money, we have to make sure we get the best out of the
dollars we spend. So we don't want the same assessment
to be done as I said a typical assessment takes one to
three hours to do it and within 30 days if the client
goes to another provider, there is no reason to do
another assessment. From the state point of view, the
cost is part of continuity of care. That's the reason
we built that.

DR. PEEL: Thank you. I understand that your
system takes care of 550,000 people, but isn't it true
that this open source electronic health record and
consent system is being used for over four million
patients in eight or nine states, because many states
use and contributed to the EHR and consent system?

MR. MITRA: And SAMSA actually, when we built

93

(866) 448 - DEPO
www.CapitalReportingCompany.com © 2010




Capital Reporting Company
Consumer Choice Technology Hearing 06-29-2010

10

11

12

13

14

15

16

17

18

19

20

21

22

BEHIX, they looked at the consent. They used a target
system from Maryland and they used similar kinds of

concepts to screen for 17 other installation states and

counties. Nevada is another state using BHIPS as it
is. So they're using consent for all their providers
for the viral health. And a couple of other states are

also planning to use CMBHS.

DR. PEEL: Thank you. It is widespread. I've
got a couple questions for e-MDs, but first I want to
compliment you on what seems to be rather unique among
EHR vendors, which is that long before any of this
became a topic, you all decided to provide a way to
segment sensitive information. And so I compliment you
on that.

My question for you all is as you told us,
your system doesn't enable the patient to express those
preferences about what gets segmented or what gets kept
private. Do you have a process then or do the doctors
--— maybe Dr. Millican can have a process where they
routinely talk to patients about the fact that there is
a way to keep certain kinds of information private from

other doctors. Do you sort of go through that

94

(866) 448 - DEPO
www.CapitalReportingCompany.com © 2010




Capital Reporting Company
Consumer Choice Technology Hearing 06-29-2010

10

11

12

13

14

15

16

17

18

19

20

21

22

95

routinely as a matter of care or I just wondered how
the patients can find that this could happen that their
information could be protected since they can't do that
yet electronically?

DR. MILLICAN: I think that that's really
going to be doctor specific. 1It's going to depend on
the individual practice as to whether they take the
time to mark something confidential. Because as Dr.
Stearns pointed out, since this data right now is not
going anywhere other than within the office, there's
not a critical need to be marking these things.

DR. PEEL: Okay. Thank you. I have got two
questions that I want to ask each of you very quickly.
So we'll go down the line.

The two questions are, the stimulus bill
requires that if patients pay out of pocket for
treatment, they have a right to prevent any of their
protected health information from flowing to insurers
or others for claims, payment, or for healthcare
operations. And what I want to know from each of you
is does your technology permit that, which is now a

matter of law. And the second thing is also a
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requirement of the stimulus bill which is protected
health information cannot be sold without consent. So
does your system have a way to get patient consent
before data is sold? Do you have a way to enable that
in your system and so, Mike, maybe you can answer, and
then Mr. Mitra you could answer and then Dr. Stearns.

MR. LaROCCA: For your first question, yes,
the patient has control over who that data is disclosed
to. And as you saw, that could be a sweeping statement
that says I don't want the outside of this hospital or
it could be to this particular target, wherever that
may be. But the patient is in control of the.

For the second question, i1f the patient has
control over what can be sold for secondary use of the
data, the patient can control what is available in
different reports. So for example if they want to make

certain information suppressed in all cases they can do

that --

DR. PEEL: No. This is a little bit
different. Patient consent has to be obtained before
data can be sold -- before protected health information
can be sold. That's a new right that our coalition
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worked hard to get into the stimulus bill. So is that
enabled in your system, a way to get patient consent
before data is sold?

MR. LaROCCA: I'm not sure.

DR. PEEL: I'm sorry. We're running out of
time, I'm going to cut you off. Mr. Mitra?

MR. MITRA: Right now, one example will be
have an insurance company called --

DR. PEEL: You have to work faster or Mike
won't get to say anything.

MR. MITRA: Yeah. That option is one of the
insurance company we're dealing with today and they are
the one of parents for our providers and they cannot
see any of the records without patient consent even
though they are parents.

DR. PEEL: That's a different question. Can
Dr. Stearns answer? Okay. You got the guestions,
right?

DR. STEARNS: We don't actually control the
data from our company so we don't have any data we
could possibly sell. So it's all done at the provider

level.

97

(866) 448 - DEPO
www.CapitalReportingCompany.com © 2010




Capital Reporting Company
Consumer Choice Technology Hearing 06-29-2010

10

11

12

13

14

15

16

17

18

19

20

21

22

98
DR. PEEL: So a physician could sell the data?

DR. STEARNS: The physician can sell the data
if they so choose, but really won't have to address the
policies and regulations.

DR. PEEL: Okay. Does your system though,
provide the ability, if a patient pays privately for
care, to block the information from flowing to insurers
and others for claims or for healthcare operations
purposes?

DR. STEARNS: Yes. It would be some work on
the provider interaction but there are tools that would
allow that.

DR. PEEL: Okay. Well, it's a law now.

DR. STEARNS: Hm?

DR. PEEL: 1It's a matter of law now.

DR. STEARNS: ©No. I mean it's available for
them to do that right now so the capability is there.
The shot gun just went off.

DR. PEEL: Okay. We'll be shot now. Thank
you.

MS. McGRAW: Terrific. Very admirable Jjob

under the time constraints. Melissa Goldstein.
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MS. GOLDSTEIN: Hi. I'm Melissa Goldstein.

As Deven mentioned, I'm an associate research professor
at George Washington University in the Department of
Health Policy within the Medical Center. I'm not sure
if it's a conflict of interest, but I do need to
mention that GW does have a contract with the Office of
the National Coordinator to write white papers on these
particular issues.

We've written on consumer choice models and
health information exchange and we're currently
actually focusing on data segmentation issues. 1I've
spoken with most of you on the phone and I'm going to
try to limit my questions now, to the conversations
we've had today. But I apologize if my brain can't
segment data that well.

Just a little bit about what we're doing.
What we've heard so far from most of you is that the
barriers to segmentation are moving forward with
perhaps exchanging interoperable segmented data have
little to do with the technology and more to do with,
perhaps, outside influences that strongly affect the

use and access of technologies.
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I'm not speaking about policies here, so if I
get yellow carded, I hope that I can still participate
in the next game. And I'm not speaking about the
desirability or appropriateness of choosing to
sequester data and offer varied consent options. What
I mean is that current culture and approaches of
institutions, providers and patients may actually be
the most difficult part about developing these
technologies because you're obviously trying to do
something that your customers want. Right? And that
will grow with what you customers need.

To me, there are two big questions that are
very different here. The first is does the technology
make this feasible? And the second is does the
technology facilitate adoption of it. For example, 1is
there an intuitive understandable PHR interface for
patients possibly? Can people use it? Can patients
use i1it? And is the technology easy for physicians to
use? I see both of these as very important.

My qguestions for you, and perhaps this is
unfair, but I'm going to do it anyway. Sorry. The

first one, I want to ask of all of you actually. Many
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of you mention feedback from users and feedback from
patients.

And as an academic, I'm very interested in
data. So I'm wondering if you have particular and
numbers on what your users think. Now this can be
providers, institutions, the people that are actually
using the EHRs that you've developed, or the patients.
Are they happy? Do they think that it establishes a
level of trust that they want.

A number of you have also mentioned that very
few patients actually decide to use this information,
to block it from view. Do you have any numbers? And
should the fact that patients aren't using it yet make
a different in what you're developing. Because as we
know, as information is exchanged more broadly, more
patients may be interested in it.

So, if you could start at this end of the

table.

MR. KWAN: Sure. I think there were a couple
questions in there. So let me see if I can break it
down. I think from an implementation perspective,

you've hit on the three core elements that every system
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needs to have in the sense of being user friendly. And
that's the user interface level, or the workflows or

the way things are being communicated clear to the
target user.

You also, I think, mentioned the data model.
Is the technology feasible? And I think a lot of
times, people think of that in terms of do the
structures like the ones that are in InterSystems, do
they have enough granular control so that even if
someone was to express their preference or their
consent policy, in this case, 1is it being stored
correctly?

And then finally the final segment in there is
the logic. 1Is the business logic in place that can
evaluate at that fine grained control?

And I think on the technical feasibility
question, I think, from an information exchange
perspective as a service, there is work that needs to
be done on two ends. One is as an information
oftentimes, we're not the source of the information.
We take it from other sources. And so I would say at

this point, in the middle, we are able to catch it and
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receive it. However, I do find an astounding lack of
inability of the sources. So when we think about
meaningful use in the EHR that there does seem to be a
real lack of the sources systems to be able to emit
data in that manner.

And so, in New York in particular, we're
working with several EHR vendors to do exactly that,
work with them to establish the standard. Can they
generate the consent policies at that level of
granularity even at the core screen New York State
level as a start and then with the idea that we can
iterate and layer those in?

The second in terms of how do we measure these
things and does the measurement or the existing use of
it matter. In my opinion, I think of it as a
resounding yes. And just in the frame of networks, I
think in order for a network to be successful and grow,
there does have to be a standard and it does need to be
a common pattern that everyone agrees to. Otherwise,
you wind up with multiple networks and fragmentation.

While it's perfectly fine to experiment

prototype and work with it, I think, in order for this
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to actually reach the use of it, until it hits that

common approach. I think of it quite practically that
every EHR can go to a particular place and have a very
clear recipe. A recipe to say, okay, if I need to
capture a consent and emit it to anywhere, regional or
statewide, that that is a clear standard both at the
package level and the transport level, which I know
other groups are working on.

MS. GOLDSTEIN: Do you hear feedback from your
users and the patients about using it?

MR. KWAN: The feedback from the people who
have adopted the consent capture right now is again,
like I said, very what I think of as implementation
focused. So we tag onto and existing patient
registration process. From that perspective, it does
seem to working. They're gathering the consents.
Their patients seem to be engaging.

But, I'll be honest, we're just now
implementing a PHR based view of this as one of the
pilots with our target population is 3000. One of the
questions we want to get out of that is this answer,

but we're not at that point yet where we have the data.
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MS. GOLDSTEIN: Thank you. You guys next.

Ms. McCarty, is that correct? I'm having trouble
reading it again. You mentioned some patient feedback
and some user feedback. I'd like to know more about
that, if you have numbers, if you guys are studying it
in particular, if you're perhaps going to publish any
papers on it?

MS. MCCARTY: We don't have any data, but the
feedback that I have received and the feedback that I
have is that the system is very easy to use. We're not
IT people, we are clinicians. And when we need the
information, we need the information. So we view the
information as if it's just a paper file, so it's easy
to use.

MS. GOLDSTEIN: Thank you.

MR. MITRA: From an IT point of view, we built
this product and we already saying to all of our
providers, what do you think of the build process. And
when we designed our consent form, we got feedback from
them as to whether it was going to work or not.

Again, this has been used for more than ten

years, so we know it is working out in the field. We
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through our legal process.
You asked about the PHR, that's in our mind.

We haven't built a PHR, but, as you know, it's a web-
based centralized database for getting patients to
connect to our website and log on with a user ID and
password that will let them see that access. They can
go to the consent form and give the consent to another

provider.

Right now the treatment providers are actually

facilitating for them as not all of our users -- non-1ID

people still do not agree that all of our users are
sophisticated enough to log into a website and try to
manage their health records. That belief and trust is
not there yet. We are still relying on our providers
to facilitate that with their patients.

From the technical point of view, if you have

a person who knows how to use an internet browser, they

can log in from their home and use the same consent
form to decide which providers will access to what data
and for what period of time.

MS. GOLDSTEIN: In your testimony, I think
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mentioned that you have 6000 providers using the
system. Is that correct?

MR. MITRA: Yes. There are staff providers,
yes.

MS. GOLDSTEIN: Have you done any surveys of
the group to see use, success, happiness with the
product, actual implementation of it?

MR. MITRA: We have done it for BHIX, which is
our first product for many years. For CMBHS, we
haven't done it, but we do have som