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Presentation

Judy Sparrow — Office of the National Coordinator — Executive Director

Good afternoon and welcome, everybody, to the Privacy & Security Policy Workgroup Meeting. This is a
meeting being conducted in public, and there will be an opportunity at the close of the meeting for the
public to make comments. Just a reminder for workgroup members to please identify yourselves when
speaking. Let me do a quick roll call before we start the meeting. Deven McGraw?

Deven McGraw - Center for Democracy & Technology — Director
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Rachel Block? | think Rachel is finishing up her panel, | believe, right?

Deven McGraw - Center for Democracy & Technology — Director
Yes.

Judy Sparrow — Office of the National Coordinator — Executive Director
Latanya Sweeney? Gayle Harrell?

Gayle Harrell = Florida — Former State Legislator
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Paul Tang couldn’t make it today. Mike Klag? Judy Faulkner?

Judy Faulkner — Epic Systems — Founder
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
John Blair?

John Blair — Tacanic IPA — President & CEO
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Paul Egerman? Dixie Baker.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
I'm here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Paul Uhrig? Dave Wanser?




Dave Wanser — NDIIC — Executive Director
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Kathleen Conner?

Kathleen Connor — Microsoft Health Solutions = Principal Program Manager
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Laurel Stein? Terri Shaw? Don Houston couldn’t make it either. Joyce DuBow?

Joyce DuBow — AARP Public Policy Institute — Associate Director
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Justine Handelman?

Justine Handelman —BCBS — Executive Director Legislative & Regulatory Policy
On.

Judy Sparrow — Office of the National Coordinator — Executive Director
Connie Delaney? Marianna Bledsoe?

Marianna Bledsoe — NIH — Deputy Associate Director
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
Peter Basch? Sue McAndrew? Joy Pritts?

Joy Pritts — ONC — Chief Privacy Officer
Here.

Judy Sparrow — Office of the National Coordinator — Executive Director
And Alison Rein and Melissa Goldstein?

Jodi Daniel — ONC — Director Office of Policy & Research
They’re going to join later for the second half of the conference.

Judy Sparrow — Office of the National Coordinator — Executive Director
Thank you. Deven, I'll turn it over to you.

Deven McGraw - Center for Democracy & Technology — Director
Okay. Terrific. The firstitem on our agenda, actually I'm going to defer to Jodi to introduce the new chief
privacy officer for ONC.

Jodi Daniel — ONC — Director Office of Policy & Research

Sure. Thank you, Deven. This week, we’re fortunate to have Joy Pritts, formally of Georgetown, come
and join us as the new chief privacy officer. We were required by the HITECH statute to hire a chief, to
create the position of a chief privacy officer within a year of the passage of ARRA, and we welcome and




are thrilled to have Joy onboard to help us working through some of these challenging privacy and
security issues. And so I've asked her to join this call and to get acquainted with the conversations, the
work, and the members of this group. | don’t know, Joy, if you wanted to say anything at all.

Joy Pritts — ONC — Chief Privacy Officer
I’'m glad to be here and ... all the good things about ....

Deven McGraw - Center for Democracy & Technology — Director

Great. Thanks. We have a heavy breather, which usually is someone with either a cell phone or using a
handheld without realizing that we can hear breathing, so please try to hold the phone a little bit away
from your mouth or mute if you're not talking. That would be helpful. Thanks, Joy. We’re glad to have
you onboard, and really glad to have you here on our call, and hopefully in the many to come.

All right. Moving on, basically we have a couple of things to accomplish today, the first being to do a little
aftermath discussion of the Health IT Policy Committee, which was yesterday. And the second item on
the agenda is to look at a much more specific work plan for really what is almost the next, the remainder
of calendar year 2010. It's much more specific than what we had circulated previously. | think, ideally,
we want to get some discussion around this and then bless it, and move forward on it. And, as noted in
the work plan and as we’ve talked about in the past, one of the first meaty issues, if not the meaty issue
that we’ll be taking up next is the issue of consumer preferences, sometimes referred to as consent,
sometimes referred to as opt in or opt out.

With that, let’s start with a discussion of the Health IT Policy Committing meeting, again, which was
yesterday. We circulated all the slides to you all, and the good news is that the policy committee
endorsed the recommendations that we made in the document, but there were a couple of questions that
came up that, for those of you who weren’t present or on the call, | wanted to make you aware of and get
some feedback on because we can actually incorporate some of that feedback into a transmittal letter,
which will memorialize the recommendations that we made in a letter that will go to Dr. Blumenthal.

Again, good news that the recommendations were adopted. | think it's a credit to the workgroup and the
hard work that we’ve put in to get them out there. But the one question that did come up, you'll recall that
one of the recommendations that we made was that an eligible provider or a hospital would not be a
meaningful user if they were fined for a HIPAA violation at a significant level. And on the civil side, that
willful neglect, which is the highest level of civil violation that’s available under HIPAA, were for a criminal
violation where the violation is what they call enterprise liability. The entity itself is criminally liable versus
the actions of one rogue employee.

Tony Trenkle from CMS had asked the question of, well, what if the — sorry. Let me just take a step back.
What we said was you would not be a meaningful user if you were fined for one of these significant
HIPAA violations in the year that the violation occurred, which might mean that you might end up having
to repay a payment that you initially got on meaningful use if the appeals process, for example, didn’t
wind itself out until maybe a year or two after the investigation started. We got confirmation from Tony
that CMS had the recoupment authority. But his question was what if the violations in fact span multiple
years, which has actually been the case for some of the HIPAA security rule violations that CMS had
investigated when CMS had the authority to enforce the security rule, which was the case until very
recently.

Then the other question, because | think these questions are actually closely related, which came from
Dr. Blumenthal is, because this kind of disqualification for a meaningful use payment is triggered only
when a fine is imposed versus when there’s a monetary settlement where there’s no finding of guilt, does



that create a greater incentive for entities to settle? My response to that, you know, we really hadn’t
talked about that much in our workgroup, but my response to that was that | thought that if an entity was
in fact being formally investigated for a willful neglect or criminal violation, that they probably already had
a strong incentive to settle. And in fact that that was certainly what we had seen with respect to these
federal enforcement actions where there were monetary settlements involved. You know, the entities
were facing the possibility of some significant civil penalties, and settled to avoid dragging that out.

But the question remains, does this add additional incentive for an entity to settle? | think it's unavoidable
to draw the conclusion that it probably would. But I'm not sure whether it’s that much greater than the
incentives that already exist to avoid a public relations disaster of being found to have willfully neglected
our nation’s privacy laws or to have criminally violated them. | think it's an open question. I'll pause right
there and make sure that | framed that right for those who were actually there, and get some feedback on
how to answer the question.

Dave Wanser — NDIIC — Executive Director

This is Dave Wanser. | think your suggestion about or your response to Dr. Blumenthal is a good way to
frame it, and | just don’t think there’s going to be a whole lot of these, and we’re spending a lot of time on
something that rarely will occur.

Deven McGraw - Center for Democracy & Technology — Director
Right.

Dave Wanser — NDIIC — Executive Director
| think, at this point, it's in a good place.

Deven McGraw - Center for Democracy & Technology — Director
Thanks, Dave.

Gayle Harrell = Florida — Former State Legislator
This is Gayle. When | look at the whole issue, it becomes really not so much one of monetary penalties
or money for a hospital or an entity. It becomes more of a PR nightmare.

Deven McGraw - Center for Democracy & Technology — Director
Yes.

Gayle Harrell = Florida — Former State Legislator

And | think the incentive there is to settle, and most entities, | believe, have done that in the past. | don’t
know. There have not been any of these major fines with adjudication of guilt, you know, administered
have there?

W
No, there haven’t been any.

Gayle Harrell = Florida — Former State Legislator
You know, so it then becomes a moot question.

w
Right.

Gayle Harrell — Florida — Former State Legislator




However, from....

%
Sorry. There haven’t been any on the civil side....

Gayle Harrell = Florida — Former State Legislator
Not on the civil side. There have been on the criminal side?

Deven McGraw - Center for Democracy & Technology — Director
For individuals though.

W
For individuals.

Deven McGraw - Center for Democracy & Technology — Director
And they’ve gone to jail, | think.

Gayle Harrell — Florida — Former State Legislator

You know, | don’t know on the criminal side if you have an option, if there is that much option of settling.
If the prosecutor is determined to go forward, and is not willing to negotiate a plea, you really don’t have
an option.

W
No, you don't.

Deven McGraw - Center for Democracy & Technology — Director
You’re right. You're right.

Gayle Harrell — Florida — Former State Legislator
You know, so | don’t know that the option is really there on the criminal side. It’s really what we’re looking
at is the fine on the liability side.

Deven McGraw - Center for Democracy & Technology — Director
Right.

Gayle Harrell — Florida — Former State Legislator

So it hasn’'t happened in the past. | doubt, given the financial incentives on the amount of money at risk if
you have this, it won’t help. That being said, you have to look at, from the public perception point of view,
if indeed this has never happened, and we’re setting such a high standard, are we really protecting the
public? You know, so does that make you want to rethink the standard?

Deven McGraw - Center for Democracy & Technology — Director
Oh, how high the standard is?

Gayle Harrell — Florida — Former State Legislator
How high the standard is that we have set.

Deven McGraw - Center for Democracy & Technology — Director
Yes. | mean, | think that's a good question, and that was actually a question that Christine Bechtel from
the policy committee said. You know, this is a really high bar for disqualifying an entity for meaningful




use. Do we want something lower than that? We did talk a little bit about that in the workgroup, and folks
were much more comfortable with not barring providers from getting their meaningful use payments until
they had sort of gone through the process and then proven to be guilty in some way, and that the lesser
civil violations of reasonable cause or did not know of the violation, it seemed unfair, | think, to a number
of people to provide such a harsh penalty.

w
Deven, | don't....

Deven McGraw - Center for Democracy & Technology — Director

But that doesn’t preclude. You know, this is about what we, as a workgroup, can come to concensus on
that we would recommend to CMS. In an open comment period, there’s certainly room for people who
are looking for something, for a lower bar, and would urge one on CMS to write that in. But we — | would
prefer, for as long as we can, to have our recommendations be concensus based, where we can get them
that way.

Let me get to — let me just clarify for Tony’s question then when you’ve got, again, one of these significant
HIPAA violations where there is either willful neglect on the civil side, or a criminal violation that extends
over more than one year. Are we comfortable with saying that they would be disqualified from the
meaningful use payment in any year where that violation was found to have occurred, again, as long as it
preceded to where a fine was levied?

W
| think that’s a very consistent interpretation of what our intent was.

w

| would agree with that.

M
Yes, | agree with that.

Deven McGraw - Center for Democracy & Technology — Director
Okay. All right.

Joy Pritts — ONC — Chief Privacy Officer

Deven, this is Joy. I'd like to go back and ask a question, a follow-up question to a point that Gayle rose,
which is, although you don’t have a settlement in criminal law, you do have something that's kind of
similar, which is, isn’t a plea of nolo contendere, in which you accept some sort of fine, but you don’t
admit guilt?

Deven McGraw - Center for Democracy & Technology — Director

| hadn’t really thought about that. | was never a criminal lawyer. Well, | think, consistent with our
previous recommendation, you know, we’re looking for people to have been found guilty, to have an
offense, but in a criminal context. You know, on the one hand, if prosecutors bring charges, | think a lot of
people think that there’s likely some validity to it. On the other hand, there are some very aggressive
prosecutors out there that could be a concern.

| don’'t know. What do folks think about that? I'm inclined to say that the most consistent application of
where we've been at the workgroup is to say that you need to be found guilty of what you're accused of
versus getting out of it through a nolo plea.



Gayle Harrell — Florida — Former State Legislator
This is Gayle again. | believe the nolo plea has to be accepted by the prosecutor.

Joy Pritts — ONC = Chief Privacy Officer
Yes.

Gayle Harrell = Florida — Former State Legislator
You could plea that, but it doesn’t mean that that’s going to be the adjudication.

Deven McGraw - Center for Democracy & Technology — Director
Right.

Paul Egerman — eScription — CEO
Hello, Deven. This is Paul Egerman. I'm a little bit late. | apologize.

Deven McGraw - Center for Democracy & Technology — Director
That's okay. Good to have you.

W
Did you say that there was an implicit acknowledgement of the violation with the nolo plea or not? Do you
escape acknowledgement of the violation? Is that what you said?

Deven McGraw - Center for Democracy & Technology — Director
| think sometimes the terms of the plea agreement are no admission of guilt. It's a good question, but
maybe we can think about how to address it.... | mean....

W
We’'re talking about something that's a very small ... event ... whether it's worth us....

W
| wouldn’t spend much time on it. | wouldn’t spend any significant amount of time on it, but it might be
good to have in the back of your head if anybody asks.

Deven McGraw - Center for Democracy & Technology — Director
Okay. Yes. Let’s not dive into that deep of a level unless we’re asked to, would be my suggestion.

M
Agreed.

Deven McGraw - Center for Democracy & Technology — Director

Okay. Allright. Well that, | think we made a real good impression with our first set of significant
recommendations that we’re quite serious about what we’re doing here, not that we necessarily needed
to convince folks, but | think we came out strong, and the bar has been set high for future work.

On that note, let's move to a discussion of the draft work plan that Rachel and | worked with ONC staff to
put before you. Clearly, between January and February, we got done what we aimed to get done, and
now we’re looking at sort of the next set of priorities that will take us through the next several months.
What we’re proposing here is to tracks. Phase one of consumer preferences or consent or opt in or opt
out, and what I'm calling security priorities.



Partly, we came up with this idea because, one, we really do want to start tackling the consent issue, and
it's going to take us some time and a lot of discussion as a workgroup, and some digging in, and even, at
least on some level, some public hearings to handle this issue appropriately. On the other hand, | think,
based on some of the discussions we had in the workgroup, there are still some security policies and
standards that need to be out there sooner rather than later.

We uncovered a couple of these in some of our workgroup discussions, but there could be more. And
that if we expect for state HIEs, which just recently got announced for funding with respect to the work
that the NHIN workgroup is doing with their investigating some basic policies for connections through the
NHIN, which have security implications. Couple that with a sense, even from our own Dixie Baker, who
we’ve got on the line, that there’s some more work to do that needs some immediate attention if we
expect certified EHR technology to have sort of the full complement of what is really needed on the
security side in stage one of meaningful use that we ought to try to be tracking those two things at once.
Here is essentially how | propose to do it.

We will have a — I'd like to see if there’s some interest in creating a subgroup of members who would
develop some recommendations for us on the security side, and so that work could be going on
simultaneous with the other work that we’re doing on consent, but would allow us to essentially try to
handle two things at once. We wouldn’t be permanently saying to this subgroup that they had our full
workgroup authority, but instead asking them to come up with a set of recommendations, which then we
would consider in the full workgroup, and then pass on to the policy committee.

I've already sort of spoken to two folks on our workgroup who | consider to have a lot of security
expertise: Kathleen Connor from Microsoft, and Dixie Baker, who is the cochair of the privacy and security
workgroup of standards. But others who would want to be involved are certainly welcome to be. I'm just
trying to figure out a way to really light a fire under this process and allow us to get two really important
priorities done in a shorter period of time. And | want to know what you all think about that.

Gayle Harrell — Florida — Former State Legislator

This is Gayle. | really think that’s essential, and to look specifically at security because that becomes a
very technical issue, and there are a lot of things on a very technical level that need to be discussed, if we
can break that out. And it needs to happen very quickly. | know here in Florida, we have a lot of HIEs
standing up, and the issue is out there. It needs ... the time essence is very important.

Paul Egerman — eScription — CEO

Yes. Deven, this is Paul Egerman. | agree. The subgroup is a good way to handle it, especially with
Dixie being involved. Also, we need to make sure we use better coordination with the standards
committee. As | said, it sounds right.

Gayle Harrell — Florida — Former State Legislator
It should be more than just two people though.

Deven McGraw - Center for Democracy & Technology — Director

Yes. | agree. Are there other folks? | will definitely be involved, but are there other folks, not that
security is my area of expertise, but | want to be able to be feeding in what’'s going on and at least
monitoring it, even if it's not my substantive area. But are there others in the workgroup who are
interested? It is asking a bit more work of the folks who are sort of on this track because, you know, to be
quite frank, the expectation is that the subgroup will be doing more, while also still participating in the
consent discussion, which is going to go on in our regular calls. So it’s a lot to ask.




The other thing | want to throw on the table is whether we could tap into perhaps some more of the folks
from the standards group to be part of this, and so we wouldn’t be formally adding them to our whole
workgroup, but asking them to help with the subgroup work of teeing up some security policy
recommendations that then might, in fact, need further work from standards, but at least we’ll be doing it
in a coordinated way.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

| can tell you, I’'m going to tell you two things. | know, Deven, that you understand this, but for the rest of
them. The standards work that we’ve done so far was constrained by having to be derived from the
HITSP body of work and having to be within the policy that’s laid out within HIPAA. Even within the
standards workgroup of the privacy and security workgroup, we really felt like our hands were tied, and
some of the people — we actually looked at all of the HIPAA addressable implementation specifications,
you know, and identified those that we thought really needed to be made equivalent to required if you had
an EHR, and so we’ve done that work. But it couldn’t go anywhere because it wasn’t derived from
HITSP. We've done some of the discussions, and we have some work the group could start with.

Jodi Daniel — ONC — Director Office of Policy & Research

This is Jodi Daniel. One ... response to Deven’s question about bringing in folks from the other
committee, | just want to make sure. | mean, you know, | think it's really important that we have Dixie as
sort of a bridge between the two, but | want to make sure that the conversations in this workgroup are
really the policy direction, and that we don’t get into the weeds of standards and technical specifications
and things like that. That's my one concern. Although I'm perfectly comfortable with, and I think it might
be a good idea to bring in some more expertise with respect to security policy to make sure that the
workgroup is better informed about possible directions that you guys might want to recommend that the
standards committee work on.

| guess my inclination, although I'd be very interested in other folks’ thoughts, and particularly Dixie’s
thoughts on this, but that | would try not to make the group sort of get too, you know, kind of overlapping.
But make sure that we do have, if we need to bring in more security expertise to help us form that
discussion, | think that would be perfectly appropriate.

Paul Egerman — eScription — CEO

| think that comment is excellent because, | mean, I'm looking at the agenda. For example, it raises an
issue about secure e-mail. But the way | interpret your comment would mean that this group could say,
well, secure e-mail needs to be addressed. We won’t say too much beyond that. That’s the standards
committee to figure out.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

Yes, | couldn’t agree with you guys — I’'m sorry. Jodi, you're right on the money. | think that where the
standards committee was constrained because of a lack of policy that would justify a standard, that’s
really where this committee really needs to step in and say, okay. We believe that this should be a policy
for, like the NHIN. This should be a policy for the exchange across the NHIN. Once that policy is
recommended, then the standards committee is the one to step forward and recommend the standard.

Kathleen Connor — Microsoft Health Solutions — Principal Program Manager

| have a slightly different point of view on this, and how we use the secure e-mails is an example. There
are some policy issues that have somewhat of a technical flavor, but if they’re not put forward by this
group, then it leaves a gap for directions on the standards side. Specifically, ideas about what kinds of
secure transport you need when you have multiple nodes or IP service providers in between, whether you




need authentication on the e-mail, so there are a number of policy issues that if we don’t go a little further
down than saying secure e-mail is a good thing, we will have left a lot of discussion that will have policy
implications....

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences
That’s where the standards committee should push back.

Kathleen Connor — Microsoft Health Solutions — Principal Program Manager
Well, but also....

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

...established a policy, and then the security committee should recommend the standards. Where there
are issues, then the standards committee should be pushing back and say there are technical issues
here.

W

But it seems as though, like you two might actually be really helpful in thinking through the level of policy

direction that would help drive the technical folks to think through the issues related to the technology and
the standards. Do you think that we need; do you think that you can represent ... issues, or do you think

we need more technical expertise on a subgroup to bring that out?

Kathleen Connor — Microsoft Health Solutions — Principal Program Manager

This is Kathleen again. I've listened to the calls, and they’'ve been great discussions, and the standards
committee seems to recognize the points at which the technology choices start making policy decisions.
The people that are really attune to that might be useful to have some of them patrticipate because the
gray area is hard to navigate. Dixie, what do you think?

Deven McGraw - Center for Democracy & Technology — Director

Yes. | think there’s a clear understanding and concensus that what we want to deal with in our committee
is the policy piece of this. But also, a recognition that sometimes the line between when it’s policy and
when it's dictating a technical standard is sometimes a bit of a slippery one, and so | think we have
enough, unless I'm mishearing things from the group here.

Number one, it sounds like people are very much onboard with tracking this, which is great. Number two,
folks want to stick with the important policy issues that need to be defined in order to give the standards
committee adequate direction and intension on what needs to be addressed, where there are more
specifics that need to be developed, and that’s sort of beyond the scope of what the policy committee
ought to be dealing with, but understanding that sometimes there’s, you know, there are policy
implications inherent in the technological choices, and that we ought to do as much as we can to resolve
those policy pieces and turn over and ask standards to address those pieces that are really with respect
to the technical specifications. Does that make sense?

And if there are people who either are on the standards now, or who are sort of more known in the
technical community as sort of having that sort of policy antenna, that those might be the right people to
ask, of course, without making the group too big. Does that make sense?

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

| have a suggestion maybe. Kathleen said she’s been calling in on our meetings, so she knows how
often | push back. Some of our people are chomping at the bit to get into the policy arena, quite frankly.
What about if we had a, one, joint meeting of the two workgroups?




Deven McGraw - Center for Democracy & Technology — Director

Well, so here’s the thing. It's not a bad idea, and I'd actually like to do that when we have some things to
put on the table. But what I'm worried about is, number one, | wanted to track this in a way so that
security could be working on a parallel track, so | wouldn’t envision if we were to have a joint meeting,
that happening until we're fairly close to being ready to recommend some stuff.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

Well, | was thinking even to sort out who does what and areas that the standards workgroup members
already feel should be addressed. It might give them an opportunity to say policy committee, here’s
something | would really like for you to tackle.

Paul Egerman — eScription — CEO

This is Paul Egerman, Deven. | also have a question about this, reading the very first bullet. The focus
on security priorities that were not part of the initial certification, and it goes on to say, but should be part
of the certified EHR or, | guess, the HER....

Deven McGraw - Center for Democracy & Technology — Director
Yes. It's supposed to be EHR. My computer fixes that automatically.

Paul Egerman — eScription — CEO
Yes, they all do. But it should be part in stage one. Isn't it too late at this point?

Deven McGraw - Center for Democracy & Technology — Director
Yes, you're right.

Paul Egerman — eScription — CEO
| didn’t understand that.

Deven McGraw - Center for Democracy & Technology — Director

Yes, that was il-phrased. We can’t do much more. We can’t do any more in the IFR than | think we've
already done. But | do think there’s a recognition that there are some things that got left out that are
important for technology to include as early as possible. And that's why, essentially, I'm suggesting this
dual track, because otherwise we could take up some of this longer-term security stuff on the policy end,
you know, later, and not have to do it in two tracks. But you’re right, that’s an important correction. Our
ability to influence the IFR, we said what we said, and that’s likely passed.

Paul Egerman — eScription — CEO
Yes. And so this is really talking about stage two stuff.

Deven McGraw - Center for Democracy & Technology — Director

Well, yes, and, well, you know. Technically, | think that’s right, and it's unfortunately. But here’s the, yes,
stage two for the certification program, but if you look at what NHIN is putting on the table, the decisions
that they have to make, which includes secure transport, there are a whole lot of decisions that, while our
ability to apply them to the systems at the edge may not be as strong as getting it into the IFR, from a
timeliness perspective, they’ve got to be made now.

Paul Egerman — eScription — CEO
I’'m trying to absorb all this discussion about high level versus detail and looking beyond this committee,
but realizing that we’re really talking about what’s going to happen in stage two. Maybe the focus for this




group is, say, by the April meeting to simply come up with a work plan or a list of topics that are security
topics that need to be addressed. We want to make sure we avoid creating this subgroup that exists
forever.

Deven McGraw - Center for Democracy & Technology — Director
Right. | understand.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
Yes....

Paul Egerman — eScription — CEO
...security ... what we’re going to try to do is, by some date in April, have a list of security topics that need
to be addressed or priorities that we want the workgroup to assign to the standards committee.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences
That’s a good idea, and | could even ask the standards workgroup for what they would like me to suggest
be on that list.

Paul Egerman — eScription — CEO
Yes.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
You know, that could be a nice bridge. Yes.

Gayle Harrell = Florida — Former State Leqgislator

Deven, this is Gayle again. | think we really have to look at the NHIN in this whole context because, to
me, that is really the gap right now. You know, stage two is down the road a little bit, but right now we
need to really look at the security issues that are coming up immediately as the HIN group makes their —
the NHIN makes their recommendations. And you have these local HIEs standing up.

Paul Egerman — eScription — CEO
Gayle, this is Paul. That’s true, although there are other security issues in addition to that that need to
be....

Gayle Harrell — Florida — Former State Legislator
Yes, | absolutely agree. But that’s why | think--

Paul Egerman — eScription — CEO
Use the example of e-mail, yes.

Gayle Harrell — Florida — Former State Legislator
--it's paramount that we move forward fairly rapidly.

Deven McGraw - Center for Democracy & Technology — Director

Yes. | mean, | like the idea of using the subgroup as sort of task one being list of topics for us to consider
for stage two. | think that’s right. But | think if that’s the only thing they’re doing, there’ll be some
decisions made on security policy with respect to the NHIN that we will have sort of lost our opportunity to
weigh in on, and | guess I’'m focusing on this secure e-mail piece of it because unless | wasn'’t
understanding the presentation, and I've been sitting in on those workgroups, they’ve envision much of




the exchange occurring by e-mail for less mature exchange marketplaces. And that’s, you know, if we
don’t have a requirement to make it secure, it seems like a gaping hole.

| recognize that that’s both an EHR systems at the edge problem, as well as the interconnecting transport
mechanisms that are going to be part of the NHIN. And it may be that NHIN is the place where those
guestions get resolved. But | would want us to, in some way, try to be a part of that.

Gayle Harrell = Florida — Former State Legislator
Well, I truly believe we need to be a part of that.

Kathleen Connor — Microsoft Health Solutions — Principal Program Manager

Yes. This is Kathleen. | don’t think their governance extends much beyond the group, the small group
that’s involved with that, does it? You have to be invited to get into that group and be a contractor with
one of the entities, unless that’'s changed.

Deven McGraw - Center for Democracy & Technology — Director
No, that’s different. Yes, it is changed. They're trying to set national baseline policy that isn’t about
connecting to the existing NHIN.

Kathleen Connor — Microsoft Health Solutions — Principal Program Manager
Right. | apologize. | was thinking of the NHIN CONNECT group.

Deven McGraw - Center for Democracy & Technology — Director
Yes, not NHIN CONNECT, which is a related, but....

Rachel Block — New York eHealth Collaborative — Executive Director
I’'m sorry. It's Rachel. | just wanted to let you know | joined ... minutes ago.

Deven McGraw - Center for Democracy & Technology — Director
Thank you.

Dixie Baker — Science Applications Intl. Corp. — CTO, Health & Life Sciences

| do think Gayle has a good point though. If you start looking at NHIN, and then look at not only security
issues relating to the exchanges themselves, but information, security policy within an organization that
could impact the security across the NHIN, so not just take on internal enterprise security, but there are
some attributes of internal policy that affect the security of the NHIN itself. You know, one obvious one is
how individuals are authenticated within an organization. Even though that’s internal, if you go past the
identity across an NHIN exchange, it has an impact on the whole NHIN. So the idea of looking at the
problem from the perspective of NHIN, | think, is a really good one.

Deven McGraw - Center for Democracy & Technology — Director

Let me restate what | think is an immediate task of this subgroup, which would be, one, to look at those
NHIN issues, as Dixie so well articulated it, including those that are internal that have an impact on NHIN
security policy, and also coming up with a list of those issues that we need to consider for stage two.
Does that make sense?

Paul Egerman — eScription — CEO
Yes.

Deven McGraw - Center for Democracy & Technology — Director




All right.

John Blair — Tacanic IPA — President & CEO
Wait one second. Deven, this is John Blair. So in that first piece, with the NHIN, that’s with the existing
NHIN, right? You're talking CONNECT?

Deven McGraw - Center for Democracy & Technology — Director
No, I'm not talking CONNECT.

John Blair — Tacanic IPA — President & CEO
Okay. Then I'm fine.

Deven McGraw - Center for Democracy & Technology — Director
Okay. We’re not trying to rewire what’s going on in CONNECT.

John Blair — Tacanic IPA — President & CEQO
Okay. | thought Dixie meant that though.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
No, | sure didn’t.

John Blair — Tacanic IPA — President & CEO
Okay. All right.

Dixie Baker — Science Applications Intl. Corp. = CTO, Health & Life Sciences
No, no.

Gayle Harrell = Florida — Former State Legislator
Nor did Gayle.

John Blair — Tacanic IPA — President & CEO
Okay.

Deven McGraw - Center for Democracy & Technology — Director
Good clarification, John. Thank you. We don’t want to make anybody--panic anybody.

John Blair — Tacanic IPA — President & CEO
All right.

Deven McGraw - Center for Democracy & Technology — Director

That’s good, | think. | think that'll help us make some progress faster and allow us to cover more things at
once. The main track, track one is the discussion of consumer preferences for health information at what
we’ve termed as a course level, which is sort of more of opt in or opt out. Either you're in or you’re out,
without thinking about sort of the granular aspects of this. We have — we’re not ignoring the granular
aspects of this because we understand that, with respect to state law, for example, consents are very
granular, and often are about specific types of data.

We know that there’s a desire on the part of, and with respect to the Federal Substance Abuse
regulations, those are also very granular with respect to data sharing, so we’re not avoiding those. But at
least in our preliminary discussions with staff, the thought is to try to get us to some concensus on the



bigger picture issue of should there be some policy at the federal level of being able to opt in or opt out of
electronic health information exchange. And, if so, what would that look like? Then sort of level setting
that within our own group because we really, we kind of danced around this topic a little bit, but | haven’t
let you get into it because we’ve had other things on our agenda, and so we don’t even really know where
people are, at least initially on how they feel about that topic.

Then moving to what | think is a much more complicated discussion when you get to, okay, if we are
going to give people choices here, at what 