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Before we begin…

• All participants are in audio broadcast mode—you must enable 
your computer speakers to listen to today’s presentation.

• If you experience any difficulty with the audio, please notify the 
Webex producer.

• If you have a question during the presentation, please send it in 
the Q&A box in the bottom right corner. A question and answer 
period will follow the presentations.

• Please e-mail privacy.security@rti.org if you have any questions 
following this presentation.

• All HISPC materials can be found on the Web: 
http://healthit.hhs.gov/HISPC

mailto:privacy.security@rti.org
http://healthit.hhs.gov/HISPC
mailto:privacy.security@rti.orgif
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Learning Objectives of this Webex

• Review the resources that the Consumer 
Education and Engagement multistate 
collaborative created.

• Provide examples highlighting use of these 
resources in the states.

• Discuss availability of additional resources 
for use by other entities.

• Outline the overarching lessons learned for 
implementing a consumer education and 
engagement project within states/locations.



Philosophy of the Collaborative

The use and sharing of protected health information 
is largely based on consumer trust and 
understanding.

Goal: We sought to improve trust and 
understanding.

How? By increasing awareness and understanding 
of privacy and security challenges, requirements, and 
patient rights. 
Strategy? Multimodal educational approaches, 
targeted audiences, and literacy and language 
considerations.



We Learned:
• The need for, and use of, targeted audiences
• The importance of literacy control
• To avoid re-inventing the wheel using

– templates, 
– strategies, and
– guidelines

• The importance of collaborative/multistate 
views

• The importance of iterative looping for
– content ,
– legal and literacy expertise, and
– consumer testing and feedback

• The importance of central or easily available 
repository for resources/tools



Collaborative Structure

Major focus on the following:
● Libraries/inventories/glossaries
●Developing policy
● Targeted populations: chronic care, 

rural/urban, behavioral health, ethnic 
groups 

●Website creation and design
●Communication and outreach via media 
●Video



Libraries
Inventories

Glossaries
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Inventory Matrix

• Purpose: 
– Aggregate consumer materials from various 

sources into one place so that interested 
organizations and individuals have a quick look-
up resource. 

• Goals:
– Reduce the amount of time organizations need 

to look up information. 
– Reduce incidences of recreating the wheel.
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Inventory Matrix: 
Successes and Barriers

• Successes:
– Captured consumer resources 

from all HISPC states and all major 
national health IT websites.

• Barriers: 
– Static document makes it difficult 

to have the most updated 
information.

– Inventory has not been updated 
since its creation in fall 2008.
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Tips for State Adaptation and 
Examples: Washington
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Tips for State Adaptation and 
Examples: Kansas
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Glossary

• The glossary was developed as a reference 
document for consumers who need to know 
the definition of health IT and HIE-related 
privacy and security terms.

• The glossary can be used in a variety of 
ways: embedded in other documents, used 
on Web portals, used as a stand-alone 
document.
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Tips for State Adaptation and 
Examples: Kansas and Georgia

Reformatted for Kansas State 
Consumer Health Portal for use by 
consumers across the state 

A key component of 
Georgia’s Consumer 
Outreach Education 

Forums 



Tips for State Adaptation and Examples: 
West Virginia



Website Creation and Design



Consumer Toolkit Materials Online

Provides easy access to HISPC 
resources from landing page of 
http://georgiahealthinfo.gov/cms/

Washington’s website: 
http://www.accessmyhealth.org/

New York’s website 
home page: 
http://ehealth4ny.org/

http://georgiahealthinfo.gov/cms/
http://www.accessmyhealth.org/
http://ehealth4ny.org/


Consumer Toolkit Materials Online

http://www2.kumc.edu/healthinformatics/HIS
PC/Toolkit.htm

http://ehealth.kansashealthonline.org/

• 7,370 page views;1,751 visits 
to http://ehealthwv.org/eh/

• Media releases, educational 
tools for both providers and 
consumers

• Targeted rural population, 
seniors, and chronic disease

http://ehealthwv.org/eh/
http://ehealth.kansashealthonline.org/
http://www2.kumc.edu/healthinformatics/HISPC/Toolkit.htm
http://www2.kumc.edu/healthinformatics/HISPC/Toolkit.htm
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Tips for State Adaptation and Examples: 
Georgia and Kansas

• Introduces electronic health 
information to health care 
consumers.

Reformatted West Virginia brochure for Kansas 
consumers 



20

Tips for State Adaptation and Examples: 
Kansas
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Communication and 
Outreach via Media
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Fact Sheets/Brochures/Posters

• Washington
– Posters/brochures for health record banking model

• Colorado
– Language and literacy in fact sheets

• West Virginia
– Content developed through partnership with WVHIN
– Tested with collaborative, consumers, and literacy expert
– Physician champions use posters/brochures 

• Georgia
– Pharmacy bag Insert for provider champions
– HTML e-mail for consumers

• New York
– Posters/brochure/radio PSAs



23

Tips for State Adaptation and Examples

Washington 
Posters and 
brochures for health 
record banking 
model 
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Tips for State Adaptation and Examples

Colorado 
Language and literacy in 
fact sheets 
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Tips for State Adaptation and Examples

West Virginia
• Provider Guidelines for Engaging 

Consumers in Electronic Health Records 
and Health Information Exchange: What 
Your Patients Need to Know
– Outlines main points for physicians to 

keep in mind when discussing topic with 
patients.

• Electronic Health Records: What You 
Need to Know
– Takes physician guidelines and transfers 

them into language and graphics that can 
be directly provided to patients.

• Both can be
– Copied and pasted into physician 

educational materials.
– Used as a discussion guide.
– Presented in their entirety, in graphic 

form.
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West Virginia HISPC III Highlights

PSA campaign: November 2008–February 2009



27

Tips for State Adaptation and Examples

Georgia 
Pharmacy bag insert 
brings awareness of 
security and privacy of 
electronic health 
information to a broader 
audience of health care 
consumers. 
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Tips for State Adaptation and Examples

HTML e-mail introduces 
consumers to security 
and privacy of electronic 
health information and 
directs them to 
http://georgiahealthinfo.
gov/cms/ for additional 
information 

http://georgiahealthinfo.gov/cms/
http://georgiahealthinfo.gov/cms/
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Tips for State Adaptation and Examples

• Messages based on two 
themes:
– Emergency
– Convenience

• Both can be used as:
– Print ads
– Posters
– Radio messages
– For consumers and 

providers
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NY Brochure: Better Information Means Better Care
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Frequently Asked Questions (FAQs) 

• FAQs are part of “just-in-time’ training.
• When consumers need information 

fast, check FAQs first to see if their 
question has already been asked and 
answered.

• FAQs were chosen by the 
Collaborative participants after a 
ranking process.
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Tips for State Adaptation and Examples

• Colorado
– Part of Communications Kit
– Vetted by public relations and consumer teams 

to assure relevance.
• West Virginia

– Look at needs of consumers, vet with 
consumers as well as professionals, and make 
tools easy to read for population you intend to 
target.



Benefits and Risks

• Inventory as baseline information
• Most common questions and concerns
• Replicable, scalable based on local needs



Tips to Protect Your Privacy

• Intended to cultivate and increase consumer confidence
• Modeled on information that HHS is already using
• Easily replicable and adapted to individual state campaigns
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Tips for State Adaptation and Examples: 
Kansas
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Town Hall Meetings/Forums

• Oregon
– Used documentary to establish baseline of 

knowledge for informed discussion on privacy 
concerns.

• Georgia 
– Facilitated sessions on the security and privacy 

of electronic health information.
• West Virginia

– Consumers interested in learning about privacy 
and security in plain language.

– Trusted their physician (the most) to give them 
the facts about EHRs/HIE.



Consumer Awareness Forum Flyer

• Announces upcoming 
Consumer Awareness 
Forums 
◦ Held in rural and 

metropolitan areas
◦ Provides opportunities

for ongoing consumer 
input and evaluation
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Developing Policy
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Guide to Common Projects: 
Developing Consent Policy
• Overview

– How health IT affects consumer consent
– Consent as part of a bigger policy picture 

• Key considerations for states in crafting consent 
policy 
– Existing health IT model/infrastructure 
– Legal and regulatory landscape 
– Overarching governance structure 

• The consent policy-making process 
– Recognizing diverse stakeholder perspectives
– Establishing core principles 
– Holding stakeholder meetings
– Structured analysis



Guide to Common Projects: 
Implementing Consent Policy
• Model consent form

– How health IT affects consumer consent
– Education process

• Key considerations for states in implementing consent policy 
– Consent to access vs. consent to disclose
– Sensitive health information
– Consent issues for/with minors
– Converting or uploading data without consent
– Legal and regulatory landscape 
– Overarching governance structure 

• How the information is used
– Treatment, quality improvement, and care management
– Payment
– Other uses such as research, marketing, etc.



Video
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Sharing Health Information 
Nationwide...and Doing it Right

• A How to Guide has been 
developed that uses the 
Oregon HISPC 
documentary on privacy, 
security and use of health 
information to engage 
and educate consumers.

• Footage has been used 
by other states to create 
videos for local initiatives.

Screenshot of Oregon video, Sharing Health 
Information Nationwide . . . and Doing it Right.



Tips for State Adaptation and 
Examples

•3-minute intro video

•Local experts 

Better Information Means Better Health
adapted Oregon State’s by adding footage 
of the New York State Health 
Commissioner, Richard F. Daines, MD.
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Tips for State Adaptation and 
Examples
Massachusetts focus on behavioral health and sensitive 
information: Balancing Risks and Benefits: The Sharing 
of Sensitive Health Information
•Includes conversations with national and local experts 
in health IT, mental health, consumer advocacy, and 
privacy law
•Two themes: 

– Knowledge leads to good analysis and assessment of 
personal risk/benefit.

– Trust health care providers and ask questions.
•Strategy: Begin with the concept of electronic health 
information and work down to the specifics of what 
consumers should know and how they can begin to 
learn it.



Targeted Populations: 
Chronic Care, Rural/Urban, 

Behavioral Health, Ethnic Groups



Additional Resources and Lessons from the States: 
Tailoring to Specific Needs/Populations

• Massachusetts
– Developed a set of resources that focus on 

behavioral and sensitive health information
• Colorado

– Latino population
– Chronic care population

• Kansas
– Rural and frontier population

• New York
– eHealth brochure and consent form translated into 

14 languages to meet diverse population needs
• West Virginia

– Rural, seniors, and chronic disease



Massachusetts: Focus on Sensitive Health 
Information Populations

We learned:
A multimodal approach is important—

people have different learning styles:  
logical, auditory, kinesthetic, and 
visual learners, to name a few.

Literacy control is key—people can’t 
learn what they don’t understand!  
Language translation alone doesn’t 
ensure understanding.



Massachusetts: A Multimodal Approach to 
Learning About Sensitive Health Information

• Self-directed electronic tutorial
• FAQs
• Legal rights of Massachusetts’ consumers with 

behavioral health/sensitive information health 
issues

• Documentary: Balancing the Risks and 
Benefits: the Sharing of Sensitive Health 
Information

• Personal Health Record (PHR) Inventory and 
companion Consumer Guide for PHR Choice

Note: All literacy-controlled



Colorado 

• We learned:
– Similarities

• Providers need to share health information 
electronically.

• Consumers would like to have electronic 
access to their information.

• Very concerned about employers and 
insurers misusing information.

– Differences
• Latino community concerned about cost to 

consumer.
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A Few Key Lessons from New York

• An inclusive process takes time
• No one deliverable can fit all needs: need 

different kinds of media and customizable 
templates.

• Direct consumer testing is essential.
• It’s hard to find a balance on extent of detail 

(and it varies by medium).
• There are limits on lowering literacy 

levels—especially for a patient consent 
form to exchange electronic health 
information.
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Guide to Common Projects: Translating for 
Literacy

• The two golden rules of communicating in 
plain language are:
– Know your audience—who are you writing for? 

Take into consideration age, gender, ethnic 
background, education, etc.

– Identify your main message and key points—
and stick to them!

• Writing in Plain Language—20 Quick Tips.
• SMOG readability formula (Simple Measure 

of Gobbledygook).
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We Want You to Know…

• The general public assumes we share 
information and that there will be a breach.

• They are okay with this reality, but want to 
know we are doing our best to protect them.

• Different conversations with different 
audiences require different tools and 
processes.

• Templates only take you so far, but they are 
a great start!

• Literacy and language matter.
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Collaborative Participants

Colorado, Phyllis Albritton,
palbritton@pcubedpartners.com

Georgia, Alicia McCord-Estes, MPA, PMP,
aestes@dch.ga.gov

Kansas, Victoria Wangia, PhD, vwangia@kumc.edu

Massachusetts, Jerilyn Heinold, MPH,
jheinold@stoneandheinold.com

New York, Ellen Flink, MBA, emf02@health.state.ny.us

Oregon, Dawn Bonder, JD, Dawn.Bonder@state.or.us

Washington, Peggy Evans, PhD,
PeggyE@qualishealth.org

West Virginia, Patty Ruddick, RN, MSN,
pruddick@wvmi.org

mailto:palbritton@pcubedpartners.com
mailto:aestes@dch.ga.gov
mailto:vwangia@kumc.edu
mailto:jheinold@stoneandheinold.com
mailto:emf02@health.state.ny.us
mailto:Dawn.Bonder@state.or.us
mailto:PeggyE@qualishealth.org
mailto:pruddick@wvmi.org
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Thank you for 
listening!

Questions?
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Thank You for Attending

• Please visit http://healthit.hhs.gov/HISPC
for full access to all of the products 
discussed today as well as information 
about the other HISPC collaborative 
products.

• Additional materials are being posted as 
they become available throughout the 
month of June.

http://healthit.hhs.gov/HISPC
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