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Welcome io the Health Information Security & Privacy
Provider Education Toolkit designed especially for physicians
and the healthcare community. We invite you to explore cur
Web site, learn more about electronic health information
exchange, related privacy and security implicalions, eamn free
CME crediis, ask questions, and get the tools and resources
vou need o safely and securely get connected!

It's Safe.

Health information exchange has the potential o improve
communications among health care providers, support efficient
fransmission of patient records and provide effective
coordination of care. Sharing informiation through health
information exchange can improve patient safety and enhance

the quality of care. Use this powerful tool to help improve Dr. David C. Kibpbe ™9 Dr. Daniel Monqlardo

clinical decisions, coordinate care and avoid medical emrors.

It's Secure.
Froperly implemenied, CCHIT-certified electronic health record

gystems uphold the securlly proleciions you usa evary day io See what Physician Champions David C. Kibbe, MD, MBA,
maintain the confidentiality and security of your patient records. and Kentucky Lt. Governor Daniel Mongiardo, MD, have to
These systems also provide protections necessary o meet say about getting connected to health information
privacy and security guidelines set forth by HIPAA and state technology.

patient privacy laws.

It's Time.

The days of paper pafient records are drawing o a close. With

the right resources and colleague support, today’s physician G E I »
can take steps toward integrating elecironic health informafion

exchange technoloegy into their practice. This wise investment

promises several returns - fully documented records, financial CONNECTED
savings, better patient care and time saved.

Yes, | want to learn more about getting connected to
electronic health information technology.

1203
Connected

HISPC-PET NEWS

Stimulus broadens privacy disclosure

accounting

States Must Address Differences in Health 1T
Policy, Experis Say

Provider Organizations Must Comply With New
Privacy Regulaficns

A message from John D. Halamka, MD, M3
Chair, Healthcare Information Technology Standards Panel
(HITSP)

Three national panels release 'shared vision'
for health IT

Economic Stimulus Package Raichets up
Privacy and Security for Health Information

Lobbying War Enswes Over Digital Health Data

Docs say IT crtical to healthcare reform

Stimulus Package Brings Out Wide Range of
Privacy Opinions

Opinion: Widespread Health Care IT Adoplicn
“Absolutely Mecessan”

Think Tank Lobbies for New Approach fo
Health Data Privacy FProtections

Privacy lssue Could Slow Efforts to Advance
Hesalth |IT Adoplion

Privacy, breach policy takes priority in stimulus
A message from Mark Leavitt, MD, PhD hill

Chair, Certification Gommission for Healthcare Information
Technology (CCHIT)

FIND OUT HOW YOU CAN RECEIVE {FREE} CMECREDITS

Home | I | I I I | Contact Us

All information contained on the SecuredHealth org web site is intended for informational and educational punposes only and should rot be wsed to replace the advice of a qualified

professional. The information at SecuredHealth.org does not in any way constitute lagal or professional advice. SecuredHealth.org has made considerable efforis to present
accurate and reliable information on this web site; however, we give no assurance or warranty regarding the accuracy, timeliness, or applicabiity of any of the contents. Visitors io
Secura<dHealth.org should not act upon Secured Health.org content or information without first seaking appropriate professional advice. In addition, SecuredHealth cannof be hald
responsible for the contents of any externally linked pages.
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The goal of the Health Information Security & Privacy
Collaboration (HISPC) is to address barriers o health
information exchange. HISPC was established in 2006 by RTI
International through a contract with the U.S. Department of
Health and Human Services. The collaboration, comprised of 42
states and termritories, aims o effectively address privacy and
security issues periinent io electronic health information
exchange through mulii-state collaboration.

The goals of the HISPC Provider Education Toolkit are to:

¢ |ntroduce health care providers to the benefits of

electronic health information exchange (HIE), States participating in the Health Information Security &
+ |ncrease provider awareness of the privacy and security Privacy Toolkit pilot include:

benefitz and challenges of HIE,
# Motivate providers to undersiand the advantages of Contact Us

pariicipating in electronic health information exchange,
» |dentify the steps o HIE implementation, and

# Encourage paricipation in HIE. Tennessee

David Rosenthal drosenthi@utmem. edu
Kentucky

f goal of the HISPC provider education initiative is 1o create an IH_IE[I:LrIiIEEIr:rI:I'II? Iﬂ?:%?éi?iﬁ%iﬁgg?v

education and cutreach ioolkit for providers nationwide. ' '
Missouri

m Charlotte Krebs ckrebsi@primaris.org
'\-,‘

Click here to download /I\. Michigan

our Executive Summary ;'-'h:u- Linda McCardel, Co-Chair Imccarde@mphi.org
Kelly Coyle kcoyle@mphi.ong
Joe Chamberlain jchamber@mphi.ong

Mississippi

Mary Helen Conner mconner@igh.org

Bo Bowen bbowen@msgio.sdps.ong
Kathy Piazza kepiazza@gmail.com
Louisiana

Liza Stansbury, Co-Chair  Istansbury@Ihcr.ong

Jenny Smith jemithi@ Ihcr.ong

Florida

Christopher Sullivan sullivaci@ahca. myflorda. com
Diane Leiva leivadi@ahca.myflorida.com
Wyoming

Rex Gantenbein rexuwyoe.edu

Barb Robinson BRobinsi@uwyo.edu

Fran Cadez cadezicadezlaw.com
Britnee Brost bbrost3@uwyo.edu
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Al information contained on the SecuredHealth org web site is intended for informational and educational punposes only and should rot be wsed to replace the advice of a qualified

professional. The information at Secure4Health.org does not in any way constitute lagal or professional advice. SecuredHealth.org has made considerable efforis to present
accurate and reliable information on this web site; however, we give no assurance or warranty regarding the accuracy, timeliness, or applicabdity of any of the contents. Visitors io
SecuredHealth.org should not act upon SecuredHealth.org content or information without first seaking appropriate professional advice. In addition, SecursdHealth cannot be held
responsible for the contants of any externally linked pages.
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To raise awareness of electronic health information exchange, the eight states identified in DARK blug on this map are piloting the Health
Information Security & Privacy Toolkit.

Click on a dark blue pilot state to get more information and connect to the state's electronic health information website.

Click om a light blue state for contact information on activities in that state related o HISPC.

>

Home | I I | | | | Contact s

All information contained on the Secure<d Health.org web site is intended for informational and educational purposes only and showld not be used to replace the advice of & gualified
professional. The information at Secwred Health.org does mod in any way constituie legal or professional advice. SecursdHealth.org has made considerable efforts to present
accurate and refiable information on this web site; however, wea give no assurance or wamanty regarding the accuracy, timaliness, or applicability of any of the contents. Visitors to
SecuredHealth.org should not act upon SecuredHealth.ong content or information withowt first sesking appropriate professional advice. In addition, SecuredHealth cannot be held
rasponsibie for the contents of amy externally linked pages.
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"By making medical records avallable to doctors electronically, anywhere, medical errors and costs
would be reduced. if's one way fo kelp fix the broken U5, health care sysfem.” KE". mafj@"l‘a
HREPTELSD O "

= Kentucky Lt. Governor Daniel Mongiardo, MD
Forum with Lt. Gow. tackles health care ‘crisis’
Community Press, Cincinnati, OH

October 21, 2008

"Bringing palienf records into the computer age, experts say, is crucial fo improving care, reducing
errors and containing costs in the American health system.” Ehe New Aotk Evmes

- The New York Times
“Most Doctors Aren't Using Electronic Health

Records"
June 19, 2008

"We know e-prescnbing is an efficienf way to improve health care delivery, decrease medicalion
errars, and prevent potentially dangerous drug inferactions.” HEALTH

— Janet Marchibroda, CEQ INITIATIVE

eHealth Initiative
Qctober 7, 2008

"Most patients have muifipie physician encournters with different specialists, who often prescribe

different medications and often don't communicate with each other. The dangers of such a system I | l I - R
are well understood. This scenano makes having a common EHR that can be shared throughout T L
the healthcare sysfem a real imperalive fo providing excellent quality and safe care fo those IVER RILA
patients.”

- Robert Schwartz, MD

Professor & Chair

Department of Family Medicine and
Community Health

University of Miami Miller School of Medicine
December 2008

"Elactronic medical records offer numeraus advaniages over paper records which are sometimes
iegible and very often nof where the palient is when he or she needs freatment...."

"Electranic records also promole preventive care, improving health and lowernng costs....”

- Science Daily

"Mation's Only Citywide Electronic Health
Information Exchange:

Improving Health And Lowering Costs"”
October 15, 2008

"Electronic health records have the pofential fo improve the delivery of health care services.
However, in the United Siates, physicians have been slow to adopf such systems.” m

= The New England Journal of Medicine (4:‘_ _"'}\
“Electronic Health Records in Ambulatory Care - .E":'f“.. ;|
A National Survey of Physicians"” ‘-\E_'_r'l ;-:/

July 3, 2008 m—

Home | I I I I I | Eontact Us

Al information contained on the Secured Health org web site iz intended for informational and educational punposes only and should ot be wsed to replace the advice of a qualified
professional. The information at SecuredHealth.org does not in any way constitute legal or professional advice. SecuredHealth.org has mads considerable efforis to present
accurate and reliable information on this web site; however, we give no assurance o warranty regarding the accuracy, timeliness, or applicabdity of any of the contents. Visitors to
SecuradHealth.org should not act upon SecuredHealth.org content or information without first seaking appropriate professional advice. In addition, Secured Health canmot be held
responsible for the contents of any externally linked pages.
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What technology do |l
What is health
nformation need in my practice

axch HIE)? to participate in
o I HIE activities?

¥YWhat basic security
How can HIE help steps do | need to

my practice? keep my electronic
health records safe?

Dr. David C. Kibbe =55 Dr. Daniel Mongiardo

Can | atford to install ol E -
How can HIE benefit health information
my patients? technology in my
pracice? Physician Champions David C. Kibbe, MD, MBA and
Kentucky Lt. Governor Daniel Mongiardo, MD, answer your
questions on electronic health information exchange and
more.

Do | have to chan
Can | comply with ge
HIPAA and : aevarything to
participate in HIE? implemaent technology
in my practice?

What is health information exchange?

Health Information Exchange is defined as the electronic movement of health-related information among organizations according to nationally
recognized standards.

http:/fwww.nahit.org/pandc/pressi/prs 20 2008 1 33 49.asp

How can health information exchange help my practice?
Health information exchange can:

+ |Improve the quality of patient care

* |mprove competitive market position

# |mprove reimbursement rates, and

# |mprove custiomer service and patient loyvally

hitp:ihweeew. ahirg.goviclinictpihitsystp. htm

Can | comply with HIPAA and participate in health information exchange?

Yes. HIFAA provides security and privacy requirements for protecting the health information of your patients. Whether you have paper or
electronic records, these reguirements remain the same.

hitp:Yhealthit. ahrg. gow/porialserver. pt?open=5128cbjiD=1117&&PagelD=14753&mode=2&in_hi userd=3882&cached=irueAnswer

Do | need an electronic health record to participate in electronic health information exchange?

Mo, you do not need an EHR to participate in electronic health information exchange. A provider can start using technology incrementally
without purchasing an entire EHR system. For example, a provider can pariicipate in ePrescribing by linking o a secure porial offered by
health systems and phamacy organizations. The provider can also participate in health information exchange through a local Health
Information Crganization that provides a community portal to access healthcare records. hiip:ifwww himss.org/rhio _connection
20070405 RHID Connect.him hitp/iwww. healthiransformation.netfcs/state solutions http2ifwww.cms.hhs.goveprescribing/

hitp:/fwww. himss.org/ASPitopice eprescribing.asp

What basic security steps do | need to take to keep my electronic health records (EHRs) safe?
Many of the basic privacy and security practices that you have in place o protect your paper patient records also apply o electronic patient
records. For EHRs, | suggest that yvou:

# Purchase a system that iz certified by the Cerification Commission for Healthcare Information Technology found on the Web at
wenw. cohit.org.

Theroughly train staff and establish policies on what can be disclesed and under what circumstances.

Asgsign each person in your practice a unique user ID and password for the computer. Prohibit sharing of names and passwords.
Provide physician security for your EHR dafta just as you would for your paper patient records, and

Save and back up data regularly 2o it can be recovered if your system crashes. Back-up media can be any media that can be
removed from the practice premises and securely siored. The Centers for Medicare and Medicaid Services offer a number of security
related guidance documents at

http:herew.cms. hhs.gowSecurityStandard hitp:/wwew healthit. ahrny.gov

Are electronic health records more secure than paper records?

While no records are 100-percent secure, elecironic health records are capable of providing added security measures such as an audit log.
This means that anyone accessing the records can be identified. Implementing encryption can also provide another trustworthy level of
security.

hitp:/henew.ine.netTechnical Framework/upload/IHE [T Whitepaper Security and Privacy 2007 07 18.pdf

Will participating in electronic health information exchange increase my liability?

Liability issues vary from state to state. Thus, this question is best addressed through reliable legal counsel. However, the Archives of Internal
Medicine published a study on Movember 24, 2008, that suggests physicians with EHRs appear less likely to have paid malpractice claims.
More study is needed and good legal advice iz a must

hitp:archinte.ama-assn.org/cgifcontent/shor/168/21/2362

How expensive is it to implement security and privacy safeguards in my electronic office?

Costs will depend largely on the technology that you adopt, the size and location of your praciice, and the securty and privacy risks you
identify. As noted in the HIPAA Security Rule for covered entifies, safeguards should be reasonable and scalable. hilp/fwww.cms.hhs.gov
/securtystandard/downloads/securityfinalrule. pdf

Will participating in health information exchange give the government additional access to my patients’ medical records?

Slate and federal reporting laws already reguire the sharing of certain health informalion to agencies that monitor public health issues. These
releases are not prohibited under HIPAA, Alzo remember that the HIPAA Privacy Rule allows for the sharing of patient health information for
treatment, payment and health care cperations.

hitp:hwnww. hihs.gowocrhipaa/

Do Medicaid and Medicare support health information exchange?
Yes, both Medicaid and Medicare support health information exchange.

Do Stark laws prohibit me from participating in health information exchange?

Mo, Stark laws do not prohibit you from pariicipating in health information exchange. Amendments o Stark now allow hospitals to investin
sofiware and ceriain other services such as fraining for physicians without invoking Stark.

www. himss.org/contentfilesHIMSSStarkAnti-kickbackRequlationsGene ralOverview. ppt

What rights do my patients have under HIPAA privacy standards?

The HIPAA Privacy Rule gives patienis the right io access their health information, resirict access by others, request changes, and learn how
their health information has been accessed. For additional information, see the HIPAA Basic: Privacy and Security |ssues at

waww.dhhs goviocrprivacysummany. pdf |

How can health information exchange help my patients?
Health infermation exchange benefitz patients through improved quality of care, less chance of medical errors and better cutcomes.
hitp:#flibrary.ahima.orgixpedio/groups/publicidocumentsiahima’bokl 034250 . hesp?d DocMame=bokl 034250,

Can | afford to install health information technology in my practice?

The term health information technology covers a bread range of producis and services = from implementing ePrescribing to going o an
entirely electronic health record (EHR). Ultimately, I'd tell you that you can't afford not fo embrace health informaltion technology because of
its many benefits.

hitps:Mexmed.org/Template.agpx ?id=4605 hitp:/heww deloitte. com/ditcda/doc/content/us chs hiebusiness-models 111306(1 ). pdf

Do | have to change everything to implement technology in my practice?

In many cases, you will not have to change everything. Changes will depend on what technology you implement = whether you start small
and add functionality in incremental steps or implement a full EHR system. Your goal should be to have a continuous flow of information
throughout yvour office and improve overall workflow.

hifp:fifwww. centerforhit.org/x 1085.xmil

With all the changes in the healthcare industry, shouldn't | wait to invest in technology ?
Mo, you should not wail. Technology will continue to advance, and it is imporiant for physicians o begin using available iechnology mow.

What technology do | need in my practice to participate in health information exchange activities?
AL a minimum, you will need an internet connection, preferably high speed. You also will need a computer, electronic notepad or PDAL

How can an electronic health record help my practice?
Adopling a fully funciional elecironic health record (or EHR) can help improve the efficiency of yvour practice in many ways, including:

« Electronic charis are easy to find and data is accessible at the point of care.

You can easily track who looked at patient chars.

Electronic chars simplify quality tracking and reporting.

EHR systems improve workflow by providing treatment alerts and drug interaction reminders.

Digital messaging among siaff helps provide betier continuity of care for your patienis, and

An EHR system improves billing accuracy and payment turn arcund fime by ensuring complete documentation.

- = =8 @

Free Physician's Guide 2008 at hito:/hsswew.cchitorg
EHF. lessons and praciice transformation models at

How do | find a system that meets my needs?

The first step o selecting a system is to clarify yvour expectations about how the technolegy will work in your practice. Conducting a practice
and staff-level assessment helps you understand your office from the inside out, build a vizion for using EHR and expeciations for benefits.
You'll want to consider your patient population, practice workflow and structure, current information technology and staff skill level. Next, vou'll
want io consider systems certified by the Cerification Commission for Healthcare Information Technolegy [CCHIT) found at.
hiip2fwww.cchit.ong! Your peers and professional organizations are ancther great source on EHR systems and vendor information. For
example, members of the American Academy of Family Physicians can talk to peers and take advantage of group purchasing discounts.

Do doctors need patient consent to share medical records electronically?

Consent requirements vary from state fo stale and unless a state's consent laws specify otherwise it generally will nof treat health information
differently because of its form or format. It's important io be aware, however, that most siates also have laws which single out ceriain classes
of protected health information such as HIV, mental health and substance abuse which may require additional patient consent.

hiip2fwww ehealthinitiative .org/assets/Documents/ConsumerConsentforHealthinformaticnExchange-AnExploraticnofOplions. pdf
hitp:Yehrdecisions.comy/

Why should electronic health record software in a doctor's office be interoperable with other electronic health record systems?
The doclor's electronic medical records (EMRE) auiomate patient care only within that single care setting. The benefit of elecironic health
records (EHR) iz that they are interoperable and provide a longitudinal patient record that connecis data from mulliple healthcare settings.
Simply put: interoperability means that sysiems at different points of care can exchange data.

hiip2fwww.ehrbestpractice. com/

Are there other physicians willing to help me learn more about electronic health records and health information technology?
Yes, there are a number of professional associations that offer peer assisiance. | recommend that you check out the Physicians Electronic
Health Record coaliticn at www. pehro.org.

hiip/fwww.pehrc.ong

hiip:/fwww. aafp.ong

How does HIPAA affect my office staff's access to electronic health information?

The HIPAA Security Rule requires an organization o determine who has access o patient information by job title and what information needs
to be accessed to carry out each job. Individual states also have laws goveming access. For more information, see the HIFAM Basic: Privacy
and Security |ssues at

hifp:ffwww.cms.hhs.goviSecurityStandand’ hitp:/Awsw. hhs.gowocrhipaal htp:iwwew. dhhs.goviocrprivacysumimary.pdf

Is there a difference between EHR and EMR?

Yes. An EMR or elecironic medical record is an electronic record of health-related information on an individual that can be created, gathered,
managed, and consulied by authorized clinicians and staff within one health care organization. An EHR or electronic health record is an
electronic record of health-related information on an individual that conforms to nationally recegnized interoperability standards and that can
be created, managed, and consulted by authorzed clinicians and staff across more than one health care organization. So, EHRs are
interoperable and EMRs are not. Today, many people use the terms interchangeably. However, when speaking of exchanging health
infermation electronically with other providers outside your practice, the comrect term would be "EHR".

hiip2fwww. nahit.org/pandc/press/prs 20 2008 1 33 49.asp HHE offers a searchable FAQ database specific to HIPAA privacy issues.

HHS offers a searchable FAQ database specific to HIPAA privacy issues
The top FAQs are listed and a keyword search will return results from a database of over 253 FAQs. hitp:/fanww hhs.govhipaafagindex.himl
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responsible for the contents of any externaly linked pages.
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Video Clips

see whal Physician Champions David C. Kibbe, MD, MBA, and Keniucky Lt. Governor David
Mongiardo, MD, have to say about getting connected o healih information techimology.

A message from John D. Halamka, MD, MS, Chair, Healthcare Information Technology Standards
Panel (HITSPF)

A message from Mark Leavitt, MD, PhD, Chair,Cerification Commission for Healthcare Information
Technology (CCHIT)

Audio Clips

=ee what Physician Champions David C. Kibbe, MD, MBA, and Keniucky L. Governor David
Mongiardo, MD, have to say aboui getting connected to health information technology.

A message from John D. Halamka, MD, MS, Chair, Healthcare Information Technology Standards
FPanel (HITSF)

A message from Mark Leavitt, MDD, PhD, Chair, Cerification Commission for Healthcare Information
Technology (SCHITY

‘ Media Contact
= 517.853.6767 p

517.853.3B09 f
i P,

PARTNERSHIPS

117 E. Grand River Ave,
Lansing, MI 43206

Lorri Rishar Jandron Angela Artibee Witwer
President & CEQ Executive Vice President
lorrif@edgepartnerships.net angela@edgepartnerships. net
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To help you Get Connected o elecironic health information exchange, we encourage you o review the resources listed below:

Office of the National Coordinator for HIT FProvides leadership for the development and nationwide
implementation of an interoperable health informafion
technology infrastructure.

Agency for Health Research & Quality Under Health IT Toaols, find:

hitpfwww. healthit ahrg.gov Frivacy & security toolkit
Costs & benefiiz database [zearchable)
Evaluation oolkits

American Academy of Family Physicians Center for Health The focal point of AAFP's services related to Center for Health
Information Technology Information Technology medical office automation and
hitp:hwww. centerforhit.org computerization.

Includes tutorials on EMR basics, opporiunities to talk with
peers in similar practices, and practice and clinical improvement

iools.
American College of Physicians HIT FProvides physicians with resources and information pertinent to
hitp:www. acponline.org/running _praciicefechnology! running a practice successfully with health information
technology.
AHIMA My Personal Health Record Imformiation about Personal Health Records sponsored by
hitpiiwwew. myphr.com/ AHIMA
CCHIT 2008 Physician's Guide What is cerification?
hitp:hwweer. cchit.ong Why select a certified sysiem?

Why should implement an EMR system?
Download a free Physician Guide 2008

Clinical Microsystems Tools & templates (o assess your practice, evaluate workflow
and determine patients’ needs

eHealth Initiative Connecting Communities Regisier for free access to Connecting Communities
Toolz include EHR Master Quote Guide, EMR Lessons from
Small Physician Practices & several practice transformation

models.
EHR Decisions Offered by CCHIT o help physicians determine readiness for
hitp:fehrdecisions.com/ moving 1o an EHR, siart the selection process, negotiate,

purchase and implement. Has a list of incentives for
implementing EHR and questions to ask a vendor.

Healthcare Information and Management Systems Society HIMSS provides leadership for opiimal use of healthcare
hitp:hwweer himss.org information technology for betterment of healthcare.

HITSP [Health Information Technology Standards Panel) A cooperative public and private sectors partnership formed for
hitp:hwweer hitsp.org the purpose of harmonizing and integrating standards that will

meet clinical and business needs for electronically sharing
health information among organizafions and systems.

Medical Records Institute MRI's mission is to promote & enhance the journey oward
hitp:iiwww. medrecinsi.com/emropmpares elecironic medical records, e-health, mobile health and related
applications of information technologies.

FProvides EMR sysiem compariscn based on vendor
self-reporing.

ADDITIONAL RESOURCES
American Health Information Commiunity Markle Foundation Connecting for Health
http:ihwwer hhs.gowhealthit'communitybackground http:fwww. markle.org'markle programs!

healthcare/projects/connecting for health.php

American Healh Information Management Association (AHIMA)
hitp:/hwwee. ahima.org Mational eHealth Collaborative
http:fwww.nationalehealth.orgHome.aspx

American Medical Association
hitp:/iwww. ama-assn.org Office for Civil Rights
hitp:ifwww. hhe. govi/ocr privacyimdesx. himil

CMS

http:lhwwew. cms.hhs.gowHIPAAGenl nfo! RETI HIZPC
hitip:privacysecurity. i.org!
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