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59% do not work in healthcare

Question 12 asked for feelings about passwords, access and security

14% of respondents indicated (agree or strongly agree) that there is not a solution to
the privacy risks that would make them willing to put their health information online.
While 52% felt a one word password would work, 69% preferred a password and
multiple identity questions

82% agreed or strongly agreed that the best way to keep information private is to
have 100% control over who can view their information

In question 13

87% agreed to put their health information online as long as there is a verifiable audit
trail

84% agreed to put their health information online as long as there are stiff penalties
for illegal use or access

84% agreed to put their health information online as long as they have the authority to
designate who can view it

Only 5% said “under no circumstances do I want my personal health information
online”

In Question 16
Over 80% felt care would be “better and more efficient” or “quality of care would be better if my
doctor can access my health record”

Question 17 asked for the two most important benefits. The top two selections are:

73% - getting to chose to whom, what and when my record will be shared

60% - ability to look at my health information and test results to be sure they are
correct and up to date.

50% said they were more comfortable after the survey and 40% said they were
neither more or less comfortable

51% want to use a personal health record if it becomes available in their community,
29% said yes if their doctor is involved. (81% want to use one.)

How did they hear about AMH? One heard about us from an Internet ad and one
through Community minded, Wendy Carr, Ed Singler, others said friends or co-
workers. 96% provided their e-mail address
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APPENDIX N
Risks/Benefits Document

HIIAB Privacy and Security Subcommittee
Language for Consumer Pilot Participants
DRAFT - 05/26/08

e Prepared at the request of the Subcommittee chair, this document is an attempt to
summarize the key elements of the pilot privacy and security specifications that are
relevant to the average consumer user.

We are all living in the digital age and share an increasing amount of personal and financial
information online. Now, you’re thinking of creating an online personalized health care record
and adding your medical information to the mix. If you weren’t already paying attention to the
privacy and security of your online information, this is a great time to start.

As the potential owner of a personalized online health record, the first thing to know is there is
no such thing as “perfect” security nor can anyone “guarantee” your privacy. Keeping your
health records on paper carries privacy risks, keeping your records online also carries privacy
risks. There is no risk free way to store health information. Like many other areas, information
security is all about tradeoffs. For example, if you drive a car you have a risk of getting hurt in an
accident. You can avoid or reduce this risk by not driving a car, driving a car with a seatbelt,
driving a car with a helmet, or only driving a tank. Most people elect to drive and accept the risk
because it is convenient; most people also wear seatbelts but avoid the helmet and the tank
because the latter are expensive and uncomfortable. Storing your personal health information
online is similar. You are going to accept some risk in sharing health information online because
it improves your health, simplifies your interaction with the health care system or makes life
more convenient. So, what’s the equivalent of the seat belt? How do you reduce your privacy and
security risk while still enjoying a system that is usable, convenient and cost effective?

When most people think about online security they tend to think about hackers and technological
tools to keep these bad guys out. In reality, it’s less about fancy technology and more about good
practices. Making sure you buckle your seat belt reduces the risk of injury in a car accident;
following good security practices has the same effect on reducing the risk of your information
being compromised. This means the most important part of your health information security
system is YOU. You and the practices you follow are the best safeguard of your online privacy.
Here are some specific practices you should consider:

The operator of your online health record must meet minimum specifications and have a privacy
policy. Check with  (assumes there will be some type of resource or ombudsman to check
with) to make sure he operator has meet minimum specifications. The policy should be readily
available and clearly written. Make sure you understand and agree with what it says, if not ask
. The key part of the policy should state that you control access to your online information.
As you review the policy, here are a few key things you should look for:

1. While this sounds silly, since you control access to your health information, it is really
important when you go online that you are who you say you are. In other words, you don’t want
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someone who is not you, to spoof your identity and sign up as you. To protect your identity, the
operator should do three things:

e Make you sign an information sharing agreement of some type. At a minimum the
agreement should require you to be truthful in registering, use the system properly,
follow all relevant laws and promptly report any security violations you become aware
of.

e Verify your identity. This may make you a little uncomfortable because identity
verification can involve some intrusive questions. However, this is for your protection
and if your identity isn’t verified in a trusted manner all the rest of the security
protections are suspect.

e Give you a unique digital ID. Every person should have a unique digital ID (most
commonly a password or user ID, though there are many types of digital IDs). Sharing a
digital ID with someone else is just as bad an idea as sharing a seatbelt. DO NOT
SHARE YOUR DIGITAL ID.

2. What’s good for you is equally good for anyone else who gets access to your online
information; they should go through the same three steps. They should sign an agreement, their
identity should be verified and they should have their own, unique digital ID, NOT share yours.
3. No one should get to see your information unless you approve it. You should be able to
control who gets to see your record. In some cases you may even have choices about limiting
access to specific sections of your online record to specific people.

4. You should have ready access to a list of all the people who looked at your online health
information. This is your health record you have the absolute right to know who viewed it.
Asking to periodically view the audit records of who accesses your health information is a good
idea for two reasons. First, you can find out if anyone you didn’t approve had access, if so, report
this to the operator and insist on corrective action. Second, you may want to ensure the people
you want to view your records are doing so. If not, give them a call and see what’s up.
Safeguarding your information is mostly about what YOU do. Even if you do everything right,
there is always some risk. However, by checking the policy, following good practices, asking
questions and making sure the operator meets minimum specifications, you can keep that risk to
a minimum.
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Appendix O

Facts for Providers: AccessMyHealth.org
Advantages of online health record-keeping —
partnering with patients — being promoted by state
partnership

AccessMyHealth.org is a partnership of Washingtonians — patients, doctors and consumers - that is
exploring ways to securely compile personal health information in one place, so that doctors have the
advantages of working with more fully engaged patients.

The AccessMyHealth.org partnership, convened by the Washington State Health Care Authority, is supporting
the concept of online personalized health records to help patients gather and store their health information.

When patients share their online personalized health record, doctors will get more and better
information about a patient’s health status, including adherence to treatment regimens.

The AccessMyHealth partnership believes physicians can provide better care and know more about a patient’s
adherence to treatment regimes when patients take greater responsibility for their own health information;
outcomes can be improved.

Online tools for health information can meet doctor and patient needs for sharing and comparing
health data — creating efficiencies from registration to exam room to payment.

A more complete health record managed by patients — that is portable and durable and more fully accessible
by the patient — could improve the flow of clinical information from one clinical source to another, while it could
lessen-the-load for patients’ HIPAA consent requirements related to sharing information.

Online personalized health records work without requiring doctors to adopt new technology or
software in their offices.

An online personalized health record is a copy of a patient’s health information, securely accessible to patients
anytime, anywhere. It is a great leap forward to have an online and organized way for patients to gather and
maintain their own health information, and bring this information to their appointments. AccessMyHealth.org is
interested in learning what steps can be taken by doctors and patients — without new technology, software or
administrative burdens required in the clinic.

We are looking for volunteers to help us explore how an online personalized health record could be
useful to doctors, patients, and others on a day-to-day basis.

To deploy an online record that truly meets the needs of Washingtonians, we want to hear firsthand from the
people who will use it. Are you interested in having access to your patients’ personal online health information?
Do you see advantages? Disadvantages?

Privacy, security and convenience are our highest priorities.

Personal health information is near and dear to everyone — and must be protected. Help us define the privacy
and security standards needed. What can be designed into the online health record so that it offers ultimate
convenience while still meeting strong confidentiality expectations?

Make sure your opinion is heard!

Prior to testing the functionality of an online health record in early 2009, we are building consumer interest,
conducting research with organizations and individuals, and coalescing support. You can help by providing us
feedback about the prospective requirements and potential uses of the online record. We welcome all
Washingtonians — doctors and patients — to weigh in with their ideas.

AccessMyHealth.org is looking for health-, consumer- and employer-focused organizations interested in
working with us to gather opinions from their members, constituents and employees. We are also looking for
individuals interested in giving us direct input. You can participate at any level: answer a brief survey, take a
telephone poll, eventually test the functionality of the online personalized health record, or something in-
between. Learn more — or register to give us feedback — at our home on the Internet:
www.AccessMyHealth.org.
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APPENDIX P

Enrollment Questions common to all three pilot sites

INLAND NORTHWEST HEALTH SERVICES it HDMY heﬂlﬂ’l - HDM a7 tﬂm ChﬂV@e!

_ ). Shared Care Plan ol P
/ I N H S 4)) PersonAL HEALTH RECORD ’COHHUNI‘I'_\’_CH_DICE

HRB Patient Participation Survey Questions
Pre-pilot Questions used by all HRB pilots from “go live” until mid-June.

Common Enrollment Questions (5 questions)

1. How did you hear about this online health record? Select all that apply.

a. Doctor, clinic, or pharmacy
b. A website, letter or other communication from my doctor or clinic
c. Friend or family
d. Media or advertisement
e. Health fair or other community event
f. Presentation
g. Local library
h. School
i.  Community organization (For example: Headstart, AARP)
j-  Other (please specify):
2. How did you register for the online health record? Select all that apply.
a. Online/I used the Internet
b. Completed a paper form myself
c. Faxed/mailed a paper form
d. Through a series of e-mails
e. Someone helped me register
f. 1did part on paper and the rest online
3. How easy was the process of signing up for your online health record? Select one answer that
best describes your experience.
a. Very easy
b. Easy
c. Difficult. How could it be made easier?
d. Very difficult. How could it be made easier?

How would you prefer to sign up for an online health record? Select one answer that best

describes your preference.

a.
b.
C.
d.

Online

Fill out and mail a paper form

Face to face with help from an enrollment specialist
Other:
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. Who most often manages your online health record? For example: entering information,

accessing the account, setting permissions. Select one answer that best describes your
experience.

a. Ido - as the account holder

b. Ido - for a child(ren) in my household

c. A family member (examples: adult child, spouse)

d. A caregiver or friend

Patient Activation Measure (PAM) (13 questions — See Appendix Q)

Demographic Questions — About You (4 questions)

1.

Gender
Male Female

Where do you live?
Bellingham area
Spokane area
Wenatchee area

Age
Under 25
26 — 35
36 —45
46 — 55
56 — 65
66 & Up

In general, my overall health is:
Poor
Fair
Good
Very good
Excellent

62



APPENDIX Q
Patient Activation Measure

Please indicate how much you agree or disagree with each statement below. If the statement does
not apply to you, select N/A. (Answered on a scale, strongly agree to strongly disagree)

1. When all is said and done, I am the person who is responsible for
managing my health condition.

2. Taking an active role in my own health care is the most important
factor in determining my health and ability to function.

3. I am confident that I can take actions that will help prevent or
minimize some symptoms or problems associated with my health
condition.

4. I know what each of my prescribed medications do.

5. T am confident that I can tell when I need to go get medical care
and when I can handle a health problem myself.

6. I am confident that I can tell a doctor concerns I have even when
he or she does not ask.

7.1 am confident that I can follow through on medical treatments I
need to do at home.

8. I understand the nature and causes of my health condition(s).

9. I know the different medical treatment options available for my
health condition.

10. I have been able to maintain the lifestyle changes for my health
condition that I have make.

11. I know how to prevent further problems with my health condition.

12. I know how to prevent further problems when new situations or
problems arise with my health condition.

13. I am confident that I can maintain lifestyle changes, like diet and
exercise, even during times of stress.

63



APPENDIX R

Post-pilot Survey Questions

)\ Shared Care Plan mco
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HRB Patient Participation Survey Questions
Post-Enrollment

Population Characteristics (17 questions)
Please select the multiple choice answer that best describes your experience.

1. In the last year, how often have you seen a healthcare professional for preventive care
(immunization, wellness checkup, mammogram, and colonoscopy)?
a. [ haven’t seen a healthcare professional for preventive health care in the last year
b. Once-twice a year
c. 2-12times a year
d. More than 12 times a year

2. In the last year, how often have you seen a healthcare professional for health problems like
being sick or injured (visited the ER, clinic, doctor’s office)?
a. Ihaven’t seen a doctor or other healthcare professional for any sickness or injury in
the last year
b. Once-twice a year
c. 2-12times a year
d. More than 12 times a year

(PAM is included in Pop Characteristics — see Appendix Q)
Please select one answer that best describes your experience.

3. In an average month, how often do you use a computer to go on the Internet or check e-mail?
a. I sometimes don’t access the Internet/e-mail for a whole month

b. Once a month

c. 2-5times a month

d. 5-30 times a month

e. More than 30 times a month

4. Where do you access the Internet/e-mail most often?
a. My home computer

b. At work

c. Ata friend or family member’s house

d. Ata public library

e. At an Internet café or other commercial access
f. Other (please specify):
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HRB Use (6 Questions)

Please select the multiple choice answer that best describes your experience.

1. How many times have you logged on to look at your online health record?

a.
b.
C.

Never
1-3 times
More than 3 times

2. What information have you added to or updated in your online health record? Select all that

apply.
a.
. My demographic information (name, date of birth, address, etc.)

R moe Ao o

I haven’t added or updated any information.

My health indicators (blood pressure, blood sugar, weight, etc.)

My health history (family health history, dates of surgeries or procedures, etc.)
My current list of medications

My immunization information

Other (please specify):

3. What sources of information did you use to add data to your online health record — not
including what was uploaded automatically? Select all that apply.

a.

™o

g.

My records from my doctor/clinic

b. My medications from Walgreens, Longs, the hospital or another source
C.
d. Information from a health device that I can plug into my computer (heart monitor,

My immunization record from the doctor/clinic

blood pressure cuff, etc.)

Lab information like test results

I did not use other sources of information to create my online health record.
Other (please specify):

Who do you share your online health information with? This could be by printing out pages

to share or by authorizing someone to have a password to view all or part of your online
health record. Select all that apply.

a.
. A caregiver

©Rme Ao o

A family member

My regular doctor or someone in his/her office

A new doctor [ was seeing for the first time

A doctor or other personnel at the emergency room
Other (please specify):
I did not share any of the information from my online health record with anyone.

If an audit feature is available to you, do you use it to see who looked at your online health

record? Select all that apply.

a.
b.
C.

I am not aware of an audit feature as part of my online health record
I’ve never used this feature
I use the audit feature to see who looks at my online health record
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d. Tuse the audit feature to see if anyone I don’t know looked at my online health
record.

e. luse the audit feature to see if the list of people with permission to see my online
health record is accurate.

f. Other (please specify):

6. If you had any specific questions or concerns with your online health record — was it resolved
to your satisfaction?

a. I haven’t had questions/concerns at this point.

b. Yes, they were resolved. How and by whom?

c. I had questions/concerns, but didn’t talk to anyone about them. (Please describe the
problem/question J)

d. Ivoiced my questions/concerns but they were not resolved to my satisfaction. (Please
describe the questions/concerns and what steps were taken by you and others to
resolve them? )

Satisfaction with Features (9 Questions)

Please indicate how much you agree or disagree with each statement below. If the statement does
not apply to you, select N/A.
My online health record...
helps me use my local health care system more effectively
helps me communicate more effectively with health care professionals
helps me share information from one doctor with other health care providers
helps me better organize and keep track of my medications
allows me to use more of the health-related tools and programs available on the Internet
helps me understand my choices and make better decisions about my health
makes me feel more confident when interacting with the health care system
Other:
What would you like the online health record to help you do in the future?
a. Free text response

LRI h W=

Online Health Record “Ease of Use” (4 questions)

Please indicate how much you agree or disagree with each statement. If the statement does not
apply to you, select N/A.

1. Ican quickly find the information I need in my online health record.
2. 1It’s easy to update my online health record.
3. Adding information into my online health record from other (online) sources was easy to do.

4. 1It’s easy to share information from my online health record with those who need it.

NOTE: add note to N/A in this section “I haven’t shared my online health record”
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Privacy and Security (3 Questions)

Please indicate how much you agree or disagree with each statement below.

1. Icontrol the information coming into and leaving my online health record.
I know who I authorized to see my online health record.

3. Tunderstand the privacy and security policies I agreed to as part of the enrollment process for
my online health record.
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