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Secure. Private. Accessible.

Test Your Knowledge!

This questionnaire is designed for the consumer to test their knowledge of electronic health records.

I. Please indicate your response to each of the following items by circling T (True) or F (False):

—_—

11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.

| know what the term “electronic health record” means.
| understand the benefits of electronic health records.
| know what the term “security” means as it applies to electronic health records.

| know what the term “privacy” means as it applies to electronic health records.

. There is no difference between the terms security and privacy as they apply to electronic

health records.

. If there were no privacy standards, we would not need security standards.

. I know how much access my health insurance company has to my electronic health record.
. | can prevent access to my electronic health record.

. I know what is meant by “need to know” access.

. Records containing substance abuse and mental health information are handled with greater

security measures.

| can get copies of my electronic health records on a CD or a flash drive.

Unauthorized access to my electronic health record is punishable by law.

| have the right to “opt-out” of having my medical records kept in electronic record format.
Electronic health records are never invaded by viruses.

| can get my electronic health record corrected if | find a mistake in it.

If my doctor’s electricity goes out or the computer goes down, he/she still has access to my records.
| know who currently has access to my electronic health records.

| can access my electronic health record from my home computer.

The government has access to my electronic health records.

All doctors and hospitals use the same type of electronic health record system.

My records will eventually be used to determine my insurance rates.

| know where to get detailed information about my health privacy rights.

| know how to file a complaint about a privacy violation.
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Il. Select appropriate answer by circling the corresponding letter.

1. The HIPAA Privacy regulations provide the consumer with the right to:

a. Take their record wherever they want
b. View a parent’s record

c. Edit their own record

d. Request a copy of their sibling’s record

2. Examples of security safeguards include:

a. Passwords
b. Badges
c. User names

d. All of the above

Answer Key

I. T (True) or F (False): Answers fo some of the items may vary. See the Reference Page at the end of
this key for resources used for the answers.

1.

o O AW

Electronic Health Record - An electronic record of health-related information on an individual
that conforms to nationally recognized interoperability standards and that can be created, managed,
and consulted by authorized clinicians and staff across more than one health care organization.

. Benefits of Electronic Health Records — Some of the many benefits include:

® Electronic health records can “follow you” to whatever provider you may be seeing. As a result,
those providers are able to review files that are complete and up to date.

* Notes about your care are easier to read when they are input from a keyboard versus written by
hand, so errors can be avoided.

* The use of electronic health records lets you know that you are being cared for by a provider who
uses technology for your benefit.

. Security — The means to control access and protect information from disclosure.
. Privacy - The right of a person to control the disclosure of personal information.
. (F) False - See 3 and 4 above

. (T) True — Without implementing security measures, it is nearly impossible to uphold privacy, and

without privacy standards, there would be no need for security measures.

. Insurance companies have no greater access to electronic information than to information stored on

paper. Information that identifies you, as well as your diagnosis, procedures, medications, supplies
used, and charges are examples of information needed by insurance companies.



8. (F) False - Those organizations that are required to abide by the Health Insurance Portability and
Accountability Act (HIPAA) are called Covered Entities. The Covered Entity has the responsibility to
prevent unauthorized access to your electronic health information.

9. Need to Know Access — A minimum necessary standard reflected in the HIPAA regulations.
This standard covers entities to evaluate their practices and enhance protections as needed to limit
unnecessary or inappropriate access to protected health information.

10. Unlike paper records, systems that maintain electronic health data often give providers the ability
to conceal individual data items. Since the features of each electronic system differ, your health
care provider will be able to discuss the options available to them. Federal and state laws provide
for some additional protection for HIV (R.S. 40:1300.14) and genetic test results (R.S5.40:1299.6),
psychiatric, and substance abuse records (42 C.F.R) in some cases providers must obtain your
authorization to release this information. However, there are circumstances that allow health care
providers to release this information without your authorization. You may request that your health
care provider restrict access to any of your health information. However, providers are not required
to agree fo a request for restriction and in some cases are required to release information.

11. You can request a copy of your health information on CD or a flash drive. The provider will make
the determination in which media the copy will be produced, normally a paper copy.

12. (T) True - HIPAA provides for both civil and criminal penalties. While the penalties are clear-cut,
provisions were made for the Secretary of Health and Human Services to have some leeway in
determining if there were extenuating circumstances not taken into account under the letter of the law.

13. (F) False — The conversion from a paper to [electronic] format is considered a normal function
of daily business operations. You always have the right to change from a provider that is using
electronic records to one who does not.

14. (F) False — The HIPAA standards require covered entities to safeguard protected health information
(Medical Records.) These safeguards reduce the risk of viruses and other threats to electronic
information. However, just as paper records are vulnerable to disasters, such as fires and floods;
electronic records can also be vulnerable to viruses and other forms of attack if the proper
safeguards are not in place. All electronic systems, not just electronic health care systems, are
vulnerable to threats such as: systems can be taken down or vandalized, information can be stolen,
and data can be misused.

15. (T) True - You have the right to request a change to information in your medical record. The
provider does not have to change the information. If a mistake in your medical record is found,
contact the health care provider in writing and request the information be corrected. It is important
to provide information to support why the information should be corrected. Your health care provider
will review the information submitted and determine if the information should be corrected. Most
electronic systems provide features to amend information. Amendments allow for the original
incorrect information and the corrected information to be seen.

16. (F) False — There is no power unless they have a backup generator. Physicians are able to print out
a paper chart, though, so that if that occurred before the power failure, the physician will still have
access to your records.



17.

18.

19.

20.

21.

22.

23.

(F) False — As a patient you have access to your own health information. You may also give others
authorization to access it. However, there are circumstances where your permission to access health
information is not required. The HIPAA Privacy Rule requires that access to your health information be
limited to the minimum amount a person needs to perform their job.

It depends. Because the features of each electronic health information system are different, the
amount of information available to you will differ with each health care provider. Some providers
may be able to offer you individual test results or summaries of your health care data from your home
or office computer, while other providers may not be able to provide any electronic access. Speak to
your health care provider about the information available to you electronically.

(F) False — The HIPAA Privacy Rule does not create such a government database or require a
physician or any other covered entity to send medical information to the Federal government for a
government database or similar operation.

(F) False — Each health care provider can choose the system that works best for them. Physicians in
the same office or multi-hospital system are more likely to use the same system.

Providers generate claims for payment based on the care they give you. Those claims are among
various factors that drive the cost of health insurance. Insurance companies can request additional
information about your care to validate the claims they receive. Their right to access that information
is no different whether your health information is kept in paper charts or in an electronic health
record system.

There are various sources including the following summaries from the United States Department of
Health and Human Services: (1) Privacy and Your Health and (2) Your Health Information Privacy Rights.

You have several options available to you:

(a) File a complaint with the health organization’s privacy official, (b) file a complaint directly with
the Department of Health and Human Services, Office of Civil Rights, (c) file a complaint with a state
government agency, or (d) consult an attorney.

Il. Multiple Choice (the correct answer is bolded)

1. The HIPAA Privacy regulations provide the consumer with the right to:

a. Take their record wherever they want
b. View a parent’s record

c. Edit their own record

d. Request a copy of their sibling’s record

2. Examples of security safeguards include:

a. Passwords
b. Badges
c. User names

d. All of the above
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