APPENDIX G:
INDIVIDUAL REQUIREMENTS REVIEW (IRR)

See the accompanying Excel Spreadsheet titled
Appendix G IRR_ IndividualRequirementsReview.xls.
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Negotiated Requirements Review.

'Each negotiated requirement is presented using data from the multi-state negotiation of the Individual Requirement Review.
The Idividual Requirement Review COMPARES the specific events or actions of two AHIC use cases to commonly identified requirements reported across all participating states.
The following tables [T2] summarizes agreed minimum negotiated requirements and requirements placed in the parking lot for further discusion.

MNegotiated Status: AUT 1- User Authentication
"+" means item is to be included in minimum policy;

L- EHR Labhoratary Use Case

M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements?

T2. AUT1 Matched Requirements across use cases and reportingstatel L L/'ML/M M L M M PARKING LOT
AUT 1 "User Authentication AZ |CO| CT | OK|MD| NE |WA ISSUES / EXPLANATIONS
Negotiated Status
Method of User Identity Vetting:
+ In person R R R R R R R n person to a trusted authority recognized by the State or Federal Government.
- Notary 3 BB
+ Demonstrate Government-issued ID R| R |R R R R R
- Other:
+ Validate Provider Licensure R|O|R R R R R Validate provider licensure when applicant is requesting an identity tied to a regulated provider type
+ Validate Employees of Licensed Provider Organization R|IR|R|R|R|R|R
+ HIO use of a specific naming convention as a primary RIRFR|R| OO | R | R
Assurance Level used:
- Low [username/PIN) R |HRY R
+ Medium (Knowledge/strong password) R|R|O|R|R|R]|R
Lab Results Context Restrictions: Meed to send to H5PL collaborative - certain states have restrictions.
- Ordering clinician 0 0
- Associated organization 0 0
Medication Context Restrictions: MNeed definition/clarifications on both context restrictions. Out of scope for this project.
- Ordering clinician R|O|R R
- Association with organization initiating order |0 |0 R
Where sensitivity restrictions apply, identity,role, affiliation and purpose of use must be declared and
+ Sensitivity Restricted: electronically codified.
RIA HIV R|O|R R R|O|R
RIA Mental Health Record R|O|R|O|R R
RIA Substance Abuse Record R|O|R|R|R R
RIA Sexual Health Record R|O|O|O|R R
RIA Prison Health Record R|O|O
RIA Other: _ geneticinformation_ R

lS'ta'te reported as Not implementable at this time

R- required; O - optional




Negotiated Status: AUT2 - Subject of Care Identity
" +" means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion. Required-Optional Requirements™®
T2. 'AUT2 Matched Requirements across use cases and reportingstatel L L/ML/M M L M M
AUT2- subject of Care Identity AZ | co| cT | oK |MD| NE |wa

MNegotiated Status
Matching criteria policy

{e.g., exact match on DOB, First Name, Last Name,
+ |Address) R|R|R|R|R|R|R

R- required; O - optional

Negotiated Status: AUT3 - System Authentication

"+" means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion. Required-Optional Requirements? PARKING LOT
T2. AUT3 Matched Requirements across use cases and reportingstate] L L/ML/M M L M M
AUT3 - System Authentication AZ |cO | T | OK |[MD| NE |waA ISSUES / EXPLANATIONS
Negotiated Status
System Identity Vetting: R Suggest changing "IN-PERSOMN SITE VISIT" to "data sharing agreement signed by legal and CEOs"
Assertion by Authorized Organization
Representative RIRRR|R|R|R|R|R
+ |Demonstrate association with Licensed Organization R|R|R|R R
Assurance Levels:
+ High (PKI/Digital ID) R | R R
Where sensitivity restrictions apply, identity,role, affiliation and purpose of use must be declared and
+ Sensitivity Restricted 0] electronically codified.
RIA HIV R | /O O | R R
RIA Mental Health Record R|/OlR|O|R R
RIA Substance Abuse Record R |/O/lR|R|R R
RIA Sexual Health Record R|/OlR|O|R R
RIA Prison Health Record R |/O| O
RIA Other: Specify: R|/O| O

R- required; O - optional

Negotiated Status:
"+" means item is to be include in policy; L- EHR Laboratory Use Case

M - Medication Management Use Case
" P " means Parking Lot - in need of further discussion. Required-Optional Requirements®

Usecase| L L/ML/M M L M M
T2. 'AUT4 Matched Requirements across use cases and reporting statel AZ | CO | CT | OK |MD| NE | WA
+ |Use of Timestamp R|R|R R|R|R|R

R- required; O - optional




Negotiated Status:
"+" means item is to be include in policy;

L- EHR Laboratory Use Case

M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements?

PARKING LOT
Usecase| L L/IML/M M L M M
T2. AUTS Matched Requirements across use cases and reporting statey AZ | CO | CT | OK [MD| NE [WA ISSUES / EXPLANATIONS
Organization Identity Vetting:
+ Personal Knowledge RI|IRFO|C|R|R|R
+ Demaonstrate Articles of Incorporation R/|/O|R|R|R|R
HIO use of a specific naming convention as a primary Don't have right now. This is a requirement at the state level Recommend development of a Naming
+ identifier R B Convention that can be registered and identified nationally.
RIA Use of Object identifier (OID): R|O|O
RIA Describe:_idiosyncratic naming (Colorado) R 8]
Assurance Levels: =
+ High (P¥I/Digital ID) R|R|R|R R
- |Lab Results Context Restrictions: Out of scope for this project.
- Ordering system R/| O R R
- |Medication Context Restrictions: Out of scope for this project.
- COrdering system o0 R
- Association with organization initiating order 0|0 R
Where sensitivity restrictions apply, identity,rale, affiliation and purpose of use must be declared and
+ Sensitivity Restricted - Lab & Medication ] R electronically codified.
RI1A HIV 8] R |R|O| O
RIA Mental Health Record O|R|O|R (8]
RIA Substance Abuse Record O|R|R|R (8]
RIA Sexual Health Record oO|0|0|R
RIA Prison Health Record o|0| 0

R- required; O - optional

Negotiated Status:
"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

PARKING LOT

Usecase| L L/IML/M M L M M
T2. AUT6 Matched Requirements across use cases and reporting stated AZ [ CO | CT | OK |MD| NE (WA ISSUES / EXPLANATIONS
MNeed further clarification. Also not sure which use case it applies to.Need to have an identity
established, but the identification method can include but not be restricted to one of the following
+ |Means for identifying recipients of communications: *E methods:
+ Derived from ordering system communications R | O R R
+ Selected from provider directory O| R 8]
Derived from identifiers included in request for
+ information /RIO|R|R R

R- required; O - optional

Negotiated Status:
"+" means item is to be include in policy;

" P " means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements™®




Negotiated Status:

"+" means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Cas
"P " means Parking Lot - in need of further discussion. Required-Optional Requirement
AUT? Included in Med Man. Use Case Dnly.- MM M - MM
T2. AUT7 Matched Reqguirements across use cases and reporting stated AZ | CO | CT | OK |MD | NE | WA
+ Signer credentials: R
- Credential issued by trusted authority R | R R
+ Credential is current E | R R
+ Credential is not suspended/revoked R | R R
Credential is of appropriate type [e.g.
+ physician, pharmacist) R|R|R R
+ Data Integrity: R
+ Data has not been changed since signature R|R R
+ Timestamp R | R R

R- required; O - optional



Individual Requirement Review.

The Idividual Requirement Review COMPARES the specific events or actions of each AHIC use cases to those consistently identified requirements reperted across all participating states.

‘Each requirement under review is presented using data in a three table format.

The AHIC Use Case Events/Actions Triggering Requirement identifies the events/actions that trigger a specific requirement.

Table 1 (T1)-Use Case Events/Actions uses data from Part 4 of the data collection template to identify commaon events/actions under which = specified requirement is or may be triggerad
across the participating state models. [Lor Mindicates which use case the event or action come frem: L reprezents EHR Lab Result; M resprezents Medication Management.]

The specified event or action use case code is given as is a summary of the event or action th

Table 2 [T2] Uses data collected from Part 3 and delineates each requirement to understand
development.

at triggers the requirement in review.

the differences of each element and identify commen areas for potential policy

AHIC Use Case Events/Actions Triggering Requirement AUT1- User

T1. Use Case Events/Actions Trigegering Requirement AUT1- User

Ambulatory Clinician Perspective

bulatory Clinician Perspective

Authentication Authentication
L 3.2.1.1s |Send request for historical result to repositaries L 3.2.1.1a |Send requestfor historical result to repositories
L 3.2.3.1 |Submitauthentication info to locator L Submit authentication info to lecator
L 3.2.4.2 |Submitauthentication info to data repository L Submit suthentication info to data repository
L 3.42.1 |Authenticate to locatorservice L Authenticate to locater service
L 3.43.2 |Authenticate and verify as ordering clinician of care L Authenticate and verify as ordering clinician of care
L 3.5.2.1 |Authenticste cllinician requesting Iab test result L Authenticate cllinician requesting |ab test result
™ £.1.2.1 |Requestinfoinelectronicform M Request information in electronic form
Am
Ll
Ll
Ll

™ 7.1.2.1 |[Check patient eligibility 7.1.21 Check patient eligibility
™ 7.1.2.1 |Reguestavailable med/allergy info in electronic form 7.1.3.1 Request available med/sllergy info in electronic form
™ 7.1.41 |(Considerformulary 7.1.6.1 Communicate current med list, scripts, allergy info, care instruct to patient
™ 7.16.1 |Communicate current med list, scripts, allergy info, care instruct to patient] Ambulatory Pharmacist Perspective
Ambulatory Pharmacist Perspective M| 7.211 Werify script
M 7.2.1.1 |Verifyscript [ 7.2.21 Request available med/allergy info in electronic form
M 7.2.2.1 |Request available med/allergy info in electronic form Information Exchange
Information Exchange il 3.2 Locate records
™ 8.2 Locate records il 3.3 Retrieve data
M 2.3 Retrieve data
MNegotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements®

T2. AUT1 Matched Requirements across use cases and reporting states L /MM M LM M
User Authentication AZ | CO | CT | OK |MD | NE | WA
Write the RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Negotiated Status
iMEthDd of User ldentity Vetting:
Add to minimum policy + : In person R|R|R|R|R|R|R
|zzue with notary versus in person. Send to Legal team and write definition of bath. P : Motary ol 0 - 9]
Add to minimum paolicy + : Demaonstrate Government-issued 1D R|R|R|R|R|RBR|R
A7 tocheck backwhat was response to Cther. P Other: R
4 options with different meanings for where applicable in. Need definition P :Walidate Provider Licensure R|O|R|R|R|R|R
Add to minimum policy + ‘Walidate Employees of Licensed Provider Organization R R R R R R R
Add to minimum policy + ‘HIO use of a specific naming convention as a primary identifier RIRRIR|O|O| R|R
01D is not required in CT therefore not included in policy. - : Use of Object identifier {QID): R
H Describe
‘Assurance Level used:
: Low (username/PIN) R [EB} R
States agree on Medium as minimum policy Medium (Knowledge/strong password) R R| O R R R R
: High(PKI/Digital ID) o
- i Very High (Token) R
: Other
Meed to send to HSPL collaborative - certain states have restrictions ium Results Context Restrictions:




Ordering clinician

P : Associated aorganization

Need definition/clarifications on both context restrictions

: Medication Context Restrictions:

P : Ordering clinician

-

=l

p H Association with organization initiating order

o

o

]

=]

Need to send to HSPL collaborative - certain states have restrictions

Sensitivity Restricted:

HIV

Mental Health Recaord

Substance Abuse Record

Sexual Health Record

Q=m0 |3

E=R =N =R )

[ |- |-

Prison Health Record

o0 0|0 |0

[ == == ]

- B e - B - M= B -

Other: __genetic information

AR (M@= (5.

Other

5tate reported 2= Not implementable atthis time



AHIC Use Case Events/Actions Triggering Requirement AUT2- Subject of Care

T1.Use Case Events/Actions Triggering Requirement AUT2- Subject of Care

Identity Identity
e 3.2.3. 2a |Clinician/locator agree on patient identity based on shared mpi L : 2.23.2a [Clinician/locator agree on patient identity based on shared mpi
# 2.2.3. 2k | Clinician and lacator agree on patient id based an patient identifier matching L 3.2.3.28 |Clinician and lacatar agree on patient id based on patient identifier matching
1 3.2.3.2 |Clinicizn/locator agree on patient identity through patient trait match L 3232 Clinician/locator agree on patient identity throush patient trait match
L 3.2.4 4 |Verifycorrect patient id and correctness of results and ermor correct if neceszary L 3511 Receive test result [file) location and completeness of information
T 3.5.1.1 |Receive test result (filejlocation and completeness of information L: 3522 Clinician and locator agree on patient id
L 3.5.2.2 |Clinician and locator sgree on patient id Ambulatory Clinician Perspactive
Ambulatory Clinician Perspective M 7121 Check patient eligibility
M 7.1.2.1 |Checkpatienteligibility M: 7131 Request svailable mad/allergy info in electronic form
M 7.1.3.1 [Requestavailable med/zllergyinfoin slectronic form M : 7141 Consider formulary
M 7.1.4.1 |Consider formulary Ambulatory Pharmacist Perspective
Ambulatory Pharmacist Perspective M: 7221 |quu55tavailable med,zllergy info in electronic form
M 7221 |REquEsta\raiIablE med/allergy info in electronic form Information Exchange
Information Exchange M 21 Identify subject
M 81 Identify subject ™ 2.3 Retrieve data
M 2.3 Retrigve data

Negotiated Status;

Write the RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

"+"means item is to be include in policy;
"="means do not include item in policy. For all - " please include explanation.
" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements*

T2.'AUT2 Matched Requirements across use cases and reporting states

L UMM M L M M

Subject of Care Identity

Megotiated Status

Az | co|cr | ok|mp| e |wa

Collection and processing of patient demographics R R R R
Some states law do not permit collection of 55N - Collection of 55N R|O|O|O|O]|R
Some states law do not permit collection drivers license - Collection of Driver's License N/O o (8]

Add to minimum policy. Alse, clarfiy matching policy as weighted match.

+

Matching criteria policy
ie.g., exact match on DOB, First Name, Last Name, Address)

CO not sure why selected

Other,

All states agreed not a minimum policy

Provider prove subject of care

R
3 I h

.State reported 2z MNotimplementable at thiztime

T1. Use Case Events/Actions Triggering Requirement AUT3- System

Authentication
L 2421 Authenticate to locator service
L 34312 Authenticate and verify as ordering clinician of care
L 3521 Authenticate cllinician requesting lab test result
™M 61.2.1 Reguestinfe in electronic form

IAmbuIatDryClinician Perspective

IM 7121 Check patient eligibility

IM 7131 Request available med/allergy info in electronic form

IM 7141 Consider formulary

IM 7161 Communicate current med list, scripts, allergy info, care instruct to patient
IAmbuIatury Pharmacizt Perzpective

Im] 7211 [Verifyscript

IM 7.2.21 Reguest available med/allergy info in electronic form

|Infurrnatiun Exchange

IM | 2.2 |L|:H:atE records

Negotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. For all "- " please include explanation.
" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements*




T2. AUT3 Matched Requirements across use cases and reporting states L LML/ M L M M
System Authentication Az | co| cr | ok |mp| mE |wa
Write the RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Megotiated Statu
System ldentity Vetting: R
Suggest changing to "data sharing agreement signed by legal and CEOs" - In-Person — site visit o|lo|o|O0|O|U
Add te minimum pelicy + Assertion by Authorized Organization Representative R |R/R|R|R| R R
- Certification
- FDA
- CCHIT R
Other
- System IP Address R o)
- System Domain Mame oO|R/| O
Other
Add to minimum policy + Demonstrate association with Licensed Qrganization R R R R R 9]
HIO use of @ naming convention as a primary identifier
Use of Object identifier (O1D): o] o] R
Describe:; R/
Assurance Levels:
Low (Username/PIN)
Medium [Knowledge/strong password/shared secret) R
Add to minimum policy. High assurance level needed in future. + High (PKI/Digital 1D) R| R R
Very High (Token)
Other : vpn(Colorado); Secure Gateway Connection
(Arizona) R R
- Lab Resuits Context Restrictions:
- Ordering system R | O o
- Medication Context Restrictions:
- Qrdering clinician (a] R
- Association with arganization 1 ating order o0 R
Restrictions by state law and practices. Forward to legal. F Sensitivity Restricted (8]
Restrictions by state law and practices. Forward to legal. P HIV R | /O ao| R R
Restrictions by state law and practices. Forward to legal. F Mental Health Record R|/O|R|O|R R
Restrictions by state law and practices. Forward to legal. F Substance Abuse Record R|/O|R|R|R R
Restrictions by state law and practices. Forward to legal. F Sexual Health Record R|/O|R|O|R R
Restrictions by state law and practices. Forward to legal. P Prison Health Record R |/O| O
Restrictions by state law and practices. Forward te legal. F Other: Specify; R|/O| O
Other
T1. Use Case Events/Actions Triggering Requirement AUT4- Data
Authentication
L 2.4.1.2 Werify authenticity of laboratory and lab test result file contents
L 351.2 wWerify authenticity of lab test result location and completeness of related information
M 6111 Receive info from drug suppliers
IM 6.1.3.3 Document med reconciliation
IM 6.1.7.3 Document med reconciliation
IM 61381 Prescribe new meds stdischarge
IM 6151 Communicate med and allergy info to next provider
IAmbuIatDryCIinician FPerspective
IM 7111 Receive info from drug suppliers
| 7122 [signscripe
IM 7.1.45 Communicate info to pharm




Add to minimum policy.

Difficult to implement.

Negotiated Status:

"+"means itemn is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
" P"means Parking Lot - in need of further discussion.

Required-Optional Requirements™®

Usecase| L L/IML/M M L M M
T2.'AUT4 Matched Requirements across use cases and reporting states AZ | CO| CT | OK [MD | NE | WA
+ Use of Timestamp R|R|R|R|R|R|R

_ Signature Purpose [ASTM E1762) R R Bl DO B

T1.'Use Case Events/Actions Triggering Requirement AUTS-Organization
Authentication

|_| 3.521 |AuthEnticatEcIIini:ianrEquEstingIathstrEsult

Information Exchange

M | 3.3 |REtriE\.rE data

Nezotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "- " please include explanation.
"P"means Parking Lot - in need of further discussion.

Required-Optional Requirements®

Usecase| L L/IMLM M L M M
Write the RESOLVED POLICIES / ISSUES / EXPLANATIONS below. T2. AUT5 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
Organization ldentity Vetting:
Change "In Person - Site Visit" to "Personal Knowledge”, minimum policy + Personal Knowledge RI|/ROJO|R|R|R
Certification O
Mot to be included in policy. - leint Commission /R
Mot to ke included in policy. - SAS-70 Compliance /R o0
Not to be included in policy. - ENHAC Compliance /R
Other JO
+ Demonstrate Articles of Incorporation R/f|/O|R|R|R|R
Other
Remove word "Healthcare”, Minimum policy Validation of Organization Licensure R|/AR|R | R R | R
Don't have right now. This is a requirement at the state level. For B HIO use of & specific naming convention as a primary identifier R R
future discussion. P Use of Object identifier (QID): R|O| O
P Describe;_idiosyncratic naming (Colorado) R o
Assurance Levels: **
Low [Username/PIN) R
Medium [Knowledge/strang password/shared secret) R
Add to mimumum policy. + High {PKI/Digital ID) R|R|R|R R
Very High (Token)
Other_ VPN_[Colorado)__ 2
Need definition. Same issues as AUT-1 P Lab Results Context Restrictions:
P Ordering system R/ | O R R
P Medication Context Restrictions:
P Ordering system o| 0o R
P Associgtion with organization initiating order o0 R
P Sensitivity Restricted - Lab & Medication o] R
P HIV o R | O R|O| O
P Mental Health Record O|R|[O|R o]
P Substance Abuse Record O|R|[R|R o]
P Sexual Health Record o0 0O R
P Prison Health Record oo O




| | | | Other: Specify:

Need further clarification. Also not sure which use case it applies to.

Add to mimimum pelicy.
Add to mimimum policy.
Add to mimimum policy.

Add to mimimum pelicy.

Add to mimimum pelicy.
Add to mimimum policy.
Add to mimimum policy. Followup with CO.

Add to mimimum pelicy. Followup with CO.

** Reported as Not Applicable to model.

T1. 'Use Case Events/Actions Triggering Requirement AUTG- Authenticate
Reciepient Identity (Organization/System/User)

Ambulatory Clinician Perspective

™M | 7.145 |Cummunicateinfutupharm

Ambulatory Pharmacist Perzpective

™M | 7242 |Pruvi|:|e med dizpensing status

Information Exchange

M | 2.4 | Route database content

Megotisted Status:

"+"means item is to be include in policy;
"—"means donot include item in policy. Forall "-" please include explanation.
"P"means Parking Lot -in need of further discussion.

Required-Optional Requirements*

Usecase| L L'ML/M M L M M
T2. AUTE Matched Requirements across use cases and reporting states AZ | CO | CT | OK |MD | NE | WA
P Means for identifying recipients of communications: b
P Derived from ordering system communications R|O R R
|2 Selected from provider directory JR| O R 0
Derived from identifiers included in request for
P information R/l O| R | R R

** Reported as Not Applicable to model.

T1. Use Case Events/Actions Triggering Requirement AUT7- Data Validation

MNegotiated Status:
"+"means item iz to be include in policy;
"—"means donot include item in policy. Forall "-" please include explanation.
"P "means Parking Lot -in need of further discussion.
AUT7 Included in Med Man. Use Case only.

Required-Optional Requirements®

M

M

MM

T2. AUTT Matched Requirements across use cases and reporting states

AZ

co

0K

NE | WA

Signer credentials:

Credential issued by trusted authority

Credential is current

|+ |+ [+

Credential is not suspended,revoked

ERE-RE-R R

Credential is of appropriate type (e.g. physician,
pharmacist)

Data Integrity:

Data has not been changed since signature

|+ |+ [+

Timestamp

== == R -]




Negotiated Requirements Review.

'Each negotiated requirement is presented using data from the multi-state negotiation of the Individual Requirement Review.

The Idividual Requirement Review COMPARES the specific events or actions of two AHIC use cases to commonly identified requirements reported across all participating states.
The following tables [T2] summarizes agreed minimum negotiated requirements and requirements placed in the parking lot for further discusion.

Negotiated Status: AUD1 - INFORMATION REQUEST
" +" means item is to be include in policy;

" P " means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case
M - Medication Management Use Case

Required-Optional Requirements*®

Usecase| L LM LM M L M M PARKING LOT
T2. 'AUD1 Matched Requirements across use cases and reporting AZ | €0 | €T | OK | MD | NE | WA ISSUES / EXPLANATIONS
+ |Requires Written Policy R R R
Components Required in the Written Policy:

Date/time of request R|R|R|R|R|R
+ Reason for request R R R|R|R|O

Description of information requested (to
+ include): R R|R|R
+ Data accessed R|/R|R|R R| R
+ Data transmission R|R R R
+ Any data changes (adds, changes, deletes) N/ R

Whether data was transmitted or printed to

+ another party R R

1D of person/system requesting disclosure R|R|R|R|R|R

1D/ verification of the party receiving the

information. R|R|R|R|R|R|R
+ 1D of the party disclosing the information. R|R|[R|R|R|R|R

Verification method of requesting the party’s
+ D R|/R|R|R|N R
+ Policy requires audit log identify: R R
+ Whether release requires authorization R R | R R | R
+ Whether authorization was obtained R|R|R|R R | R

CT remove as a requirement. Need to discuss as a requirement in log. Where a
transaction requires a consent or authorization you track it for audit purposes,
RIA Consent ID R where applicable.

R- required; O - optional




Megotiated Status: 'AUD2 - INFORMATION DISCLOSURE
" +" means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case
" P " means Parking Lot - in need of further discussion. Required-Optional Reguirements® PARKING LOT
Usecase| L LM LM M L M M
T2.'AUD2 Matched Requirements across use cases and reporting states Az | €O | €T | OK | MD | NE | WA ISSUES / EXPLANATIONS
+ |Requires Written Policy R R
Components Required in the Written Policy:
Date/time of request R|R|®R|R|R|R
+ Reason for request R R R|R|R]|O
Description of information requested (to
+ include): R R|R|R
+ Data accessed R|R|R|R R|R
+ Data transmission R R R R R
+ Any data changes (adds, changes, deletes) N/ R R
Whether data was transmitted to another
+ party R R
1D of person/system requesting disclosure R|R|R|R|R|R
1D/ verification of the party receiving the
information. R|R|R|R|R|R
1D of the party disclosing the information. R|R|[R|R|R|R|R
Verification method of requesting the party’s
+ [5] R|/MR/R|R|R|N R
Authorization Policy requires audit log identify R
Whether release requires authorization R R | R R
Whether authorization was obtained R|R|R|R R
Where a transaction requires a consent or authorization you track it for audit
RIA Consent ID E=} R purposes, where applicable.

R- required; O - optional



Individual Requirement Review.

The Idividual Requirement Review COMPARES the specific events or actions of each AHIC use cases to those consistently identified requirements reported across all participating states.

'Each requirement under review iz presented using data in & three table format.
The AHIC Use Case Events/Actions Triggering Requirement identifies the events/actions that trigger a specific requirement.

Table 1(T1)-Use Case Events/Actions uses data from Part 4 of the data collection template to identify common events/actions under which a specified requirement iz or may be triggered
zcrossthe participating state models. [Lor Mindicates which use case the event or action come from: L represents EHR Lab Result; M respresents Medication Management.]

The specified event or action use case code iz given az is 3 summary of the event or action that triggers the requirement in review.

Table 2 [T2] Uses data collected from Part 3 and delineates each requirement to understand the differences of each element and identify common areas for potential policy

development.

T1. Use Case Events/Actions Triggering Requirement AUD1- Information

Request
I 3235 Loginteraction with locator service
I 32486 Log interaction with data repository
I 3423 Loginteraction with locator system
I 3435 Loginteraction
MNegotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P "means Parking Lot - in need of further discussion.

Required-Optional Requirements®

Usecase| L L/MLM M L M M

T2.'AUD1 Matched Requirements across use cases and reporting states A7 | CO | CT | OK | MD | NE | WA

Add to minimum policy. + Requires Written Policy R R R
Components Required in the Written Policy:

Add to minimum policy. + Dateftime of request R|R|R|R|R|R|R
Add to minimum policy. + Reason for request R R|R|R|R|O
Add to minimum policy. + Description of information requested (to include): R Rl R | R
Add to minimum policy. + Data accessed R|/R| R R R R
Add to minimum policy. + Data transmission R| R R R
Add to minimum policy. + Any data changes (adds, changes, deletes) N/ R
Remove "or printed to". Add to minimum policy. + party R R
Remove whether data was printed by another party. - Shathardacawacpratad-byasnstharparty R R
Add to minimum policy. + ID of person/system requesting disclosure R B R R B R [+
Add to minimum policy. + |D/verification of the party receiving the information. R R R R R R R
Add to minimum policy. + 1D of the party disclosing the information. R R R R R R R
Add to minimum policy. + Verification method of requesting the party's ID R|/R| R R M R
Add to minimum policy. + Policy requires audit log identify: R B
Add to minimum policy. + Whether release requires authorization R B R B B
Add to minimum pelicy. + Whether authorization was obtained R|R|R|R R| R
CT remove as a requirement. Need to discuss as a requirement in log. P Consent 1D

T1.'Use Case Events/Actions Triggering Requirement AUD2-Information

Disclosure

I 3235 Loginteraction with locator service

I 32486 Log interaction with data repository

L 34123 Log interaction with locator system

L 3435 Loginteraction

M 6121 Request info in electronic form




All same as AUD1. Add to minimum policy.

Add to minimum policy.

Add to minimum policy.
Add to minimum policy.

Add to minimum policy.
Add to minimum policy.

Add to minimum policy.

Remove "or printed to". Add to minimum policy.
Remove whether data was printed by another party.
Add to minimum policy.

Add to minimum policy.

Add to minimum policy.

Add to minimum policy.

Add to minimum policy.

Add to minimum policy.

Add to minimum policy.

CT remove as a requirement. Need to discuss as a requirement in log.

Required-Optional Requirements™®

Usecase| L L/IMLM M L M M
T2.'AUD2 Matched Requirements across use cases and reporting states A7 | CO | CT | OK | MD | NE | WA
+ Requires Written Policy R R
Components Required in the Written Policy:

+ Date/time of request 2] 2] 2] R R R R
+ Reason for request =} R 3] 3] 3] [9]
+ Description of information requested (to include): B =] =] B
+ Data accessed R R R R R R
= 0= L = L R e |21 E E L H
+ Any data changes (adds, changes, deletes) NS R 2]
+ Whether data was transmitted to another party R R
- Whether data was printed by another party B B
+ ID of person/system requesting disclosure R R R R R R R
+ I0/verification of the party receiving the information. B B R R R R B
+ 1D of the party disclosing the information. R R R R =] B B
+ Verification method of requesting the party's ID R | /R R R ] =}
+ Authorization Policy requires audit log identify B
+ Whether release requires authorization B R R B B
+ Whether authorization was cbtained R R R R R R
P Consent 1D R




Negotiated Requirements Review.

'Each negotiated requirement is presented using data from the multi-state negotiation of the Individual Requirement Review.
The Idividual Requirement Review COMPARES the specific events or actions of two AHIC use cases to commonly identified requirements reported across all participating states.

The following tables [T2] summarizes agreed minimum negotiated requirements and requirements placed in the parking lot for further discusion.

Megotiated Status: DAT 1 ROLE
" +" means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.

L- EHR Lahoratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

PARKING LOT

Usecase| L LM LM M L L M
T2.'DAT1 Matched Requirements across use cases and reporting states | AZ | o | T | 0K ||.||D| NE |WA ISSUES / EXPLAMNATIONS
Megotiated Status
Establishment of the role associated with the user under
which the user is authenticated R R
+ Defines roles by which of the following
Meed definition of differences between three roles types. The Functional Rele iz a dynamicand is a
RIA Healthcare Functional role R|[&| R R|R function of the role in which you are acting.
Distinction of role within content of message clarification. A structural role is persistent and can be
RlA Structural role R{| R | R R mapped to the professions that are recognized.
+ Organization role R R | R R Defined by the Use Case. Includes the context of the organization.

Negotiated Status: DAT 2 DATA SOURCE
" +" means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.
Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

L YUMLUM M L L M

PARKING LOT

T2.'DAT2 Matched Requirements across use cases and reporting states

az | co| cr | ok |mo | nE [wa

ISSUES / EXPLANATIONS

MNegotiated Status
+ - Directory of data sources within the target HIO R|R|R R[R
+ Name of the HIO R|O R| O
+ Data sources within that HIO R| R R| O
Primary Contact Information: (data in the directories) R o]
+ Primary Contact Name R | R
+ Contact phone numbers R|R

Megotiated Status: DAT 3 ASSURANCE LEVELS
"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.
Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

L UMLUM M L L M

PARKING LOT

T2.'DAT3 Matched Requirements across use cases and reporting states

az | co | cr | ok |mo | NE [wa

ISSUES / EXPLAMNATIONS

MNegotiated Status

+ Assurance Levels:

Level of Assurance will be declared and be communicated in terms of the NIST Requirements.

Low (Username/PIN}




Medium (Knowledge/strong password,shared
+ secret) R/ R|R|R Medium would be the minimum we should be migrating to as soon as possible.
High (PKI/Digital ID) R|R
Other: VPN [CO]: SSL,IE6,256 [AZ]_ R | /R

Negotiated Status: DAT 4 REQUESTOR TYPE
" +" means item is to be include in policy;

" P " means Parking Lot - in need of further discussion.
Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

L LMLM M L [

PARKING LOT

T2.'DAT4 Matched Requirements across use cases and reporting states

Az | co | cr | ok |mp| nE |wa

ISSUES / EXPLAMNATIONS

Negotiated Status

+ - Exchange R|R|R|R|R|R
+ - QOrganization (institution) R|RFRIR |R|R|R|R
+ - User {individual) R|RBR|R|R|R|R|R

DAT5 "OUT OF SCOPE"

Megotiated Status: DAT 6 REQUIRED ELEMENTS FOR MATCHING
" +" means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.
“RIK” means “Required If Known and Permissible
Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

States could elect to respond to DATG or leave blank if they so chose.

L MLM M L L M

PARKING LOT

T2.'DATE Matched Requirements across use cases and reporting states

az | co | cr | ok |mo | nE |wa

ISSUES / EXPLANATIONS

MNegotiated &

HIO uses for matching:
RIK Identifiers (Patient Account Number, S5N, Driver
License, 0 o] R
Mother's ID, MRN, Alt Patient ID) R|O| O o]
Patient Name (First, Middle, Last, Family Name, Suffix,
+ Prefix/Title, Type) R|R|R R
+ Patient DOB R|R|R|R|R
+ Gender R|R|R|R|R
RIK Race R|o| R - o
RIK Patient Home Address (Home Street, Street or mailing
Address, Street Name, Dwelling Number, Other
Designation (second line of street address), City,
State/Province, Zip, Country, Address type, County
Code) R|R|R|R R
RIK Patient Daytime Phone (country code, Area/City Code,
Local Number, Extension, Any other text) R|O
RIK Work Telephone 0|0 R
RIK Primary Language 0| R
RIK Patient Ethnicity R|O|R 0
RIK Multiple Birth Indicator 0| R




RIK Birth Order

| lel[= M |

1 ME- Required for some tests (lead and genetic)

Megotiated Status: DAT 7 MATCHING CRITERIA
"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.

Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements®

L UMLM M L L M

PARKING LOT

T2.'DATY Matched Requirements across use cases and reporting states

Az | co| cT | ok |MD| NE |wA

ISSUES / EXPLANATIONS

Megotiated Status

+ elements required to query another system

Defined Required Minimum number and type of data

Group agrees that 3 is @ minimum

Megotiated Status: DAT 8 PERSISTENCE
"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.

Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

L UMLUM M L L M

PARKING LOT

T2. 'DATS Matched Requirements across use cases and reporting states

Az | co| cr | ok |mp| ne |wa

ISSUES / EXPLANATIONS

Megotiated Status

+ Persistence of Source Signature

Persistence of the Source Signature is required.

Persistent User Signature

Responsibility of HIO with its own Participants

Persistent Organization Signature

Persistent System Signature

E=l
=l

+ MNon-repudiation of origin

User Accountable

Organization Accountable

Responsibility of HIO with its own Participants

System Accountable

RI1A Source authentication

= = R = B « = « B = R = s

Dmimimim
m im0 0

Megotiated Status: DAT9 DEMOGRAPHICS THAT MAY BE LOGGED

"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.

Use case

L- EHR Lahoratory Use Case

M - Medication Management Use Case

Required-Optional Requirements®

L UMLM M L L M

PARKING LOT




T2. DATY Matched Requirements across use cases and reporting states | A7 | co | cT | OK |MD| MNE |WA

ISSUES / EXPLANATIONS

Megotiated Status

+ have been used when a person is found

HIO logs a subset of the subject identity attributes that

MNegotiated Status: DAT 10 - PROVIDER IDENTITY ATTRIBUTES

"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.
“RIA" means “Required If Applicable”

L- EHR Lahoratory Use Case
M - Medication Management Use Case

Required-Optional Requirements®

Use case

L UMLM M L L M

PARKING LOT

T2. DAT10 Matched Requirements across use cases and reporting states|

Az | co| cr | ok |mp| ne |wa

ISSUES / EXPLANATIONS

Megotiated Status

HIO collects attributes needed for unique identification
of recipient:
User Attributes
Directory Entry R|R|R | R Group agreed this should be a heading.
+ Profession 0| R M| R
RIA Specialization/Specialty R|0O|R R | R
+ Role R R R R R
+ Name R|R|R R|R|R
RIA Email R|R|R R
Address R|R|R R| R “ Practice address, not home address.
Business/Legal Address RIRrR|O R| R Changed from "Principal Practice Location/Practice locations”
License/ID R|o|R|R|R|R
RIA NP1 R|O| O N | O
RIA Digital Identity oo R|=|R|
RIA Identification Service R|[R|O u|r
RIA Organization Affiliation R|R|O R|R|R




Megotiated Status: DAT 11 ORGANIZATION IDENTITY ATTRIBUTES
"+ " means item is to be include in policy;
" P " means Parking Lot - in need of further discussion.
“RIA" means “Required If Applicable”
Use case

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements®

L UMLM M L L M

PARKING LOT

T2. DAT11 Matched Reguirements across use cases and reporting states

a7 | co| cr | ok |mp| ne |wa

ISSUES / EXPLANATIONS

MNegotiated S

Organization Attributes:

Directory Entry R:R: R RIR
Name R:R:R{iR!R
Email R R R R R

RIA Digital Identity ofi 0 R

RlA EDI Administrative Contact Ri/R: D

RIA Clinical Information Contact R R

RIA Closure Date 0

RI1A Successor Name o]

Regulated Healthcare Organization:

+ All Supporting Organization attributes above R R/O: R R:R

+ License/ID R RIR R!R

+ License Status R ! R!R:R

+ Registered Mame Ri{iR R R:R:R

+ Registered Address R:RIR R R
RIA Service Locations o - R At least one is required if applicakle

** Reported as Mot Applicable to model.




Megotiated Status: DAT 12 SYSTEM IDENTITY ATTRIBUTES
" +" means item is to be include in policy;

L- EHR Laboratory Use Case

M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements¥

Use case

L UMLM M L L M

PARKING LOT

T2. DAT12 Matched Regquirements across Use cases and reporting states|

a7 | co| cr | ok |mp| ne |wa

ISSUES / EXPLANATIONS

MNegotiated S

System: WA followup
+ Directory Entry R|(RF|R|R|R|R
(1+) MName RfF|O|O|R|R|R One or more of name, IP address, or domain name is required
+ Digital Identity R R|R|R|R|R
+ Organization Affiliation R R|C|R|[R|R
[2+) System IP Address of|lo|O|R|R|R One or more of name, IP address, or domain name is required
[ 3+) System Domain Name O|O0O|R|[R|R One or more of name, IP address, or domain name is required
+ System Types: R|R|R|R|R|R|R Check all applicable system types

Megotiated Status: DAT 13 SIGNATURE PURPOSE
"+ " means item is to be include in policy;

L- EHR Laharatory Use Case

M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements

Use case

L UMLM M L LM

PARKING LOT

T2. DAT13 Matched Reguirements across use cases and reporting states|

Az | co| cr | ok [mp| ne |wa

ISSUES / EXPLANATIONS

Megotiated Status Med. Management Use Case Only
Signature purpose: Applicability and captured signature
+ elements R JAREY Signature purpose s minimum requirement but captured elements as optional




Individual Requirement Review.

The |dividual Requirement Review COMPARES the specific events or actions of each AHIC use cases to those conzistently identified requirements reported across all participating states.

‘Each requirement under review is presented using data in a three table format.

The AHIC Use Case Events/Actions Triggering Requirement identifies the events/actions that trigger a specific requirement.

Table 1(T1)-Use Case Events/Actions uses data from Part 4 of the data collection template to identify commaon events/actions under which a specified requirement is or may be triggered
scrozs the participating state models. [Lor Mindicates which uze caze the event or action come from: Lreprezents EHR Lab Result; M resprezents Medication Management.]

The specified event or action use case code iz given as is 8 summary of the event or action that triggers the requirement in review.

Table 2 [T2] Uses data collected from Part 3 and delineates each requirement to understand the differences of each element and identify commen areas for potential policy

development.

AHIC Use Case Events/Actions Triggering DAT1 - Role

T1. 'Model States' Common Events/Actions Triggering DAT1-Role

L 3.2.1.1a |Send request for historical result to repositories L 3.2.1.1a |Send requestfor historical result to repositories

I 3.2.3.1 |Submit authentication infoto locator I 3.23.1 Submit suthentication info te locator

L 3.2.40 |View results using another system| non EHR) L

I 3.2.4.2 |Submitauthentication info to dats repository I 3.2.42 Submit suthentication info to data repository

L 3.4.2.1 |Authenticate to locator service L 3421 Authenticate to locator service

L 3.4.3.2 |Authenticate and verify 25 orderingclinician of care L 3.43.2 Authenticate and verify 23 ordering clinician of care
L 32.5.2.1 |Authenticate cllinician requesting lab test result L 3.5.2.1 Authenticate clinician requesting lab test result
M 6.1.2.1 |Requestinfoin electronicform ™M 6.1.2.1 Request info in electronic form

Ambulatory Clinician Perspective

Ambulatory Clinician Perspective

M 7.1.2.1 |Checkpatient eligibility M

™ 7.1.3.1 |Reguestavailable med/allergy infoin electronic form ™M 7.1.31 Reguest available med/allergy info in electronic form
M 7.1.41 |Considerformulary M

™M 7.1.6.1 |Communicate current med list, scripes, allerquinfo, care instruct to patient ™M

Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective

Y] 7.2.1.1 |Verify script M 7.211 Werify script

M 7.2.2.1 |Requestavailzble med/sllergy infoin electronic farm M

Infarmztion Exchange

Infarmation Exchange

M 8.2 Locate records M 2.2 Locate records
M 83 Retrieve data M 8.3 Retrieve data
Megotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P " means Parking Lot - in need of further discussion.
DAT1 - Role Use case

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

Required-Optional Requirements®

L UMLM M L L M

T2. 'DAT1 Matched Requirements across use cases and reporting states

a7 | co| cr | ok |mp| NE |wa

Negotiated Statw

Establishment of the role associated with the user under which
the user is authenticated R R
+ Defines roles by which of the following
Meed definition of differences between three roles types B Healthcare Functional role B || R R| R
Distinction of role within content of message clarification B Structural role B |R | R R R|R
+ Qrganization role R|R R R R R




AHIC Use Case Events/Actions Triggering DAT2 - Data Source

T1. 'Model States’ Common Events/Actions Triggering DAT2-Data Source

L 3.2.1.15 |Send request for historica| result to repositories L 3.2.1.1s |3end request for historical result to repositories
L 3.2.3.1 |Submitauthentication info to locator L 3.231 Submit suthentication info to locator

L 3.2.40 |View results using another system| non EHR) L

L 3.2.4.2 |Submit authentication info to data repository L 3.242 Submit authentication info to data repository

L 3.4.2.1 |Authenticate tolocator service L 3421 Authenticate to locator service

L 3.4.3.2 |Authenticate and verify 3= ordering clinicizn of care L 34312 Authenticate and verify 3z ordering clinicisn of care
L 3.5.2.1 |Authenticate cllinician requesting |ab test result L 3521 Authenticate clinician requesting lab test result
™M £.1.2.1 |Requestinfoinelectronic form ™M

Ambulatory Clinician Perspective Ambulatory Clinician Perspective

M 7.1.2.1 |Checkpatient eligibility L]

™M 7.1.3.1 |Requestavailable med/allergy info in electronic form ™M

™ 7.1.41 |Consider formulary ™

M 7.1.6.1 |Communicate current med list, scripts, allergy info, care instruct to patient M

Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perzpective

M 7.2.11 |Verifyscript M

M 7.2.2.1 |Request available med/allergy info in elactronic form M

Information Exchange Information Exchange

M 3.2 Locate records M

M 23 Retrigve data M




DAT2 - Data Souce
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

MNegotisted Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. For all "-" please include explanation.
" P " means Parking Lot - in need of further discussion.

Usecase| L

Required-Optional Requirements?
LM LM M L L M

T2.'DAT2 Matched Requirements across use cases and reporting states

Az | co| cr | ok |mp| nE |wa

Negotiated Statu

Group agreed should be optional

_ - Directory of all National Health Bridge HIO

Directory of data sources within the target HIO

Name of the HIO

o
o

+ |+ |+

Data sources within that HIO

@]
oo oo

Primary Contact Information: (data in the directories)

Qo|C|=|0

.

Primary Contact Name

Contact phone numbers

=

Fax is considered obselete, should be optional

- Contact fax numbers

-
E]

O |m@:|»|B|(on|o
o]

Master provider index to query by provider for a specific patient?

o
1

AHIC Use Case Events/Actions Triggering DAT3 - Assurance Levels

T1. 'Model States' Events/Actions Triggering DAT3-Assurance
Levels

L 3.2.3.1 ;Submitauthenticatinninfntnlm:atnr

L 3231 ESubmitauthEnticatinninthDIDcatDr

DAT3 - Assurance Levels
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

Negotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. For all "-" please include explanation.
"P " means Parking Lot - in need of further discussion.

Use case

Required-Opticnal Requirements
L UMLM M L L M

T2. 'DAT3 Matched Requirements across use cases and reporting states

Az | co| cr | ok |wmp| nE |wa

Negotiated Statu

+ Assurance Levels: R R R R R R R
Low (Username/FIN) ]
Medium would be minimum we should be migrating to + Medium (Knowledge/strong password/shared secret) B/ E|R|R

High (PK1/Digital ID)

Very High (Token)

Other_VPN [CO); S5L,1E6,256 [AZ]_

AHIC Use Case Events/Actions Triggering DAT4 - Requestor Type

T1. 'Model States’ Common Events/Actions Triggering DAT4-Requestor
Type

L @ 3231 ESubmitauthEnticatinninfntnlm:atnr

L {None identified

DAT4 - Requestor Type
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

MNegotisted Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. For all "-" please include explanation.

" P " means Parking Lot - in need of further discussion.

Required-Optional Requirements?

Use case

L UMLM M L L ™

T2. 'DATE Matched Requirements across use cases and reporting states

Az | co| cr | ok |mp| nE |wa

Negotiated Statu
+ - Exrhanee RTR R Rl RJ|R
+ - DOrganization {instituticn) R |R/R| R R R R R
+ - User (individual) R |R/R| R R|R|R|R




DAT 5 DETERMINED TO BE "OUT OF SCOPE”

AHIC Use Case Events/Actions Triggering DATE - Required Elements for matchin

T1. 'Model States' Commen Events/Actions Triggering DATE-Required
Elements for Matching

L 3.2.1.1a |Send request for historical result to repositories L 3.2.1.1a |%end request for historical result to repositories

L 3.2.3. 2a |Clinician/locator agree on patient identity based on shared mpi L 3.2.3.28 |Clinician/locator agree on patient identity based on shared mpi

L 3.2.3. 2k | Clinician and locator agree on patient id bazed on patient identifier matching L 3.2.3.2b |Clinician and locator agree on patient id based on patient identifier matching
L 3.2.3.2 |Clinician/locator agree on patient identity through patient trait match L 3.2.3.2 Clinician/locator agree on patient identity through patient trait match
L 3.2.4 4 |Yerifycorrect patient id and cormectness of results and ermor cormect if neceszang L 3244 ‘Werify correct patient id and correctness of results and error correct if neceszary
L 3.2.4.0 |View results using another system| non EHR) L

L 3.2.4.2 |Submit suthentication info to data repository L 3.2.412 Submit suthentication info to data repository

L 3.42.1 |Authenticate tolocator zervice L 3421 Authenticate to locator zervice

L 3.43.2 |Authenticate and verify 3z ordering clinician of care L 3.432 Authenticate and verify as ordering clinician of care

L 3.5.1.1 |Receive testresult [filz) location and completeness of information L 3.51.1 Receive test result [filz) location and completeness of information

L 3.5.2.2 [Clinicianand locator agree on patient id L 3.5.2.2 Clinician and locator agree on patient id

L 3.5.2.1 |Authenticate cllinician requesting Iab test result L 3.5.2.1 Authenticate clinician requesting lab test result

M 6.1.2.1 |Requestinfoinelectronicform M 6.1.2.1 Requestinfoin electronic form

Ambulatory Clinician Perspective Ambulatory Clinician Perspective

M 7.1.2.1 |Checkpatient eligibility M 7121 Check patient eligibility

M 7.1.2.1 |Requestavailable med/allergy info in electronic form M 7131 Request available med/allergy info in electronic form

M 7.1.4.1 |Considerformulary M 7.141 Consider formulary

M 7.1.6.1 |Communicate curent med list, scripts, allergy info, care instruct to patient M| 711 Communicate current med list, scripts, allergy info, care instruct to patient
Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective

M 7.2.1.1 |Verify script M 7211 Verify script

M 7.2.2.1 |Requestavailable med/allergy infoin electronic form M 7221 Request available med/allergy info in electronic form

Infarmation Exchange

nformation Exchange

M 21 Identify subject M 2.1 ldentify subject

M 2.2 Locate records M 2.2 Locate records

M 2.3 Retriave data M 8.3 Retrieve data
Megotiated Status:

DAT6 - Required Elements for matching
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

"+ " means item is to be include in policy;
" - " means do notinclude item in policy. Forall * - * please include explanation.
" P " means Parking Lot - in need of further discussion.
“RIK" means “Required If Known and Permissible”
Use case

Required-Opticnal Requirements™

States could elect to respond to DATE or leave blank if they so choze.

L L/MLM ML

L M

T2.'DATE Matched Requirements across use cases and reporting states

Az | co| cr | ok |mp| nE [wa

Megotiated Statu

HIO uses for matching:
RIK Identifiers (Patient Account Number, 35N, Driver License, R o] R
Maother's 1D, MRN, Alt Patient ID) R | O o o
Patient Name (First, Middle, Lost, Fomily Name, Suffix, Prefix/Title,
+ Type} R|R|R|R R| R
Group agreed should be optional _ Mother's Maiden Name (Family Name, Sumame} a o o
+ Patient DOB R| R R R|R[R[R
+ Gender R R R R R R R
Group agreed should be optional - Patient Previous Names RO R
RIK Race Rl o =] ot
RIK Patient Home Address {Home Street, Street or mailing Address,
Street Name, Dwelling Number, Other Designation (second line of
street oddress), City, Stote/Province, Zip, Country, Address type,
County Code) RlrR| R 3
RIK Patient Daytime Phone (country code, Area/City Code, Local
Number, Extension, Any other text) R 0O
RIK Work Telephone oo R




RIK Primary Language o B
Group agreed should be optional - Marital Status olo
Group agreed should be optional - o|0
RIK Patient Ethnicity R | O R o
Group agreed should be optional - Birth Place olo
RIK Multiple Birth Indicator o R
RIK Birth Order R| R
Group agreed should be optional - Citizenship o
Group agreed should be optional - Veteran's Military Status 0
Group agreed should be optional - Nationality o
Group agreed should be optional _ Deceased [Date/Time, Deceased Indicator) o

! NE- Required for some tests (lead and genetic)

AHIC Use Case Events/Actions Triggering DAT7- Matching Criteria

T1. 'Model States' Common Events/Actions Triggering DAT7- Matching
Criteria

L 3.2.3. 23 |Clinician/locater agree on patient identity based on shared mpi L 3.2.3.2a |Clinician/locator agree on patient identity based on shared mpi
L 3.2.3. 2b | Clinician and locatar agree on patient id based an patient identifier matching L 3.2.2. 2b |Clinician and locator agree on patient id bazed on patient identifier matching
L 3.2.3.2 |Clinician/locator agree on patient identity through patient trait match L 3.2.3.2 Clinician/locator agree on patient identity through patient trait match
L 3.2.4 4 |Werify correct patient id and correctness of results and error correct if necessany L 324 4 Werify correct patient id and correctness of results and error correct if neceszary
L 3.5.1.1 |Receive test result [file) location and completeness of infarmation L 3.51.1 Receive test result [file) location and completeness of information
L 3.5.2.2 |Clinician and locator agree on patient id L 3.5.2.2 Clinician and locator agree on patient id

y Clinician Perspective y Clinician Perzpective
M 7.1.2.1 |Check patient eligibility M 7121 Check patient eligibility
M 7.1.3.1 |Requestavailable med/allergy info in electronic farm M
M 7.1.41 |Considerformulary M

y Pharmacist Perspective y Pharmacizt Perzpective
M | 7.221 |REquEstavailablemedfallergyinfnin electronic form M | |
Information Exchange Information Exchange
m| 81 [1entify subject M| |

MNegotiated Status:

DAT7- Matching Criteria
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

"+"means item is to be include in policy;

= do not include item in policy. Forall - " please include explanation.

" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements™

Use case

UMLUM M L L M

T2.'DAT7 Matched Requirements across use cases and reporting states

az | co | cr | ok |mp| nE |wa

Group agrees that 3 is a minimum

+ required to query another system

Defined Required Minimum number and type of data elements

AHIC Use Case Events/Actions Triggering DATS- Persistence

T1. Model States' Common Events/Actions Triggering Requirement DATS-

:None identified

Persistence
: ‘MNone identified

DATS- Persistence
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

MNegotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. Forall - " please include explanation.

" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements™

Use case

L UMLUM M L L M

az | co | cr | ok |mp| nE |wa

T2.'DATS Matched Requirements across use cases and reporting states

Persistence

All DATE - Is persistence a requirement in the use cases?

Persistent User Signature

Persistent Organization Signature

Persistent System Signature

-
o

Mon-repudiation of origin

User Accountable

Organization Accountable

System Accountable

TIWIWVIV VDD

Source authentication

m:Wi;o:D
mimioio

In Transit

mimimimimimimimi;m

Other




AHIC Use Case Events/Actions Triggering DATS- Demographics
that may be logged

T1.Model States’ Common Events/Actions Triggering DATS-
Demographics that may be logged

L 3.2.3.2 |Clini|:ian,l'lucatnr agree on patient identity through patient trait match L 3.2.3.2 ;CIiniciaanDcatnr agree on patient identity through patient trait match
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
™M 7.1.2.1 |Checkpatient eligibility ™M
™M 7.1.3.1 |Requestavailable med/allergy info in electronic form ™M
™M 7.1.41 |Conszider formulary ™M
Ambulatory Pharmacizt Perzpective Ambulatory Pharmacist Perzpective
M | 7221 |Requestavailahlemedfallergyinfnin electronic form M | |
Information Exchange Infarmation Exchange
M| 21 [identifysubject M| |
Negotiated Status:

DATS- Demographics that may be logged
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P " means Parking Lot - in need of further discussion.
Use case

Required-Optional Requirements®

L UMLUM M L L M

T2. DATS Matched Requirements across use cases and reporting states

Az | co| o | ok |mD| NE |wa

MNegotiated Statu:
HIO logs a subset of the subject identity attributes that have
+ been used when a person is found
AHIC Use Case Events/Actions Triggering DAT10 - Provider Identity T1. 'Model States' Common Events/Actions Triggering DAT10- Provider
Attributes Identity Attributes
L 3.2.1.1a |5end request for historical result to repositories L 3.2.1.1a 5end request for historical result to repositories
L 3.2.3.1 |Submit authentication info to locator L 3.2.3.1 Submit authentication info to locator
L 3.2.4 4 |Werify correct patient id and correctness of results and error correct if necessarny
L 2.2.4.0 |View results using ancther system| non EHR)
L 3.2.4.2 |Submit authentication info to data repository L 3.2.4.2 Submit authentication info to data repository
L 3.2.4.6 |Loginteraction with data repository
L 3.4.2.1 |Authenticate to locator service L 3421 Authenticate to locator service
L 3.4.3.2 |Authenticate and verify as ordering clinician of care L 3.43.2 Authenticate and verify as ordering clinician of care
L 3.5.2.1 |Authenticate cllinician requesting lab test result L 3.5.2.1 Authenticate clinician reguesting lab test result
™M £.1.2.1 |Regquestinfoin electronicform ™M
Ambulatory Clinician Perspective Ambulatory Clinician Perzpective
M| 7121 |Checkpatient eligibility "
™M 7.1.3.1 |Request available med/allergy info in electronic form ™M 7.1.31 Request available med/zllergy info in electronic form
™M 7.1.41 |Conszider formulary M
M 7.1.6.1 |Communicate current med list, scripts, allergy info, care instruct to patient M
Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective
™M 7.2.1.1 |Verify script ™M 7.211 Werify script
™M 7.2.2.1 |Requestavailable med/allergy info in electronic form ™M

Information Exchange

™M 8.2 Locate records

Information Exchange




DAT10 - Provider ldentity Attributes

Negotiated Status:

"+ " means item is to be include in policy;

¥ - "means do not include item in policy. For all * - " please include explanation.
" P " means Farking Lot - in need of further discussion.

“RIA" means “Required If Applicable”

Use case

Required-Optional Requirements?

L

LM LM M

L

L ™M

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

T2. DAT10 Matched Requirements across use cases and reporting states

Az | co| cr | ok |mp| nE |wa

Megotiated Statu
HIO collects attributes needed for unigue identification of
recipient:
User Attributes
Group agreed this should be a heading. Directory Entry R:R:R: R 'R
+ Profession R: 0O R RN R
RIA Specialization/Specialty RiO:R R:R R
+ Role R R R R
+ Name R R R R R R
RIA Email R R R R R
Practice address, not home address. + Address R:R: R R R:
Changed from "Principal Practice Location/Practice locations” + Business/Legal Address R:R:O R:{R
+ License/1D R:0O!R: R R:R
- License status R o R R
RIA NP1 R:0O: 0O M o
RIA Digital Identity o0 RiR:
RIA Identification Service RIR:iO u R
RIA Organization Affiliation R R:iO R R
Refers to any other attribute available and not mentioned above Other o

AHIC Use Case Events/Actions Triggering DAT11 - Organization Identity

T1. Model States' Common Case Events/Actions Triggering DAT11-

Attributes Organization ldentity Attributes
L 3.5.2.1 |Authenticste cllinician requesting |ab test result L 3.5.21 Authenticate clinician requesting Iab test result
™M £.1.2.1 |Requestinfoinelectronic form ™M 6121 Request info in electronic form

Ambulatory Clinician Perspective

Ambulatory Clinician Perspective

™M 7.1.2.1 |Check patient eligibility ™M 7121 Check patient eligibility
™M 7.1.3.1 |Requestavailable med/allergy info in electronic form ™M

™ 7.1.41 |Consider formulary ™

M 7.1.6.1 |Communicate current med list, scripts, allergy info, care instruct to patient M

Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perzpective

™M 7.2.1.1 |Verifyscript ™M

™ 7.2.2.1 |Requestavailable med/allergy info in electronic form ™

Information Exchange

Information Exchange

™M 8.2 Locate records

™ 2.3 Retrieve data




DAT11 - Organization Identity Attributes

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

Negotiated Status:

"+ " means item is to be include in policy;

" - " means do not include item in policy. Forall " - " please include explanation.
" P " means Parking Lot - in need of further discussion.

“RIA" means “Required If Applicable”

Use case

Required-Optional Requirements ¥

L UMUM M L L M

T2. DAT11 Matched Requirements across use cases and reporting states

a7 | co| cr | ok |mD| nE [ wa

MNegotiated Statu:
Organization Attributes: .-
+ Directory Entry R R R R R
+ MName R R R R R R
¥ Email R rn.r rn e iR
Group agreed should be optional - Address R iR R R:{R:R
_ NP1 o o o ‘
RIA Digital ldentity of: 0 R
_ Organization Affiliation o R
RIA EDI Administrative Cantact RIi/R: O
RIA& Clinical Information Contact R R
RIA Closure Date o
RIA Successor Name [o]
Refers to attributes not listed above. Other o}
Regulated Healthcare Organization:
+ All Supporting Organization attributes above 2] R/O: R R R
+ License/ID R R:R{R:!R
+ License Status R a R R R
+ Registered Name R R R R R R R
+ Registered Address R 3] R R R
At least one is required if applicable RIA Service Locations o " R

** Reported as Not Applicable to model.

AHIC Use Case Events/Actions Triggering DAT12 - System Identity Attributes

T1. 'Model States’ Common Events/Actions Triggering DAT12- System

Identity Attributes
L 3.4.2.1 |Authenticate to locator service L 3421 Authenticate to locator service
L 3.43.2 |Authenticate and verify as ordering clinician of care L 3432 Authenticate and verify as ordering clinician of care
L 3.5.2.1 |Authenticate cllinician requesting lab test result L 3.5.21 Authenticate clinicisn requesting lab test result
™M £.1.2.1 |Requestinfoin electronicform M
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
™ 7.1.2.1 |Checkpatient eligibility :
™M 7.1.3.1 |Requestavailable med/allergy info in electronic form ™M 7.1.31 Request available med/zllergy info in electronic form
™M 7.1.41 |Consider formulary ™M
™M 7.1.6.1 |Communizate current med list, scripts, allergy info. care instruct ta patient M
Ambulatory Pharmacizt Perzpective Ambulatory Pharmacist Perzpective
M 7.2.1.1  |Verifyscript M
M 7.2.2.1 |Request available med/allergy info in electronic form M
Infermation Exchange Information Exchange
™ 8.2 Locate records ™M
™M 8.3 Retrieve data ™M




DAT12 - System ldentity Attributes
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

Negotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. Forall - " please include explanation.
“P " means Parking Lot - in need of further discussion.
Use case

Required-Optional Requirements?

L UMLM M L L M

T2. DAT12 Matched Requirements across use cases and reporting states

£z | co| cr | ok |mp| NE |wa

Megotiated Statu.

System:
+ Directory Entry EigRfiRi g RIE
One or more of name, IP address, or domain name is required | 1+) Name Rf O :0:R{R:R
+ Digital Identity R R R R R R
+ Organization Affiliation R R o] R R R
One or more of name, IP address, or domain name is required [24) System IP Address of: 00 RiR:R
One or mare of name, IP address, or domain name is required [ 3+]) System Domain Name 00 R AR B
Check all applicable system types + System Types: R:iRi{iR:R:R:R:R
ot Laboratory Information System oiofioio R Ri O
- Electronic Health Record System oiof 0O o R RiO
o Emergency Medical System oo o o R R
- Emergency Department System 0iof0i0 R R
¥ Personal Health Record oo/ ’
% Other R/ :

AHIC Use Case Events/Actions Triggering DAT13 - Signature Purpose

)
[

. 'Model States' Common Events/Actions Triggering DAT13 - Signature
FPurpose

™ £.1.3.3 |Document med reconcilistion M
M £.1.4.3 |Sign med order M
M £.1.5.1 |Reviewcurrentmed list M
M £.1.6.3 |Document med reconciliation ™
™ 6.1.7.3 |Document med reconciliation M
™ 6.1.8.1 |Prescribe new meds atdischarge M
™ £.1.9.1 |Communicate med and allergy info to next provider M
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
M 7.1.1.1 |Receive info from drug suppliers M
M 7.1.44 |Signscript M
M 7.1.45 |Communicate info to pharm M

Information Exchange

Information Exchange

THEE

Retrieve data

]




Negotiated Status:
"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
DAT13 - Signature Purpose " P " means Parking Lot - in need of further discussion. Required-Optional Requirements®
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L LM L/M M L L M
T2. DAT13 Matched Requirements across use cases and reporting states AZ | co | cr | 0K |MD| ME |WA
Negotiated Statu Medl. Management Use (_Zase Oonly
Signature purpose: Applicability and captured signature : ‘
Signature purpose as minimum requirement but captured elements + elements R
as opticnal. - “Author” - Author's signature, 0 R
- “Author.Co” - Coauthor's signature 0
- “Participant” - Co-participant's signature 0
- “Transcriptionist/Recorder” Q
- “Verification” - Verification signature 0
- “Validation” - Validation signature 0
- “Consent” - Consent signature 0
- “Witness"” - Witness signature Q
- “Witness.Event” - Event witness signature o
“Witness.ldentity” - ldentity witness signature such as a
- Notary 0
- “Witness.Consent” - Consent witness signature 0
- “Interpreter” Q
- “Review"” - Review signature 0
- “Iource” - Source signature 0
- “Addendum” - Addendum signature 0
- Administrative 0
- Timestamp R
- Madification 0
- Authorization 0
- Transformation 0
- Recipient 0




Negotiated Requirements Review.

'Each negotiated requirement is presented using data from the multi-state negotiation of the Individual Requirement Review.
The Idividual Requirement Review COMPARES the specific events or actions of two AHIC use cases to commonly identified requirements reported across all participating states.

The following tables [T2] summarizes agreed minimum negotiated requirements and requirements placed in the parking lot for further discusion.

MNegotiated Status: 5¥S 1- PREPARING A QUERY MESSAGE

" + "means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case
" B " means Parking Lot - in need of further discussion. Required-Optional Requirements®
Usecase| L LM L/M M L L M PARKING LOT
T2.'S¥S1 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD | NE | WA ISSUES / EXPLANATIONS

Specified by HITSP:
HIO generates a registry stored query — asking the registry or
Record Locator Service if there are records for this patient

+ {Refer to HITSP 1501) R:R{R:Ri{R:R{R

Nesotiated Status: 5¥5 2 - AUDIT LOG [HIPAA]

"+ "means item is to be include in policy; L- EHR |.dah0rat0r‘,r Use Case
M - Medication Management Use Case

" P " means Parking Lot -in need of further discussion. Required-Optional Requirements™
Usecase| L LM LMW M L M M PARKING LOT
T2.'SYS2 Matched Requirements across use cases and reporting states AZ |co | cT | OK|MD | NE [ WA ISSUES / EXPLANATIONS
Audit Log for use and disclosure and information systems
+ activity exists R R R R R R R
Audit Log for use and disclosure and information systems
+ activity occurred at established periodic time frames R R R R R R R
Audit log for use and disclosure of audit log has setrepeortin
+ place R 0] 0] 0] R R
Actions have been identified in the event of discovered
+ anomalies/breaches R R R R R R
Login auditing is required audit criteria [security rule
+ requirement) R R R R R R R
Tracking of the state-specific consent policy under which the
data was disclosed exists. May be a global consent policyor a
+ specific consent for each access (e.g, MA) R R R R R R R

MNegotiated Status: S¥S 3 - AUDIT LOG CONTENT

"+ "means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case

" P "means Parking Lot - in need of further discussion. Required-Optional Requirements?
Usecase | L LM L/IM ML L M PARKING LOT
T2.5Y53 Matched Requirements across use cases and reporting states AZ |co | cT | OK|MD | NE [ WA ISSUES / EXPLANATIONS
Ability to share responsibilities for identifying what has been
transmitted and which entities are responsible for tracking on
+ specifics. R R R R
Shared specifics include:
+ User ID R|R[R|R|R|R|R
+ Date/time stamp FR|R|R|R|R|R|R
+ Data transmitted R R R R R R R
+ Authorization needed to disclose R R R R R R




Negotiated Status: SYS 4 - SYSTEM REVIEW

"+ "means item is to be include in policy;

"P"means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

Usecase| L L/M LM M L L M PARKING LOT
T2.'sYS4 Matched Requirements across use cases and reporting states AZ | CO| CT | OK |MD | NE | WA ISSUES / EXPLAMATIONS
Infarmation system review conducted on a regular and periodic
+ basis R R R R R R R

Negotiated Status: 5¥55 - THRESHOLD CALCULATION

"+ "means item is to be include in policy;

" P "means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

Usecase| L LM LM M L L M PARKING LOT
T2. 5Y55 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD | NE | WA ISSUES / EXPLAMNATIONS
System ability to calculate some value that represents the
+ quality of @ match based on an algorithm R | R R R R| R We need qualifiers and ability to track measurements and values.

Negotiated Status: SYS6- AUDIT TRAIL MODE AUTHEMTICATION [ATNA]

"+ "means item is to be include in policy;

" P "means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

Usecase| L LM LM M L L M PARKING LOT
T2. 5Y56 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD | NE | WA ISSUES / EXPLAMNATIONS
+ Encryption is specified R B R R R R R
+ - Signing the data R R R R R R R
+ - Specified by policy R R R R R R R
5¥S 7 "OUT OF SCOPE"

Negotiated Status: 5¥5 8 - SECURTIY AUDIT PRACTICE

"+ "means item is to be include in policy;

" P "means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case

M - Medication Management Use Case

Required-Optional Requirements?

Usecase| L LM LM M L L M PARKING LOT
T2. 5758 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD | NE | WA ISSUES / EXPLAMNATIONS
+ Auditing cccurs at a specified frequency for the HIO. R | O R R R R R
Frequency___ AZ[Daily]__ME[Yearly]__WA[Quarterly] Add additional line for External. External audit size is an issue. Audits
R R | R should be conducted at least annually
+ Comprehensive audit procedures exist R | R R R R | R R Periodic external audits should be conducted
+ Mitigation and remediation plans exist R R R R R R R




Negotiated Status: SYS 9 - DIGITAL SIGNATURE
s e e e e L- EHR Laboratory Use Case
T mrosmeld sl mrrind sl b e mes T M - Medication Management Use Case
“RIA" means “Required If Applicable” Required-Optional Requirements?
Usecase| L LM LM M L L M PARKING LOT
T2. 5Y59 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD | NE | WA ISSUES / EXPLAMNATIONS
RIA EAbiIit\,'for digital signature exists at the provider level O o] o] R O R o]
Requirements 5¥5 10 thru 5¥5 13 apply to Medication Management Use Case Only
Negotiated Status: 5¥5 10 ELECTRONIC SIGNATURE
"+ "means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case
" P " means Parking Lot - in need of further discussicn. Required-Optional Requirements?
Usecase| L LM LM M L L M
T2.5Y510 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
MOT INCLUDED AS MIMNIMUM REQUIREMENT
Requirements 5¥5S 10 thru S¥S 13 apply to Medication Management Use Case Only
Negotiated Status: 5YS 11 - SIGNATURE VERIFICATION
"+ " means item is to be include in policy;
= e ke et o i N e £ ol L- EHR Laboratory Use Case
“RIA" means “Required If Applicable” M - Medication Management Use Case
Required-Optional Requirements?
LUMLUM M L L M PARKING LOT
T2. 5¥511 Matched Requirements across use cases and reporting states AZ |co | cT | oK |mMD| NE | WA ISSUES / EXPLANATIONS
Digital Verification of Signer Credentials: R ! Responsibility of the individual HID.
+ Credential issued by trusted authority R R R
+ Credential current R R R
+ Credential not suspended/revoked R R R
+ Appropriate credential type (e.g. physician, pharmacist) R R R
RIA Signed by person claimed [non-repudiation) R

Requirements 5¥5 10 thru SYS 13 apply to Medication Management Use Case Only
Negotiated Status: 5Y5 12 - INFORMATION INTEGRITY

L- EHR Laboratory Use Case

"+ "meansitem iz to be include in policy;
M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion. Required-Optional Requirements?
Usecase| L LM LM M L L M PARKING LOT
T2. 5Y512 Matched Requirements across use cases and reporting states AZ | co | cT | oK [mD| NE | WA ISSUES / EXPLAMATIONS
+ Mo change since signature applied =] B B B
+ Walid Timestamp =} R R R




Requirements SY5 10 thru 5YS 13 apply to Medication Management Use Case Only
Megotiated Status SYS 13 - USER IDENTITY, ROLE, AND AFFILIATION VERIFICATION

"+ " means item is to be include in policy; L- EHR Laboratory Use Case
M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion. Required-Optional Requirements?
Usecase| L LM L/M M L L M PARKING LOT
T2. '5Y513 Matched Requirements across use cases and reporting states AZ | cO | cT | OK [MD| NE | WA ISSUES / EXPLAMNATIONS
+ Revocation checking at log on R R R R
+ Expiration checking at log on R R R R




Individual Requirement Review.

The Idividual Requirement Review COMPARES the specific events or actions of each AHIC use cases to those consistently identified requirements reported across all participating states.

‘Each reguirement under review is presented using data in a three table format.
The AHIC Use Case Events/Actions Triggering Requirement identifies the events/actions that trigger a specific requirement.

Table 1(T1)-Use Case Events/Actions uses data from Part 4 of the data collection template to identify commen events/actions under which 2 specified requirement is or may be triggered across the participating state models.
[Lor Mindicates which use case the event or action come from: L represents EHR Lab Result; M respresents Medication Management.]
The specified event or action use case code is given as iz 8 summary of the event or action that triggers the requirement in review.

Table 2 [T2] Uses data collected from Part 3 and delineates each requirement to understand the differences of each element and identify common areas for potential policy development.

5Y5 1 PREPARING A QUERY MESSAGE.

AHIC Use Case Events/Actions Triggering 5YS1- Preparing a Query Message T1.Model States’ Common Events/Actions Triggering 5Y51- Preparing a
CQuery Message
L 3.2.1.1a |3end requestfor historical result to repositories I 3.2.1.13 |Send requestfor historical resultto repositories
L 3.2.3. 2= |Clinician/locator agree on patient identity based on shared mpi I 3.2.3.2a |Clinician/locater agree on patient identity based on shared mpi
L 3.2.3. 2t | Clinician and locatar agree on patient id based on patient identifier matching L 3.2.3.2b |Clinician and locator agree on patient id based on patient identifier matching
L 3.2.3.2 |Clinician/locater agree on patient identity through patient trait match L 3.2.3.2 Clinician/locater agree on patient identity through patient trait match
L 3.2.4, 4 |Werify gorrect patient id and correctness of resules and error correct if necessany L 2244 Werify cormect patient id and correctness of results and errar correct if necessary
L 3.2.4.0 |View results using another system| non EHR) L
L 3.2.42 |Submit authentication info to data repository I 3.2.412 Submit suthentication info to data repository
L 3.4.2.1 |Authenticate to locator service L 3421 Authenticate to locator service
L 3.4.3.2 |Authenticate and verify as ordering clinician of care 5 3.432 Authenticate and verify as ordering clinician of care
L 3.5.1.1 |Receive test result [file) location and completeness of information L 3.51.1 Receive test result [file) location and completeness of information
L 3.5.2.2 |Clinician and locator agree on patient id I 3.5.2.2 Clinician and locator agree on patient id
L 3.5.2.1 |Authenticate cllinician requesting lab test result I 3521 Authenticate clinician requesting |ab test result
M 6.1.2.1 |Requestinfoinelectronic form M
ory Clinician Perspective IAmbuIaturyCIinician Ferspective
M 7.1.2.1 |Check patient eligibility IM
M 7.1.3.1 |Requestavailable med/zllergy info in electronic form IM
M 7.1.4.1 |Considerformulary IM
M 7.1.6.1 |Communicate curment med list, scripts, allergy infa, care instruct ta patient IM
ory Pharmacist Perspective IAmbuIatury Pharmacist Perspective
M 7.2.11  |Verify script |M
™M 7.2.2.1 |Requestavailable med/zllergy infoin electronic form IM
Infarmation Exchange Ilrfurmatiun Exchange
M 2.1 Identify subject IM
™M 8.2 Locate records IM
Negotisted Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. For all "- " please include explanation.
5Y¥51- Preparing a Query Message " P " means Parking Lot - in need of further discussion. Required-Optional Requirements?
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L L/M LM M L L M
T2.'5¥51 Matched Requirements across use cases and reporting states AZ | CO | CT | OK |MD | NE | WA
Specified by HITSP:
HIO generates a registry stored query — asking the registry or
Record Locator Service if there are records for this patient
+ (Refer to HITSP 1501 R R R R R R R
Having the akility to exchange HL7 does not require it. Opticnal. - HIO generates an HL7 message R:R{O:R:R!R R




5Y5 2 AUDIT LOG [HIPAA].

AHIC Use Case Events/Actions Triggering 5¥52- Audit Log [HIPAA]

T1.Model States’ Common Events/actions Triggering 5Y52- Audit Log

[HIPAA]
L 3.2.1.7 |Logreceipt/include consent in lab result log L 3.2.1.7 Log receipt/include consent in lab result log
L 3.2.3.5 |Loginteraction with locator service L 3.2.35 Leg interaction with locator service
L 3.2.4.6 |Loginteractionwith data repository L 3.2.4.8 Log interaction with data repository
L 3.3.1.2 |5end results to data repository L
L 3.3.1.3 |Logcreation of test results L
L 3.4.1.6 |logreceiptand storage of [ab test results L
L 3.4.2.3 |Loginteraction with locator system L 3.4.2.3 Log interaction with locator system
L 3.4.3.5 |Loginteraction L 3.4.3.5 Log interaction
L 3.5.2.6 |Loginteraction with clinician L
™M 6.1.2.1 |Regquestinfoinelectronic form ™M 6121 Request info in electronic form
™M E6.1.4.4b |Communicate order to external pharm ™M 6.1.44b |Communicate orderto external pharm
™M 6.1.2.3 |Communicate infoto pharm ™M 6183 Communicate info to pharm
M £.1.9.1 |Communicate med and allergy info to next provider M 6191 Communicate med and allergy info to next provider
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
™M 7.1.2.1 |Check patient eligibility ™M 7121 Check patient eligibility
™M 7.1.3.1 |Reguestavailable med/allergy infoin electronic form ™M 7131 Regquest available med/allergy info in electronic form
™M 7.1.41 |Consider formulary ™M 7141 Consider formulary
™M 7.1.45 |Communicate info to pharm M
™M 7.1.4.53 |[Communicate info to pharm using paper/fax M
M 7.1.6.1 |Communicate current med list, soripts, allergyinfo, care instruct to patient M 7181 Communicate current med list, scripts, allergy info, care instruct to patient
Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective
™M 7.2.1.1 |Verify script M 7.2.1.1 Werify script
™M 7.2.2.1 |Requestavailable med/zllergy info in electronic form I
™ 7.2.4.2 |Provide med dizpensing status ™ 7.2.42 Provide med dispensing status
Infermation Exchange Infermation Exchange
™ 8.2 Locate records ™M 8.2 Locate records
M 8.3 Retrieve data M 2.3 Retrieve data
M 2.4 Route database content M 2.4 Route database content




5Y52- Audit Log [HIPAA]

Negotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
"P " means Parking Lot - in need of further discussion.

Required-Optional Requirementsd

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L LM LIM M L M M
T2.'5Y52 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
Audit Log for use and disclosure and infoermaticn systems
+ activity exists R R R R R R R
Audit Log for use and disclosure and information systems
+ activity occurred at established periodic time frames R R R R R R R
Audit log for use and disclosure of audit log has setreportin
Meed further clarification/definition of this requirement. + place R:0:0:!0 B R
Actions have been identified in the event of discovered
+ anomalies/breaches R R R R R R
Login auditing is required audit criteria (security rule
+ requirement) R R R R R R R
Tracking of the state-specific consent policy under which the
data was disclosed exists. May be a global consent policyor a
+ specific consent for each access [e.g., MA) R N R R R R R
5Y5 3 AUDIT LOG CONTENT.
AHIC Use Case Events/Actions Triggering $¥5S3- Audit Log Content T1. Model States' Common Events/Actions Triggering SY53- Audit Log
Content
L 3.2.1.7 |Logreceiptfinclude consentin lab resultlog L 3.2.1.7 Log receiptfinclude consent in lab result log
L 3.2.3.5 |Loginteraction with locator service L 3235 Loginteraction with locator service
L 3.2.46 |Loginteraction with data repository I 3.246 Log interaction with data repository
L 3.3.1.2 |Send results to data repository L
L 3.2.1.3 |Logcreastion of test results L
L 3.4.1.6 |Logreceiptand storage of labtestresults L
L 2.4.2.3 |Loginteraction with locator system L 3.4.2.3 Log interaction with locator system
L 3.435 |Loginteraction L 3435 Log interaction
L 3.5.2.6 |Loginteractionwith clinician L
M 6.1.2.1 |Requestinfoin electronic form M 6.1.2.1 Requestinfoin electronic form
™ E.1.4.4b |Communicate order to externzl pharm IM 6.1.4.4b |Communicate orderto external pharm
™ 6.1.8.3 |Communicate infoto pharm IM 6.1.8.3 Communicate info to pharm
™M E£.1.8.1 |Communicate med and allergy info to next provider IM E.1.5.1 Communicate med and allergy info to next provider
Ambulatory Clinician Perspective IAmbuIatDryClinician Perspective
M 7.1.2.1 |Checkpatient eligibility IM 7121 Check patient eligibility
™ 7. 1 |Requestavailable med/zllergy info in electronic form IM 7131 Request available med/zllergy info in electrenic form
™ 7.1.4.1 |Consider formulary ™ 7141 Consider formulary
M 7.1.4.5 |Communicate infoto pharm M
™ 7.1.4.53 |Communicate info to pharm using paper/fax [
N 7.1.6.1 |Communicate current med list, scripts, allergyinfo, care instruct to patient M| 7.1.61 Communicate current med list, scripts, allergy info, care instruct to patient
Ambulatory Pharmacizt Perspective Ambulzstory Pharmacist Perspective
™M 7.2.1.1  |Verify script ™M 7.211 Verify script
™M 7.2.2.1 |Requestavailable med/zllergy infoin electronic farm M
M 7.2.4.2 |Provide med dispensing status

Information Exchange

3

formation Exchange

™ 8.2 Locate records ™
™M 2.3 Retrigve data M 823 Retrieve data
M 8.4 Route database content M 8.4 Route database content

I
I
I
IM 7.2.4.2 Provide med dispensing status
I
I
I
I




5¥53- Audit Log Content
Write RESOLVED POLICIES / ISSUES / EXPLAMATIONS below.

Negotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
"P " means Parking Lot - in need of further discussion.

Required-Optional Requirements®

Usecase| L LM L/M M L L M
T2.5Y53 Matched Requirements across use cases and reporting states AZ |CO | CT | OK|MD| ME [WaA
Ability to share responsibilities for identifying what has been
transmitted and which entities are responsible for tracking on
+ specifics. R R R R
Shared specifics include:
+ User ID R R R R R R R
+ Date/time stamp R:R:R!R:R!R:R
+ Data transmitted R R R R R R R
+ Authorization needed to disclose R R R R R R
- Whether data can be transmitted to another party =1 -

5Y5 4 SYSTEM REVIEW.

2% Qe mered asNetAnplicsble temedet

AHIC Use Case Events/Actions Triggering SYS4- System Review

T1. Model States’ Commaon Events/Actions Triggering SYS4- System Review

{None identified

‘Nons identified

5Y54- System Review

MNegotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. " P " means Parking Lot - in need of further discussion. Required-Optional Requirements ™
Usecase| L LIM LM M L L M
T2.'5¥54 Matched Requirements across use cases and reporting states AZ | CO| CT | OK|MD| ME | WA
Automatic trigger exists for any out of state access. Automated
Audit review to permit ready review of any interstate access
Group agrees this should be optional - exists 4] o0:0!0:0
Information system review conducted on a regular and periodic
+ basis R O:R:R R:R R




5¥5 5 THRESHOLD CALCULATION.

AHIC Use Case Events/Actions Triggering 5YS5 - Threshold Calculation

T1. Model States’ Commaon Events/Actions Triggering SYS5- Threshold
Calculation

L 3.2.3.2 |Clinician/locator agree on patient identity through patient trait match L 3.2.3.2 Clinician/locator agree on patient identity through patient trait match
L 3.2.3. 23 |Clinician/locator agree on patient identity based on shared mpi L 2.2.2.2a |Clinician/lecator agree on patient identity based on shared mpi
i 3.2.3. 2k | Clinizian and lacator agree on patient id based on patient identifier matching L 3.2.3.2b |Clinician and lacatar agree on patient id based on patient identifier matzhing
L 3.2.4. 4 |Werify zorrect patient id and correctness of results and error cormect if necessarny L 3244 Werify correct patient id and correctness of results and error correct iF necessary
L 3.5.1.1 |Receivetestresult(file)location and completeness of information L 3.51.1 Receive test result [file) location and completeness of information
L 3.5.2.2 |Clinician and locator agree on patient id L 3.52.2 Clinician and locator agree on patient id
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
M 7.1.2.1 |Check patient eligibility M
™ 7.1.3.1 |Request available med/allergy info in electronic form ™M
Ambulatory Pharmacizt Perzpective Ambulatory Pharmacizt Perzpective
M | 7.2.21 |Requestavailable med/allergy info in electronic form M | |
Information Exchange Infermation Exchange
™M | 2.1 |Identiﬂd subject M |
MNegotiated Status:

§YS5 - Threshold Calculation
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements™

SYS 6 AUDIT TRAIL and NODE AUTHENTICATION [ATNA].

AHIC Use Case Events/Actions Triggering SYS6 - Audit Trail and
MNode Authentication [ATMA]

T1. Model States’ Common Events/Actions Triggering SYS6- Audit Trail

None identified

and Node Authentication [ATNA]
{None identified

5Y¥56 - Audit Trail and Node Authentication [ATNA]

MNegotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
" P "means Parking Lot - in need of further discussion.

Usecase| L LIM LM M L L M
T2.5Y55 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | ME | WA
System ability to calculate some value that represents the
We need qualifiers and ability to track measurements and values. + gquality of @ match based on an algarithm R R iR R R: R

Required-Optional Requirements ™

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L LM LM M L L M
T2. 3¥s6 Matched Requirements across use cases and reporting states AZ | CO| CT | OK|MD| NE | WA
Encryption is specified R R R R R R
Signing the data R R R R R R
Specified by policy R R R R R R




5¥5 7 DETERMINED TO BE "OUT OF SCOPE"

5Y¥5 8 SECURITY AUDIT PRACTICE.

AHIC Use Case Events/Actions Triggering 5YS 8 - Security Audit Practice

T1.

Model States' Commaon Events/Actions Triggering SYS8- Security
Audit Practice

L 2.2.1.7 |Logreceiptfinclude consentin labresult log L 3.21.7 Log receipt/include consentinlabresult log
L 3.2.3.5 |Loginteraction with locator service L 3.2.3.5 Loginteraction with locator service
L 3.2.4.6 |Loginteraction with data repository L 3.246 Log interaction with data repository
L 3.3.1.2 |Sendresultsto data repository L
L 3.3.1.3 |Logcreationoftestresults L
L 3.4.1.8 |Logreceiptand storage of lab test results L
L 3.4.2.3 |Loginteraction with locator system L 3.42.3 Log interaction with locator system
L 3.43.5 |Loginteraction L 3.43.5 Loginteraction
L 3.5.2.6 |Loginteraction with clinician L
™M £.1.2.1 |Regquestinfoin electronicform ™M 6121 Request info in electronic form
™M £.1.4.4b |Communicate order to external pharm ™M 6.1.44b |Communicate order to external pharm
™M £.1.8.3 |Communicate infoto pharm ™M 6183 Communicate info to pharm
™M £.1.8.1 |Communicate med and allergy info to next provider ™M 6151 Communicate med and allergy info to next provider
Ambulatory Clinician Perspective Ambulatory Clinicizn Perspective
™M 7.1.2.1 |Checkpatient eligibility M 7.1.21 Check patient eligibility
™M 7.1.3.1 |Requestavailable med/allergy info in electronic form ™M 7.1.31 Request available med/zllergy info in electronic form
™M 7.1.41 |Consider formulary ™M
™M 7.1.45 |Communicate infoto pharm ™M
™M 7.1.4.5a |Communicate info to pharm using paper/fax ™M
M 7.1.6.1 |Communicate current med list, scripts, allergy info, care instruct ta patient M
Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective
™M 7.2.1.1  |Verify script M
™M 7.2.2.1 |Requestavailable med/allergy info in electronic form ™M
™M 7.2.4.2 |Provide med dispensing status ™M
Information Exchange Information Exchange
™M 8.2 Locate records ™M
M 2.3 Retrieve data M
M 2.4 Route databaze content M
Negotiated Status:

5Y5 8 - Security Audit Practice

"+"means item is to be include in policy;

"P

"means do not include item in policy. Forall "-" please include explanation.

"means Parking Lot - in need of further discussion.

Required-Optional Requirements™

Write RESOLVED POLICIES / ISSUES / EXPLAMATIONS below. Usecase| L LM L/M M L L M
T2.5Y58 Matched Requirements across use cases and reporting states AZ | CO| CT | OK|MD| NE | WA

+ Auditing occurs at & specified frequency for the HIO. R o] R R R R R

Add additional line for External. External audit size is an issue. P Frequency__ AZ[Daily]__NE[Yearly]__WA[Guarterly] R R R

+ Comprehensive audit procedures exist R R R R R R R

+ Mitigation and remediation plans exist R R R R R R R
_ Sharing of Risk Scores with other RHIOs exists .




5Y¥5 9 DIGITAL SIGNATURE

AHIC Use Case Events/Actions Triggering 5Y5 9 - Digital Signature

T1. Model States’ Events/Actions Triggering $¥59- Digital Signature

L 3.4.1.2 |Verify authenticity of laboratery and lab test resultfile contents |__

™M £.1.1.1 |Receive infofrom drugsuppliers M

™M £.1.2.2 |Document med reconciliation ™M

™M £.1.4.3 |Sign med order ™M

™M £.1.5.1 |Review current med list ™M

™M £.1.6.3 |Document med reconciliation ™M

™M £.1.7.2 |Document med reconciliation M

™M £.1.2.1 |Prescribe new meds atdischarge M

™ 6.1.8.1 |Communicate med and allergy info to nest provider ™M

Ambulatory Clinician Perspective Ambulatory Clinician Perspective
™M 7.1.1.1 |Receive infofrom drugsuppliers ™M

™M 7.1.2.1 |Check patient eligibility ™M

™M 7.1.3.1 |Request available med/allergy info in electronic form ™M

™M 7.1.41 |Consider formulary M

™M 7.1.44 |Eign=cript M

™M 7.1.45 |Communicate info to pharm ™M

™ 7.1.6.1 |Communizate current med list, scripts, allergy info, care instruct ta patient M

Ambulatory Pharmacizt Perzpective Ambulatory Pharmacizt Perzpective
™M 7.2.1.1  |Verify zcript ™M

™M 7.2.2.1 |Request available med/allergy info in electronic form ™M

Information Exchange

Infarmation Exchange

2.3

|REtriEVE data

SY5 9 - Digital Signature

MNegotiated Status:

"+ " means item is to be include in pelicy;

" - "means do not include item in policy. Forall " - * please include explanation.
" P " means Parking Lot - in need of further discussion.

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. “RIA" means “Required If Applicable” Required-Optional Requirements ™
Usecase| L LIM LM M L L M

T2. 3¥59 Matched Requirements across use cases and reporting states AZ | CO| CT | OK|MD| ME | WA
RI& EAbiIiw for digital signature exists o 0! 0 R O R : 0O




I Requirements SYS 10 thru 5Y5 13 apply to Medication Management Use Case Only

5Y5 10 ELECTRONIC SIGNATURE

AHIC Use Case Events/Actions Triggering SYS 10 - Electronic Signature

T1.Model States’ Common Events/Actions Triggering SY510- Electronic
Signature

S¥5 10 - Electronic Signature
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

™M £.1.3.3 |Document med reconciliation ™M
™M £.1.4.3 |5ignmed order M
™M £.1.5.1 |Review current med list M
™M £.1.6.2 |Document med reconciliation ™M
™M £.1.7.2 |Document med reconciliation ™M
™M £.1.8.1 |Prezcribe new meds atdischarge ™M
™M £.1.8.1 |Communicate med and allergy info to next provider ™M
™M 7.1.1.1 |Receive infofrom drugsuppliers M
™M 7.1.44 |Eign=cript M
™M 7.1.45 |Communicate info to pharm ™M
Negotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P "means Parking Lot - in need of further discussion.
Use case

Required-Optional Requirements™

L

UMLUM M L L M

T2.5Y510 Matched Requirements across use cases and reporting states

AZ

co

cT

OK | MD | NE [ WA

Ability for electrenic signature (distinct from a digital signature)

5Y5 11 SIGNATURE VERIFICATION

AHIC Use Case Events/Actions Triggering 5Y5 11 - Signature Verification

T1. Model States Common Events Events/Actions Triggering S¥511- Signature
Verification

Ambulatory Clinician Perspective

Ambulatory Clinician Perspective

™M 7.1.1.1 |Receive infofrom drugsuppliers ™M

™M 7.1.44 |Sign=cript ™M

M 7.1.4.5 |Communicate info to pharm M |7.1.45 Communicate info to pharm
Ambulatory Pharmacist Perzpective Ambulatory Pharmacist Perspective

M| 7211 [Verifyscript ™

Information Exchange Infarmation Exchange

™M |3.3 |REtriE\.rE data ™M




5Y5 11 - Signature Verification
Write RESOLVED POLICIES £ I1SSUES / EXPLANATIONS below.

Requirements S¥S 10 thru 5YS 13 apply to M

edication Management Use Case Only

Negotisted Status:

"+ " meanc item is to be include in policy:

" - "means do not include item in policy. Forall " - " please include explanation.
" P " means Parking Lot - in need of further discucsion.

“RIA" means “Required If Applicable”

Required-Optional Reguirements
L UMLM M L L M

T2. 5¥511 Matched Requirements across use cases and reporting states

AZ | CO | CT | OK | MD | NE | WA

Verification of Signer Credentials:

Credential issued by trusted authority

Credential current

Credential not suspended/revoked

+ |+ |+ |+

Appropriate credential type [e.2. physician, pharmacist)

D:XD:D:3;
DD D31

RIA Signed by perscn claimed (non-repudiation

DW:DW:D:D:D:D

5Y5 12 INFORMATION INTEGRITY

AHIC Use Case Events/Actions Triggering 5¥5 12 - Information Integrity

Ti.Model States’ Common Events/Actions Triggering SY512-
Information Integrity

M 7.1.44 |Signs=cript

M 7.1.45 |Communicate infoto pharm

Ambulatory PFharmacist Perspective

M 7.2.1.1  |Werify script

Ambulatory Fharmacist Perspective

M |

5Y5 12 - Information Integrity

Requirements 5¥5 10 thru 5Y5 13 apply to M

edication Management Use Case Only

Negotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements®

Write RESOLVED POLICIES / ISSUES f EXPLANATIONS below. Usecase| L LM L/M M L L M
T2. 5¥512 Matched Requirements across use cases and reporting states AZ |CO| CT | OK |MD| ME | WA

+ Mo change since signature applied R iR

+ Yalid Timestamp R R

5Y5 13 USER IDENTITY VERIFICATION

AHIC Use Case Events/Actions Triggering 5¥5 13 - User Identity
Verificaton

T1. Model States' Common Events/Actions Triggering 5¥513- User

{None identified

Identity Verification
‘None identified

5Y5 13 - User ldentity Verificaton

Requirements S¥S 10 thru 5YS 13 apply to M

edication Management Use Case Only

Negotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P " means Parking Lot - in need of further discussion.
Use case

Required-Optional Requirements®

LUMLUM M L L M

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. T2. 'S¥513 Matched Requirements across use cases and reporting states AZ | CO | CT | OK |MD | NE | WA
+ Revocation checking R R |
+ Expiration checking R R

Group agrees this should be optional

- Authentication Method Checking

Group agrees this should be optional

- Challenge/response checking

0 im imim

Other:




Negotiated Requirements Review.

'Each negotiated requirement is presented using data from the multi-state negotiation of the Individual Requirement Review.

The Idividual Requirement Review COMPARES the specific events or actions of two AHIC use cases to commonly identified requirements reported across all participating states.
The following tables [T2] summarizes agreed minimum negotiated requirements and requirements placed in the parking lot for further discusion.

POL 1 INTERIM REPORTS.

MNegotiated Status:

"+"means item is to be include in policy;

L- EHR Laboratory Use Case

M - Medication Management Use Case

" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements

PARKING LOT

Usecase| L L/'ML/M M L L M
T2. POL1 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD| NE | WA ISSUES / EXPLANATIONS
Interim reports made available for sharing once the authorizing physician has signed
off on the results, and has been discussed with patient where this is required by Difference state perspective (ie border states) about withholding
- policy. =+ RO R information from a patient. Send to legal.

**Reported 3z Not Applicable to model.

POL 2 - Restricted Data Sharing

Negotiated Status:

"+ "means item is to be include in policy;

L- EHR Laboratory Use Case
M - Medication Management Use Case

"P "means Parking Lot - in need of further discussion.

Required-Optional Requirements

PARKING LOT

Usecase| L LIMLM M L L M
T2. POL2 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA ISSUES / EXPLANATIOMNS
+ iCaveats to data completeness are transmitted R R:R:R:R:R State-specific caveats should be included.
POL 3-7 DETERMINED TO BE "OUT OF SCOPE"
POL 8 - Returning More Demographics
MNegotiated Status:
wan e i 10 be include in pali L- EHR Laboratory Use Case
PSS LR 2 A M - Medication Management Use Case
"P "means Parking Lot - in need of further discussion. Regquired-Optional Requirements? PARKING LOT
Usecase| L LIMLM M L L M
T2. POLB Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD| NE | WA ISSUES / EXPLANATIONS
Demographic information returned to the end user shall not include either Social wording clarification on demographics items that must net ke disclosed -
+ Security Number or State Drivers License Number due to State |dentity Protection Laws. R /O R O R R send to legal.

POL 9 - Audit Log Process

MNegotiated Status:

"+ " meansitem is to be include in policy;

" P "means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case
M - Medication Management Use Case

Required-Optional Requirements

PARKING LOT

Usecase| L LIMLM M L L M
T2. POLS Matched Requirements across use cases and reporting states AZ | CO | CT | OK [MD| NE | WA ISSUES / EXPLANATIONS
Minimum agreement on who is respensible for reconstitution and sharing audit log
information during an investigation. Who is authorized to request this disclosure and
+ to whom does this go? Where does or can a patient make the request to the RHIO? RiRIiR: RiIiR!:RiR




POL 10- Data Authentication

Negotiated Status:

"+"means item is to be include in policy;

" P " means Parking Lot - in need of further discuszion.

L- EHR Laboratory Use Case
M - Medication Management Use Case

Required-Opticnal Requirements ¥

Use case|

L UMLM M L L M

PARKING LOT

T2. POL1D Matched Requirements across use cases and reporting states

AZ | CO | CT | OK [ MD | NE | WA

ISSUES / EXPLANATIONS

+ patient

Methods for assurance that data has not been modified if a decument is shared with a

RIRR: Ri R R{R R

** Reported as Not Applicable to model.

POL 11 DIGITAL SIGNATURE.

Negotiated Status:

"+"means item is to be include in policy;

" P " means Parking Lot - in need of further discuszion.

L- EHR Laboratory Use Case
M - Medication Management Use Case

Required-Opticnal Requirements ¥

Use case|

L UMLM M L L M

PARKING LOT

T2. POL11 Matched Requirements across use cases and reporting states

AZ | CO | CT | OK [ MD | NE | WA

ISSUES / EXPLANATIONS

Policy allowing the organization to accept or express data without signature or would
- express it with a caveat or some marker that no signature was received

** R R : O

** Reported as Not Applicable to model.

POL 12- Relationship to Patient

Negotiated Status:

"+ " means item is to be include in policy;

" P " means Parking Lot - in need of further discuszion.

L- EHR Laboratory Use Case
M - Medication Management Use Case

Required-Opticnal Requirements ¥

Use case|

L UMLM M L L M

PARKING LOT

T2. POL 12 Matched Requirements across use cases and reporting states

AZ | CO | CT | OK [ MD | NE | WA

ISSUES / EXPLANATIONS

+ demonstrate they are the provider of the subject of care

Gray area — for HIPAA only regulated state — subject of care — provider needs to

R iR

Wording change from "prove” to "demonstrate”

POL 13 - Risk Assessment

Negotiated Status:

"+ "means item is to be include in policy;

" P "means Parking Lot - in need of further discussion.

Use case

L- EHR Laboratory Use Case
M - Medication Management Use Case

Required-Optianal Requirements™

L UMLM M L L M

PARKING LOT

T2. POL13 Matched Requirements across use cases and reporting states

AZ | CO | CT | OK [ MD | NE | WA

ISSUES / EXPLANATIONS

Identification of risk issues— e g. Data authentication not a high risk in this scenario.




Requirement POL 14 applies to Medication Management Use Case Only
POL 14 - Signature/ Data Validation Checking

Megotiated Status:

"+"means item is to be include in policy;

"P"means Parking Lot - in need of further discussion.

Use case| L

L- EHR Leboratory Use Case
M - Medication Management Use Case

Required-Optional Requirements™

LM LM M L L

I

PARKING LOT

T2. POLL4 Matched Requirements across use cases and reporting states

- Signature and Data Integrity conducted prior to allowing the following procedures:

- Using data communicated through secured methods {e.g. VPN)

- Using data communicated through insecure methods [e.g. patient USE)

- Storing data

- Submitting data to shared resource

POL15- Information Systems Activity Review [45 CFR 164.308 (a)(1)]

Megotiated Status:

"+ " means item is to be include in policy;

"P " means Parking Lot - in need of further discussion.

L- EHR Laboratory Use Case
I - Medication Management Use Case

ISSUES [ EXPLANATIONS

Clarification needed on this context and whether this is in scope. Ties to
POL11 and DAT8 and 5¥5 11 & 12

Required-Opticnal Requirements™

PARKING LOT

Usecase| L L/ML/M M L L M
T2. POL15 Matched Requirements across use cases and reporting states AZ [co | cT | OK [MD | NE | WA ISSUES / EXPLANATIONS

Software applications, network servers, firewalls and other network hardware and
software are configured to create audit logs that track activities invelving electronic

+ protected health information (ePHI) such as data medification, creation, deleticn, etc R R R R R R
The audit logs generated are reviewed on a regular basis based on audit criteria
developed in advance, any anomalies documented and mitigating action, if necessary. R
Documentation is retained for a minimum of six years. R

POL16- Log-in Monitoring [45 CFR 164.308 (a)(5]]

Megotiated Status:

"+ "means item is to be include in policy;

"P " means Parking Lot - in need of further discussion.

L- EHR Leboratory Use Case
M - Medication Management Use Case

Required-Optional Requirements¥

PARKING LOT

Usecase| L L/ML/M M L L M
T2. POL16 Matched Requirements across use cases and reporting states AZ [co | cT | OK [MD | NE | WA ISSUES / EXPLANATIONS
An audit log created to record when a workforce member or business associate logs on
to the network or a software application; when login is attempted; and when the login
+ attempt fails. R R R R R R
The audit logs generated are reviewed on a regular basis based on audit criteria
developed in advance, any anomalies documented and mitigating action, if necessary.
R

Documentation is retained for a minimum of six years [AZ;7yrs]




POL17- Evaluation [45 CFR 164.308 (a)(8]]

Megotiated Status:

L- EHR Laboratory Use Case
"+"means item iz to be include in policy;

M - Medication Management Use Case

" P " means Parking Lot - in need of further discussion. Required-Optional Requirements? PARKING LOT

Usecase| L L/ML/M M L L M

T2. POL17 Matched Requirements across use cases and reporting states AZ |CO | CT ISSUES / EXPLAMATIONS
Required for both covered entities and non-covered entities in order to
+ Administrative Safeguard; policy requirements — R exchange; expect non-CE to abide by privacy and security rules.

Pericdic technical and non-technical evaluations are conducted to reascnably ensure
the covered entity is compliant with the provisions of the HIPAA Security Rule.
Otherwise known as a compliance audit:

Audit criteria are to be develaped in advance

An evaluation ccours at least annually or when any major system or business changes
+ ocour. E:R:R

Required for both covered entities and non-covered entities in order to

Evaluation requires: exchange; expect non-CE to abide by privacy and security rules.

Generation of an audit findings report

Associated mitigating action or documentation that an identified deficiency represents
+ a risk the organization is willing to accept. =] =] R

The organization is responsible for prioritizing mitigation and document mitigation
plans {including doecumenting completion of mitigating activity).

All documentation must be retained for a minimum of six years. [AZ;Tyrs] R R R

POL18- Audit Controls [45 CFR 164.312 (b]]

MNegotiated Status:
:‘g . s | L- EHR Laboratory Use Case
wym e ; f -
e M - Medication Management Use Case
"P " means Parking Lot - in need of further discussion. Required-Optional Requirements? PARKING LOT
Usecase| L L/M LM M L LM
T2. POL18 Matched Requirements across use cases and reporting states AZ | CO | CT WA ISSUES 7/ EXPLANATIONS
+ Technical Safeguard; policy, data, system requirements R
All entities and their business associates must implement technical processes that
accurately records activity related to access, creation, madification and deletion of
T ePHI. Ri/R R R Change "Covered entities” to "All entities and their business associates”
Audit logs recording activity as it relates to ePHI and the periodic review of generated
+ gudit logs /R R R
Review of audit logs is based on established zudit criteria and include documentation
of any anomalies and mitigating action {including sanctions, security incident
+ response team activation, etc. as appropriate), if necessary. R /R R R
+ All documentation is retained for a minimum of six years. [AZ;7yrs] =] R R
+ Audit logs at @ minimum must include: R R R
+ Unique user name/1D =] R =]
+ Dateftime stamp R R 23
+ Action taken (view, add, change, delete]) R R R




Individual Requirement Review.

The Idividuz| Reguirement Review COMPARES the specific events or actions of each AHIC use cases to those consistently identified reguirements reported across all participating states.

‘Each requirement under review is presented using data in a three table format.

The AHIC Use Case Events/&ctions Triggering Requirement identifies the events/actions that trigger = specific requirement.

Table 1 [T1}-Use Case Events/Actions uses data from Part 4 of the data collection template to identify commen events/actions under which a specified requirement is or may be triggered across the participating state modals.

[Ler M indicates which use case the event ar action come from: L reprezents EHR Lab Result; M respresents Medication Management.]

The zpecified event or action use caze code iz given 85 is 3 summary of the event or action that triggers the reguirement in review.

Table 2 [T2] Uses datz collected from Fart 3 and delinestes each requirement to understand the differences of each element and identify commaon areas for potential policy development.

POL 1 INTERIM REPORTS.

AHIC Use Case Events/Actions Triggering POL 1 - Interim Reports

T1.Medel States Common Events/Actions Triggering POL1- Interim Reports

Neone identified

None identified

POL 1 - Interim Reports

Negotiated Status:

"+"means item is to be include in policy;

"="means do not include item in policy. Forall "- " please include explanation.
" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements?

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase | L LM LM M L L M
T2. POL1 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
withholding information from a patient. Send to legal. B {Interim reports made available for sharing once the ordering ** R:O R

POL 2 RESTRICTED DATA SHARING.

** Reported as Not Applicable to model.

AHIC Use Case Events/Actions Triggering POL 2 - Restricted

T1.Model States’ Commaon Events/Actions Triggering POL2- Restricted

Data Sharing Data Sharing
L 3.2.1.1s |Send request for historical result to repositories L 3.211a |Send request for historical result to repositories
L 3240 View results using another system| non EHR) L
L 3.2.4.2 |Submit authentication info to data repository L
L 3.4.2.1 |Authenticate to locator service L 3421 Authenticate to locator service
L 2.4.3.2 |Authenticate and verify 35 ordering clinician of care L 3432 Authenticate and verify ag ordering clinician of care
L 2.5.2.1 |Authenticate cllinician requesting lab test result L 3521 Authenticate clinician requesting lab test result
™M 6.1.2.1 |Reguestinfoinelectronicfarm ™M
Ambulatory Clinician Perspective Ambulatory Clinician Perspective

™M 7.1.2.1 |Checkpatient eligibility ™M
™M 7.1.3.1 |Requestavailable med/allergy info in electronic form ™M
™ 7.1.41 |Considerformulary ™
™ 7.1.6.1 |Communizate current med list, soripts, allergy info, care instruct to patient ™
Ambulatory Pharmacist Perspective Ambulatory Pharmacizt Perspective
™M 7.2.1.1 |Verifyscript ™M
™ 7.2.2.1 |Requestavailable med/allergy info in electronic form ™
Information Exchange Information Exchange
M [3.2 Locate records M
M |23 Retrisve dats ™
POL 2 - Restricted Data Sharing i
Negotiated Status:

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.

" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements¥

Usecase| L L/M LIM M L L M
T2_POL2 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
Wording clarification on caveats - send to legal. P {Caveats to data completeness are transmitted R R:Ri{R:Ri{R




POL 3-7 DETERMINED TO BE "OUT OF SCOPE"

POL 8 RETURNING MORE DEMOGRAPHICS.

AHIC Use Case Events/Actions Triggering POL 8 - Returning
More Demographics

T1. Maodel States’ Common Events/Actions Triggering POLS- Returning
Maore Demographics

L 3.2.3.2 |Clinician/locator agree on patient identity through patient trait match L
L 3.2.3. 23 |Clinician/locator agree on patient identity based on shared mpi L
L 3.2.3. 2k | Clinizian and lozator agree on patient id based on patient identifier matching L
L 3.2.4 4 |Yerify correct patient id and correctness of results and error correct if necessary L
L 3.5.1.1 |Receivetestresult(file)location and completeness of information L
L 3.5.2.2 |Clinician and locator agree on patient id L
Ambulatory Clinician Perspective Ambulatory Clinicizn Perspective
™M 7.1.2.1 |Checkpatient eligibility M
™ 7.1.2.1 |Requestavailable med/allergy infoin electronic form ™M
™M 7.1.41 |Consider formulary ™M
Ambulatory Pharmacizt Perzpective Ambulatory Pharmacizt Perzpective
™M | 7221 |RE-questavailahleme-d,fallergyinfnin electronic form ™M |
Information Exchange Information Exchange
m |31 [1dentify zubject M|
POL 8 - Returning More Demographics
ng OErap N iated 5 .

Write RESOLVED POLICIES / ISSUES f EXPLANATIONS below.

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements ¥

Usecase| L LIM LM M L L M
T2. POL8 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
Wording clarification on demograpghics items that must not Returning more demographic information to the end user than
ke disclosed - send to legal. P was entered. R:/O: RO R| R




POL 9 AUDIT LOG PROCESS.

AHIC Use Case Events/Actions Triggering POL 9 - Audit Log Process

T1.Model States’ Common EventsfActions Triggering POLS- Audit Log Process

3.2.1.7 |Logreceiptfinclude consentin lab result log 3.2.1.7 Log receipt/include consentin lab result log
3.2.3.5 |Loginteraction with locator service

3.2.4.6 |Loginteraction with data repository 3.2.486 Log interaction with data repository
3.3.1.2 |5end results todata repository

3.3.1.3 |Logcrestionoftestresults

3.41.6 |Logreceiptand storage of lab test results

3.4.2.3 |Loginteraction with locator system 3.42.3 Log interaction with locator system
3.43.5 |Loginteraction 3.43.5 Loginteraction

3.5.2.6 |Loginteraction with clinician

£.1.2.1 |Regquestinfoin electronicform

£.1.4.4b |Communicate order to external pharm

£.1.8.3 |Communicate infoto pharm

£.1.8.1 |Communicate med and allergy info to next provider

bulatory Clinician Perspective

bulatory Clinician Perspective

7.1.2.1 |Check patient eligibility

7.1.3.1 |Requestavailable med/allergy info in electronic form

7.1.41 |Considerformulary

7.1.45 |Communicate infoto pharm

7.1.4.5a |Communicate info to pharm using paper/fax

7.1.6.1 |Communicate current med list, scripts, allergy info, care instruct to patient

bulatory Pharmacist Perspective

bulatory Pharmacist Perspective

SEESIEEEEIEEZEEEEC]TITITIOITNT

7.2.1.1  |Verify script
7.2.2.1 |Requestavailable med/allergy info in electronic form
7.2.42 |Provide med dizpensing status

EEEyEEEEEESEEEED T T T 000"

Information Exchange

nformation Exchange

M 2.2 Locate records M
M |3.3 Retrieve data M
M |2.4 Route databaze content M
Negotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.

"P "means Parking Lot - in need of further discussion.

Required-Optional Requirements™

POL 9 - Audit Log Process Usecase| L LM LM ML L M
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. TZ. POLS Matched Requirements across use cases and reporting states AZ | CO | CT | OK|MD| ME | WA
Minimum agreement on who is responsible for reconstitution
and sharing audit log information during an investigation. Who
is authorized to request this disclosure and to whom does this
go? Where does or can a patient make the request to the RHIO?
+ R:RIR:R R:RI!R




POL 10 DATA AUTHENTICATION.

AHIC Use Case Events/Actions Triggering POL 10- Data Authentication

T1. Model States’ Common Events/Actions Triggering POL10- Data
Authentication

POL 10- Data Authentication

L 3.4.1.2 |Verify authenticity of laboratory and |ab test result file contents L 3412 Werify authenticity of laboratory and lab test result file contents
™M £.1.1.1 |Receive infofrom drug suppliers ™

™M £.1.3.2 |Document med reconciliation ™M

™M £.1.43 |Sign med order ™M

™M £.1.5.1 |Review current med list ™M

™M £.1.6.3 |Document med reconciliation ™

™M £.1.7.3 |Document med reconciliation ™

™M £.1.8.1 |Prescribe new meds st discharge ™

™M £.12.1 |[Communicate med and allergy info to next provider ™

Ambulatory Clinician Perspective Ambulatory Clinician Perspective
M 7.1.1.1 |Receive info from drug suppliers M

™M 7.144 |Sign=cript M

™M 7.145 |Communicate infoto pharm M

Negotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P "means Parking Lot - in need of further discuszion.

Required-Optional Requirements®

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L L/M LM M L L M
T2. POL10 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [ MD | NE | WA
Methods for assurance that data has not been modified if 2
+ document is shared with a patient R |RR R R R R R

POL 11 DIGITAL SIGNATURE.

** Reported as Not Applicable to model.

AHIC Use Case Events/Actions Triggering POL 11- Digital Signature

T1.Model States’' Common Events/Actions Triggering POL11- Digital
Signature

POL 11- Digital Signature

L 3.4.1.2 |Verify authenticity of laboratory and |ab test result file contents L
™M £.1.1.1 |Receive infofrom drug suppliers ™
™M £.1.3.2 |Document med reconciliation ™M
™M £.1.43 |Sign med order ™M
™M £.1.5.1 |Review current med list ™M
™M £.1.6.3 |Document med reconciliation ™
™M £.1.7.3 |Document med reconciliation ™
™M £.1.8.1 |Prescribe new meds st discharge ™
™M £.12.1 |[Communicate med and allergy info to next provider ™
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
M 7.1.1.1 |Receive info from drug suppliers M
™M 7.144 |Sign=cript M
Megotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall"-" please include explanation.
"P "means Parking Lot - in need of further discuszion.

Required-Optional Requirements®

Write RESOLVED POLICIES f ISSUES / EXPLANATIONS below. Usecase| L L/M LM M L L i
T2. POL11 Matched Requirements across use cases and reporting states AZ | CO | CT | OK [ MD | NE | WA
Several re-wording suggestions, ie: "Policy requires when you Policy allowing the organization to accept or express data
accept or express data you have a signature or somehow without signature or would it express with a caveat or some
describe that there was no signature required.” B marker that no signature was received *=* R RO

#** Repaorted as Not Applicable to model.



POL 12 RELATIONSHIP TO PATIENT.

AHIC Use Case Events/Actions Triggering POL 12- Relationship to Patient

T1. Use Case Events/Actions Triggering Requirement POL12- Relationship to
Patient

None identified

{None identified

POL 12- Relationship to Patient

Megotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
" P "means Parking Lot - in need of further discussion.

Required-Optional Requirements™

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L LM LM M L L M
T2. POL 12 Matched Requirements across use cases and reporting states AZ | CO | CT | OK |MD| MNE | WA
Gray area — for HIPAA only regulated state —subject of care —
provider needs to demaonstrate they are the provider of the
Wording change from "prove” to "demonstrate” + subject of care R R

POL 13 RISK ASSESSMEMT.

AHIC Use Case Events/Actions Triggering POL 13 - Risk Assessment

T1. Model States’ Common Events/Actions Triggering POL 13- Risk Assessment

L 3.2.4 4 |Werify correct patient id and correctness of results and error correct if necessarny L
L 3.4.1.2 |Verify authenticity of laboratory and lab test resultfile contents L
™M £.1.1.1 |Receive infofrom drugsuppliers ™M
™M £.1.2.2 |Document med reconciliation ™M
™ £.1.4.3 |Signmed order ™M
™M £.1.5.1 |Review current med list ™M
™M £.1.6.3 |Document med reconciliation ™M
™M £.1.7.2 |Document med reconciliation M
™M £.1.2.1 |Prescribe new meds atdischarge M
™M £.1.8.1 |Communicate med and allergy info to next provider ™M
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
™M 7.1.1.1 |Receive infofrom drugsuppliers ™M
™M 7.1.44 |Sign=cript ™M
™M 7.1.45 |Communicate info to pharm M
M 7.1.4.5a3 |Communicate info to pharm using paper/fax M
Ambulatory Pharmacist Perzpective Ambulatory Pharmacist Perspective
M | 7.242 | Provide med dispensing status M | |
Information Exchange Infarmation Exchange
M | 8.4 | Route database content M | |
Negotiated Status:

POL 13 - Risk Assessment

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.
"P "means Parking Lot - in need of further discussion.

Required-Optional Requirements™

Write RESOLVED POLICIES / ISSUES / EXPLAMATIONS below. Usecase| L LM L/M M L L it
TZ. POL13 Matched Requirements across use cases and reporting states AZ | CO | CT | OK|MD| ME | WA
Wording needs to be changed - clarification of data Identification of risk issues— e.g. Data authentication not a high
authentication being in scope. P risk in this scenario. =3 R R R:IR




POL 14 SIGNATURE f DATA VALIDATION CHECKING.
Requirement POL 14 applies to Medication Management Use Case Only

Requirement POL 14 applies to Medication Management Use Case Only

AHIC Use Case Events/Actions Triggering POL 14 - Signature/ Data Validation

T1. Model States’ Common Events/Actions Triggering POL14- Signature /

Checking Data Validation Checking
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
M 7.1.1.1 |Receive infofrom drug suppliers M
M 7.1.44 |Signscript M
M 7.1.45 |Communicate info to pharm M
Ambulatory Pharmacizt Perzpective Ambulatory Pharmacizt Perzpective
M | 7.2.11 |Verif~(5|:ript M

Information Exchange

M |E.3 |Retrieve data

Infarmation Exchange

m | |

POL 14 - Signature/ Data Validation Checking
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below.

Negotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.

"P "means Parking Lot - in need of further discussion.
Use case

Required-Optional Requirements™
L UMLM M L L M

TZ. POL14 Matched Requirements across use cases and reporting states

Signature and Data Integrity conducted priar to allowing the
Clarification needed on this context and whether this is in scope. B following procedures:

Using data communicated through secured methods (e.2.
P VEN)

Using data communicated through insecure methods (e.g.
P patient USB)
B Storing data
B Submitting data to shared resource




POL 15 INFORMATIOMN SYSTEMS ACTIVITY REVIEW.

AHIC Use Case Events/Actions Triggering POL15- Information
'Systems Activity Review [45 CFR 164.308 (a){1]]

T1. Model States' Common Events/Actions Triggering POL15- Information
Systems Activity Review [45 CFR 164.308 (a)(1)]

L 3.2.1.1a |Send request for historical rezult to repositories L

L 3.2.1.7 |Logreceipt/include consentin lab result log L 3.2.17 Log receipt/include conzentin lab result log
L 3.2.3. 2a | Clinician/locator agree on patient identity based on shared mpi L 3.2.3. 23 |Clinician/locator agree on patient identity based an shared mpi
L 3.2.3. 2t | Clinician and locatar agree on patient id bazed on patient identifier matching L 3.2.3. 28 |Clinician and locator agree on patient id based on patient identifier matching
L 3.2.2.1 |Submit authentication info to locator L 3.2.2.1 Submit authentication info to locator

L 3.2.3.2 |Clinician/locater agree on patient identity through patient trait match L

L 3.2.3.5 |lLoginteraction with locator service L 3.2.35 Log interaction with locator service

L 3.2.4 4 |Yerify correct patient id and correctness of results and error correct iF necessary L 3244 Werify correct patient id and correctness of results and error correct if necessarny
L 3.2.4.0 |View results using another system| non EHR) L

L 3.2.4.2 |Submitsuthentication info to dats repository L 3.2.42 Submit suthentication info to data repository
L 3.2.4.6 |Loginteraction with dats repository L 3.2.48 Log interaction with data repository

L 3.3.1.2 |%end results to data repository L 3.3.1.2 Send results to dats repository

L 2.2.1.2 |Logcreation of test results L

L 3.4.1.2 |Verify authenticity of laboratory and |ab test result file contents L

L 3.4.2.1 |Authenticate tolocator service L

L 3.4.3.2 |Authenticate and verify 2z ordering clinician of care L

L 3.43.5 |lLoginteraction L

L 3.5.1.1 |Receivetestresult [file) location and completeness of information L

L 3.5.1. 2 |“erify authenticity of lab test result location and completeness of related infarmation L

L 3.5.2.2 |[Clinician and locator agree on patient id L

L 3.5.2.1 |Authenticate cllinician requesting lab test result L

L 3.5.2.6 |lLoginteraction with clinician L

™M £.1.1.1 |Receive infofrom drugsuppliers ™

™M £.1.2.1 |Requestinfoinelectronic form ™

™M £.1.3.3 |Document med reconciliation ™

™M £.1.4.3 |Sign med order ™M

™M £.1.4.4b (Communicate order to external pharm ™M

™M £.1.5.1 |Rewiew current med list ™M

™M £.1.6.3 |Document med reconciliation ™M

™M £.1.7.3 |Document med reconciliation ™

™M £.1.8.1 |Prescribe new meds atdizscharge ™

™M £.1.8.3 |Communicate infoto pharm ™

™M £.1.8.1 |Communicate med and allergy info to next provider ™

Ambulatory Clinician Perspective Ambulatory Clinician Perspective

M 7.1.1.1 |Receive infofrom drugsuppliers M

M 7.1.2.1 |Checkpatient eligibility M

M 7.1.3.1 |Requestavzilable med/sllergy infoin electronic form M

M 7.1.41 |Considerformulary M

™M 7.1.44 |Signscript M

™M 7.1.45 |Communicate infoto pharm M

™M 7.1.6.1 |Communicate current med list, scripts, allergu infa, care instruct to patient M

Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective

M 7.2.1.1  |Verify script M

M 7.2.2.1 |Requestavzilable med/sllergy infoin electronic form M

M 7.2.4.2 |Provide med dizpensing status M

Information Exchange Information Exchange

™M 2.1 Identify subject M

™M 3.2 Locate records M

™M 23 Retrieve data M

M 2.4 Route database content M




POL15- Information Systems Activity Review [45 CFR 164.308 (a)(1]]
Write RESOLVED POLICIES [/ ISSUES / EXPLANATIONS below.

Negotiated Status:

"+"means item is to be include in policy;

"—"means do not include item in policy. Forall "-" please include explanation.
"P"means Parking Lot - in need of further discussion.

Use case

Requ

T2. POL15 Matched Requirements across use cases and reporting states

Administrative Safeguard; policy, data and system requirements-

Software applications, network servers, firewalls and other
network hardware and software are configured to create audit
logs that track activities involving electronic protected health
information {ePHI) such as data modification, creation,
deletion, etc

The audit logs generated are reviewed on a regular basis
based on audit criteria developed in advance, any anomalies
documented and mitigating action, if necessary.

Documentation is retained for a minimum of six years.

POL 16 LOG-IN MOMNITORING.

AHIC Use Case Events/Actions Triggering POL16- Log-in
Monitoring [45 CFR 164.308 (a)(5]]

'Ti. Model States' Common Events/Actions Triggering POL16- Log-in
Monitoring [45 CFR 164.308 {a)(5)]

3.2.1.13 |Send request for historical result to repositories 3.2.1.13 |53end request for historical result to repositories
3.2.1.7 |Logreceipt/include consent in lab result log 3.217 Leg receipt/include conzent in lab result log
3.2.3.1 |Submit authentication info to locator 2.2.31 Submit authentication info to locator

2.2.4.0 |View results using another system| non EHR)

3.2.4.2 |Submit authentication info to data repository

3.3.1.2 |Send results todats repository 3.3.1.2 Send results to data repository

3.41.2 |Verify authenticity of Iaboratory and Iab test result file contents

3.4.2.1 |Authenticate to locator service

3.4.3.2 |Authenticate and verify 3= ordering clinician of care

3.5.1. 2 |Werifyauthenticiey of lab vest result location and completeness of related information

3.5.2.1 |Authenticatecllinician requesting lab test result

£.1.2.1 |Requestinfoinelectronicform

6.1.5.1 |Review current med list

£.1.7.3 |Document med reconciliation

£.1.8.1 |Prescribe new meds atdischarge

£.1.9.1 |Communicate med and allergy info to next provider

bulztory Clinician Perspective

bulatory Clinician Perspective

7.1.2.1 |Check patient eligibility

7.1.2.1 |Regquestavailable med/sllergy infoin electronic form

7.1.41 |Considerformulary

bulatory Pharmacist Perspective

bulatory Pharmacist Perspective

7.2.1.1 |Verify script

7.2.2.1 |Regquestavailable med/allergy infoin electronic form

7.2.4.2 |Provide med dizpensing status

gggglgggggggggl-l-l-l-l-l-l-l-l-l-l-

Information Exchange Information Exchange
M 2.1 Identify subject M
M 8.2 Locate records ™M
™M 2.3 Retrieve data ™M




Negotiated Status:
"+"means item is to be include in policy;

POL16- Log-in Monitoring [45 CFR 164.308 (a)(5]] "—"means do not include item in policy. For all "-" please include explanation.
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. " P " means Parking Lot - in need of further discussion. Required-Optional Requirements?
Usecase| L L/MLM M L L M
T2. POL16 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
Administrative Safeguard; policy, data and system
requirements— R

An audit log created to record when a workforce member or
business associate logs on to the network or a software
application; when login is attempted; and when the login
+ attempt fails. R R R R R R
The audit logs generated are reviewed on a regular basis
based on audit criteria developed in advance, any ancmalies

+ documented and mitigating action, if necessarny. R:R:R:R R iR
Documentation is retained for a minimum of six years
+ [AZ;Tyrs] R:R:R:R R:R
POL 17 EVALUATION.
AHIC Use Case Events/Actions Triggering POL17- Evaluation 'T1. Model states’ Common Events/Actions Triggering POL17- Evaluation

[45 CFR 164.308 (a)(8)] [45 CFR 164.308 (a)(8)]

;NI}HEiﬂEI‘ItifiEﬂ ;Nuneidentified

Negotiated Status:
"+"means item is to be include in policy;
"—"means do not include item in policy. For all "-" please include explanation.
POL17- Evaluation [45 CFR 164.308 (a)(8)] " P " means Parking Lot - in need of further discussion. Required-Optional Requirements?
Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L L/M LM M L L il
T2. POL17 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA

Required for hoth covered entities and non-covered entities in
order to exchange; expect non-CE to abide by privacy and
security rules. + Administrative Safeguard; policy requirements — R
Periodic technical and non-technical evaluations are
conducted to reasonakly ensure the coverad entity is
compliant with the provisions of the HIPAA Security Rule.

Otherwise known as a compliance audit: R R R
Audit criteria are to be developed in advance R R =]
An evaluation occurs at least annually or when any major
+ system or business changes occur. =3 R B B =3 B
Required for both covered entities and non-covered entities in
order to exchange; expect non-CE to abide by privacy and
security rules. + Evaluation requires: R R R
Generation of an audit findings report R R =] =3 R
Associated mitigating action or documentation that an
identified deficiency represents a risk the organization is
+ willing to accept. R R R R R R
The organization is responsible for prioritizing mitigation and
document mitigation plans (including decumenting
+ completion of mitigating activity). R R R R R R
All documentation must be retained for a minimum of six
+ years. [AZ;7yrs] R R R R R R




POL 18 AUDIT CONTROLS.

AHIC Use Case Events/Actions Triggering POL18- Audit

Ti. Model States' Common Events/Actions Triggering POL18- Audit

Controls [45 CFR 164.312 (b)] Controls [45 CFR 164.312 (b)]
L 3.2.1.1a |5end request for historical result to repositories L 3.2.1.1a |Send request for historical result to repositories
L 3.2.1.7 |Logreceiptf/include consentin lab result log L 3217 Log receipt/include consentin lab result log
L 3.2.3.1 |Submit authentication info to locator L 3.231 Submit authentication info to locator
L 3.2.3.2 |Clinician/locator agree on patient identity through patient trait match L
L 3.2.3. 2a | Clinician/locator agree on patient identity bazed on shared mpi 3.2.3.28 |Clinician/locator agree on patient identity bazed on shared mpi
L 3.2.3. 2b | Clinigian and locator agree on patient id bazed on patient identifier matching 3.2.3.2b | Clinician and locatar agree on patient id based on patient identifier matching
L 3.2.3.5 |Loginteraction with locator service L 3.2.35 Log interaction with locator service
L 3.2.4.0 |View results using another system| non EHR) L
L 3.2.4.2 |Submit authentication info to data repository L 3.242 Submit authentication info to data repository
L 3.2.4 4 |Yerifycorrect patient id and correctness of results and error correct if necessary L 3244 ‘erify correct patient id and correctness of results and error correct if necessary
L 3.2.46 |Loginteraction with data repository L 3.248 Log interaction with data repository
L 3.3.1.2 |53end results todata repository L 3312 Send results to data repository
L 3.2.1.2 |Logcreationoftestresulis L
L 3.4.1.2 |Verify authenticity of lIaboratory and lab test result file contents L
L 3.42.1 |Authenticatetolocatorservice L
L 3.43.2 |Authenticate and verify 3z ordering clinician of care L
L 3.435 |Loginteraction L
L 3.5.1.1 |Receive testresult [filz) location and completeness of information L
L 3.5.1.2 | Verify authenticity of lab test rezult location and completeness of related infarmation L
L 3.5.2.2 |Clinicianand locator agree on patient id L
L 3.5.2.1 |Authenticate cllinician requesting Iab test result L
L 3.5.2.6 |Loginteraction with clinician L
™ 6.1.1.1 |Receive infofromdrugsuppliers ™M
™ 6.1.2.1 |Requestinfoinelectronicform ™M
™ 6.1.3.3 |Document med reconciliation ™M
™ 6.1.4.3 |[Sign med order ™M
™ 6.1.4.4b |Communicate arder to external pharm ™M
™ €.1.5.1 |Review current med list ™M
™ €.1.6.3 |Document med reconciliation ™M
™ €.1.7.3 |Document med reconciliation ™M
™ €.1.8.1 |Frescribe new meds stdischarge ™M
™ €.1.8.3 |Communicate infoto pharm ™M
™ €.1.3.1 |Communicate med and allergy info to next provider ™M
Ambulatory Clinician Perspective Ambulatory Clinician Perspective
™ 7.1.1.1 |Receive infofromdrugsuppliers M
™M 7.1.2.1 |Check patient eligibility M
M 7.1.3.1 |Requestavailable med/allergy infoin electronic form M
M 7.1.4.1 |Considerformulary M
M 7.1.4.4 |Signscript M
M 7.1.45 |Communicate infoto pharm M
™M 7.1.4.58 |[Communicate info to pharm using paper/fax M
™ 7.1.6.1 | Communicate curent med list, scripts, allergy info, care instruct ta patient M
Ambulatory Pharmacist Perspective Ambulatory Pharmacist Perspective
™ 7.2.1.1 |Verify script M
™ 7.2.2.1 |Requestavailable med/allergy infoin electronic form M
™M 7.2.4.2 |Provide med dispensing status M
Infarmation Exchange Information Exchange
M 2.1 Identify subject M
M 2.2 Locate records M
M 2.3 Retrieve data M
M 8.4 Route database content M




POL18- Audit Controls [45 CFR 164.312 (h)]

Negotiated Status:

"+"means item is to be include in policy;
"—"means do not include item in policy. Forall "-" please include explanation.

"P"means Parkin

g Lot - in need of further discussion.

Required-Optional Requirements ¥

Write RESOLVED POLICIES / ISSUES / EXPLANATIONS below. Usecase| L LM L/M M L L M
T2 POL18 Matched Requirements across use cases and reporting states AZ | CO | CT | OK | MD | NE | WA
+ Technical Safeguard; policy, data, system requirements R
All entities and their business associates must implement
Change "Covered entities” to "All entities and their business technical processes that accurately records activity related to
associates” + access, creation, modification and deletion of ePHL. R /R R R R R
Audit logs recording activity as it relates to ePHI and the
+ pericdic review of generated audit logs /RIR R =] R
Review of audit logs is based on established audit criteria
and include documentation of any anomalies and mitigating
action {including sanctions, security incident response team
+ activation, etc. as appropriate], if necessary. R /RIER R =] R
All documentation is retained for a minimum of six years.
+ [AZ;Tyrs] Ri{iR:R:R R: R
+ Audit logs at a minimum must include: B R R
+ Unique user name/I1D =] R R
+ Date/time stamp R:i R R
+ Action taken [view, add, change, delete) R R R
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