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This Consumer Guide to Understanding and Using the PHR Model Privacy
Notice on PHR Company Data Practices is offered for informational and
educational purposes only. Itis not intended to be a substitute for the
privacy, security, and other relevant policies of a PHR company or other
organization that provides a PHR. Consumers are strongly encouraged to
review such policies in full before choosing a PHR and should not rely on
this guide to provide information about specific PHRs and PHR companies.



Introduction

Coordinating and managing your health information is critical when it comes to
keeping track of your health and that of your loved ones. One tool available to
help you organize all this information is a Web-based personal health record
(PHR). Web-based PHRs typically provide the ability for you, your doctor, or both
of you to enter or upload information about recent office visits, lab tests, and
other health factors. Web-based PHRs also typically allow you to share this
information with other doctors and family members or keep it limited to you and
only you.

Q: What is a Web-based PHR?

Put simply, a Web-based PHR is an electronic health data application that can
help you collect, manage, and share your health information. Web-based PHRs
may be offered by physicians, hospitals, your insurance company, employer, or a
commercial company.

Q: How can a Web-based PHR help me?

Web-based PHRs offer the potential for you to have your complete medical
history in one place and easily accessible to you. In some cases, doctors and
hospitals can send a copy of the health records they keep on you to your Web-
based PHR. In other cases, you may be able to get an electronic copy of your
records from your health care provider or health plan and upload it to your Web-
based PHR. Once your health information is in your Web-based PHR, you may
be able to share all or portions of the PHR with a new doctor. This may allow
them to treat you more effectively and in a more uninterrupted fashion. Sharing
your health information with your doctor may be done electronically or by printing
a copy of the information from the PHR to bring to your doctor. A Web-based
PHR can also make it easier to involve your loved ones in your care, especially if
they do not live close to you.

Q: How do | get a Web-based PHR?

Web-based PHRs are offered by a wide variety companies and organizations.
Sometimes they are directly offered by your doctor or hospital. Other times, they
are offered by your health insurer or employer. Other companies or organizations
may also provide Web-based PHRs.

Q: How do I choose a Web-based PHR?

There are many different Web-based PHRs available today. Each Web-based
PHR offers a unique combination of features and capabilities to help you
organize your health information, communicate with your health care provider,
and better manage your health and health care. Each PHR company also has its
own set of policies that govern the privacy and security of the data held in the



PHR(s) it offers. Choosing the right PHR involves deciding which PHR fits into
your lifestyle, your health needs, and your expectations regarding the privacy and
security of your health data in your PHR. The PHR Model Privacy Notice can
help you compare some of the key privacy and security policies associated with
PHRs.

Q: What privacy and security requirements apply to Web-based PHRs?

Federal and state laws related to privacy and security could potentially apply to
the PHR company or other organization providing the Web-based PHR as well
as to the information stored in the PHR. In general, the relevant legal
requirements will depend upon many different factors, such as who provides the
Web-based PHR and in which state(s) they operate. In addition to any
requirements imposed by law, a PHR company or other organization providing
the Web-based PHR may have its own policies that would affect the privacy and
security of your information.

No matter which PHR you choose, it is important to understand the policies that a

PHR company has in place to protect your privacy and keep your personal

information secure. It is also important to know the PHR companyé s pol i ci es
related to when the PHR company would release your PHR Data to other parties

or how the PHR company handles your PHR data within the PHR company. For

the purposes of this guide, we willrefertot he PHR ¢ @rivgeyaandy 0 s

security policesasidat a practices. 0



Fol | ow J a nby 6lisking brotheyed tabs i Read how Jane chose a
Web-based PHR, and how having a Web-based PHR helped her and her son
qguickly get the right treatmenté

Jane;Story Chapter 117 Jane wants a PHR

Jane is a 35-year-old mother of a 4-year-old boy. She is also the
main caretaker of her mother, who has been diagnosed with
breast cancer.

Meet Jane

Jane’s Mother N
Jane’s Son




Jane reports to her primary care physician that she has been
dealing with a cough for the last two months. After a few
inconcl usi ve | abrimay sarephysidianmecides to
send Jane to an ear, nose and throat (ENT) specialist who is
located about 40 minutes from her house.

Jane decides that she is going to look for a PHR to help her

manage hermot her 6 s cancer treatment record
pediatrician records, and resultsf r om her recent doctor
for her cough.

an& i1l VML "—
OﬂCO|OgISt Primary Care Phy:s

Pediatririamiim. < T%"‘“G':S’n

Jane has a lot of medical
information to manage




The PHR Model Privacy Notice T Overview

The Office of the National Coordinator for Health Information Technology (ONC)
has created an easy-to-read comparison tool to help consumers review the data
practices of companies that offer Web-based PHRs. This comparison tool is
called the PHR Model Privacy Notice.

If a PHR company provides a PHR Privacy Notice that follows the Model Notice
on its website, the notice can be foundasalinkt hat st ates APHR Pri vac
on the homepage ofthe PHR companyo6s website.

Youcanfinda
PHR Privacy Notice —__—"—
PHRCompany . cornpars iR
Privacy Notice
on the
homepage of its

Your Health. ’ )
Your Records. a Q website.

Your Account

Settlngs

What is a PHR?»

Ac o mp a PHROPsivacy Notice is expected to look the same no matter which
company6s we bifsthey use thisdtViodelMNbtise. Below is an example of
the PHR Model Privacy Notice.



What are [Company Name]’s [Product Name] PHR
data practices?

Use this page to understand how [Company’s Name] releases and secures your PHR Data

Release

Personal Statistical

Do we release your PHR Data for these purposes? [Yes/No] We release...

Data Data

For marketing and advertising [Yes/No] [Yes/No]
Do we require Limiting Agreements that restrict what [Yes/No/NA]
third parties can do with your Personal Data?

For medical and pharmaceutical research [Yes/No] [Yes/No]

. : For reporting about our company and our
Do we stop releasing your Personal Data if you Ay [Yes/No] [Yes/No]
jose or transfer your PHR? [Yes/No/NA] customer activity
Foryour insurer and employer [Yes/No] [Yes/No]

_ R o o

We have security measures that are reasonable and appropriate to
protect personal information, such as PHR Data, in any form, from
unauthorized access, disclosure, or use.

Do we store PHR Data in the U.S. only? [Yes/No]

Do we keep PHR Data activity logs for your review? [Yes/No]

SMEEUEES)  Chapter 27 Which PHR to choose?

Jane is trying to decide between the PHRs offered by
YourOwnHealth and HealthDataManager. Jane decides to
comparee ac h ¢ o mpHRWModesPrivacy Notice to help her
choose the PHR offered by the company that has data practices
that best fit her personal preferences for privacy and security.

The PHR Model Privacy Notice has two sections: 1)the fiRel easad secti on
2) the fAiSecured section. These sections tell
with your PHR Data. PHR Data is any information in your PHR that is about you.

The fARel eased section des c-sharimgpsacttesfor PHR ¢ o mp
certain purposes. This section also includes certain restrictions the PHR may

have in place for releasing your PHR data. The fiSecureo section desc
of t he P HR dataosacpridy praciices.



Release

Do we release your PHR Data for these purposes? [Yes/No]
§ele_ase
ection
Do we require Limiting Agreements that restrict what es/NO/NA
third parties can do with your Personal Data? I |
Do we stop releasing your Personal Data if you
close or transfer your PHR? [YesNoNA]
We have security measures that are reasonable and appropriate to
protect personal information, such as PHR Data, in any form, from
unauthorized access, disclosure, or use.
Secure
Section
Do we store PHR Data in the U.S. only? [Yes/No]
Do we keep PHR Data activity logs for your review? [Yes/No]

Q: Why would a PHR company send my PHR Data to someone else?

A PHR company may release your PHR Data for various reasons. For example,
a PHR company may be required by law to release some of your PHR Data to
the Centers for Disease Control and Prevention (CDC) during a dangerous
epidemic. Insomecases, however, it may be the PHR
practice to release your PHR data for different reasons, such as selling your PHR
Data to research and marketing organizations. In either case, your PHR Data
may be released in the form of either Personal or Statistical Data. You can learn
more about these two forms of PHR Data in the section below. If you do not
want your PHR Data to be released for certain purposes, you can contact the
PHR company to learn whether they provide you the opportunity to, for example,
i o-p ut dhe dafa sharing they engage in with your information.
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The Release Section

Release Section Question1i iDo we r el ease fprahese PHR Dat a
purposes? 0

I f a PHR ¢ omp¥Yesdy taon stwel rissnegiis tha the RHR

company releases your PHR Data for at least one of the purposes listed in the
yellowtable. The yell ow tableds specific rows are e
thisguide. faPHR company Nan& wietr smdians that the PHR
does not release your PHR Data for any of the purposes listed in the yellow

table, except as part of permissible company operations. Permissible company

operations include the internal use of or external release of your PHR data by the

PHR company to comply with federal or state laws or to manage, maintain, or

protect the PHR ¢ 0 mp a ooynpuser system and website.

Release Section i Yellow Table

The yellow table (to the right of the questionfi Do we r el easefoyour PHR
these purposes? shows you certain purposes for which the PHR company
releases your data.

The yellow table also tells you whether the data released by the PHR company is

Personal Data or Statistical Data. This PHR Model Privacy Notice only covers

releases for the purposes specified in the yellow table. Typically, the PHR

companyb6s fulll privacy policy wild/@l have more
and whether your PHR Data is released for purposes that are not included in the

yellow table.

If the PHR company does release your data, either in the form of Personal or

Statistical Data, you may wish to review their full privacy policy which is linked to

this Notice or contact the PHR company to find out if they give you the

oppor tun iotuyt oeleasihd yopr information. A O tu meéans that you

are able to tell the PHR company that you do not want them to release your PHR

data with certain companies or with anyone at all. If the PHR company releases
yourdata,itmust armnewertad the f DojwdrelegqsegomrtPHR N of A
Data for these purposes, 0 and fAYesd to any F
release, even if you have an opportunity to opt-out. The reason they must

answer fAYeso i s bewmdawsefumnmteilleaysowmghoymtur i nf
PHR company may release your PHR Data .

Furthermore, if the PHR company requests or requires your permission to

release your PHR data for the purposes in the yellow table when you sign up for

their PHR or otherPHR-r e | at ed services, the HWeé® company
in this Release section.
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Chapter 37 The Yellow Table

Jane sees that both PHRYesm npantilees ans\
guestion, ADo we Dadfa these puyposes? oP HR

Jane then decides to look at the yellow table to compare to

whom the PHR company may release her Personal or Statistical

Data.

When reviewing this yellow table on the PHR
you should understand the following terms and sections:

Q: What is Personal Data?

Personal Data is any PHR Data that connects to you as an individual, such as
names, health conditions, and other identifiers. When a PHR company says that
it releases your personal data, this means the company releases information
about you and only you whether or not it can be used to identify you. .

e Your name and contact information

e Your medical history, conditions, treatments, and medications

e Your health care claims information, health plan account numbers,

medical bills, and insurance information
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