R

The Office of the National Coordinatohw
Health Information Technology

Nationwide Health Information Network:
Conditions for Trusted Exchange
Request For Information (RFI)

Steven Posnack, MHS, MS, CISSP
Director, Federal Policy Division




Take 1t from the top

« Statutory authority

* PHSA Section 3001(c)(8) requires the National Coordinator to
“establish a governance mechanism for the nationwide health
information network.”




What 1s the nationwide health
information network?

» A set of standards, services, and policies that enable secure health
information exchange over the Internet.




Why act now to establish a
governance mechanism?

« Electronic health information exchange addresses a critical need in our
healthcare system and provides the foundation for improved care
coordination and quality improvement.

* The speed with which electronic health information will be exchanged
will be at the “speed of trust.”

*  We need to a common set of rules (expressing technical, privacy and
security, and business practice requirements) to create a consistent
trust baseline for stakeholders.

* In the absence of national guidance, States and other private sector
stakeholders/consortiums are beginning to develop State/consortium-
unique and potentially conflicting governance approaches to electronic

health information exchange.




Overall Governance
Mechanism Objectives

* Enable a more competitive and open market for electronic health
information exchange and make it more efficient for these entities to
exchange electronic health information.

* Relieve burden States who are taking on disparate governance
approaches.

» To lay the foundation necessary to support future stages of
meaningful use.

« To work with the HIE marketplace to coordinate and guide the
maturation and evolution of standards and interoperability activities
over time.
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The RFI — Bird’s-eye view

 Focused on entities who facilitate electronic health information
exchange.

» Discusses a voluntary framework
+ Seeks comment on 5 areas:

1. The establishment of a set of conditions for trusted exchange
(CTESs) — “rules of the road”

2. Avalidation process for entities to demonstrate conformance to
the CTEs (and subsequently become an NVE)

3. Processes to update and retire CTEs

4. Establishment of a process to classify the readiness of technical
standards and implementation specifications to support
interoperability related CTEs

Approaches for monitoring and transparent oversight
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Conditions for Trusted Exchange

Safeguards CTEs: focus on the protection of individually identifiable
health information (IIHI) to ensure its confidentiality, integrity, and
availability and to prevent unauthorized or inappropriate access,
use, or disclosure.

Interoperability CTEs: focus on the technical standards and
implementation specifications needed for exchanging electronic
health information.

Business Practices CTEs: focus on the operational and financial
practices to which NVEs would need to adhere in support of trusted
ctronic health information exchange.




Conditions for Trusted Exchange

[S-1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of
title 45 of the Code of Federal Regulations as if it were a covered entity, and must treat
all implementation specifications included within sections 164.308, 164.310, and

164.312 as “required.”

[S-2]: An NVE must only facilitate electronic health information exchange for parties it
has authenticated and authorized, either directly or indirectly.

[S-3]: An NVE must ensure that individuals are provided with a meaningful choice
regarding whether their IIHI may be exchanged by the NVE.

[S-4]: An NVE must only exchange encrypted IIHI.

S-5]: An NVE must make publicly available a notice of its data practices describing why
is.collected, how it is used, and to whom and for what reason it is disclosed.




Conditions for Trusted Exchange

[S-6]: An NVE must not use or disclose de-identified health information to which it has
access for any commercial purpose.

[S-7]: An NVE must operate its services with high availability.

[S-8]: If an NVE assembles or aggregates health information that results in a unique set
of IIHI, then it must provide individuals with electronic access to their unique set of
[IHI.

[S-9]: If an NVE assembles or aggregates health information which results in a unique
set of IIHI, then it must provide individuals with the right to request a correction
and/or annotation to this unique set of IIHI.

[S-10]: An NVE must have the means to verify that a provider requesting an individual’s
lth information through a query and response model has or is in the process of
ing a treatment relationship with that individual.




Conditions for Trusted Exchange

Interoperability

[1-1]: An NVE must be able to facilitate secure electronic health information exchange
in two circumstances: 1) when the sender and receiver are known; and 2) when the
exchange occurs at the patient’s direction.

[1-2]: An NVE must follow required standards for establishing and discovering digital
certificates.

[1-3]: An NVE must have the ability to verify and match the subject of a message,
including the ability to locate a potential source of available information for a specific
subject.




Conditions for Trusted Exchange

Business Practices

[BP-1]: An NVE must send and receive any planned electronic exchange message from
another NVE without imposing financial preconditions on any other NVE.

[BP-2]: An NVE must provide open access to the directory services it provides to
enable planned electronic exchange.

[BP-3]: An NVE must report on users and transaction volume for validated services.




Eligibility Criteria
to Become an NVE

- The RFI specifies a list of potential preconditions that would apply to
entities seeking to become a nationwide health information network

validated entity (NVE).

 If the preconditions are met, the entity would be able to continue to
seek validation.

« We anticipate that eligible entities may include (but not limited to):
— EHR developers;
— Integrated delivery networks;

— Regional, state, local or specialty-based health information
exchanges;

Health information service providers;

State and Federal agencies.
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Validation

« Validation could consist of:

— Testing/certification of products or technology (interoperability
CTEs); and

— Accreditation of services (safeguard and business practice
CTEs).

«  ONC would select an Accreditation Body to accredit Validation
Bodies, who would be authorized to validate an entities CTE
compliance.

* |f an entity successfully completes the validation process they would
become an NVE.
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Process to Update and
Retire CTEs

« The purpose of this process would be to identify and assess current
electronic exchange needs and to provide a path for determining
how best to address them through the CTEs.

«  We believe that an inclusive and transparent process to identify,
modify, and retire CTEs would be needed.

* (Classification:

— "Emerging”
— “Pilot”

— “National” (Would embody candidate CTEs that are sufficiently
mature to propose via rulemaking.)




Technical Standards
Classification Process

* Process to annually review technical standards and implementation
specifications

« Help inform the maturity pathway for standards and specifications
for subsequent adoption in regulation.

« Provide direction on what gaps need to be filled to support
nationwide electronic exchange.

- Standards/implementation specifications would be classified as:
— Emerging
— Pilot
— National

Interoperability CTEs would reflect the technical maturity and
adoptability of specs that had reached a “national” classification




Monitoring and Oversight

* We believe a process to receive and address complaints as well as
a process to revoke an NVE’s status would need to exist.

» Shared responsibility

* Actors involved in monitoring and oversight of NwHIN governance
could include:

— ONC
— NwHIN accreditation body and validation bodies

— Federal agencies including the Federal Trade Commission (FTC)
and the HHS Office for Civil Rights (OCR).




Questions




	Nationwide Health Information Network: Conditions for Trusted Exchange�Request For Information (RFI)
	Take it from the top
	What is the nationwide health information network?
	Why act now to establish a governance mechanism? 
	Overall Governance �Mechanism Objectives
	The RFI – Bird’s-eye view 
	Conditions for Trusted Exchange
	Safeguards CTEs
	Interoperability
	Business Practices

	Eligibility Criteria �to Become an NVE
	Validation
	Process to Update and �Retire CTEs
	Technical Standards Classification Process
	Monitoring and Oversight
	Questions




<<

  /ASCII85EncodePages false

  /AllowTransparency false

  /AutoPositionEPSFiles true

  /AutoRotatePages /All

  /Binding /Left

  /CalGrayProfile (Gray Gamma 2.2)

  /CalRGBProfile (sRGB IEC61966-2.1)

  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)

  /sRGBProfile (sRGB IEC61966-2.1)

  /CannotEmbedFontPolicy /Warning

  /CompatibilityLevel 1.5

  /CompressObjects /Tags

  /CompressPages true

  /ConvertImagesToIndexed true

  /PassThroughJPEGImages true

  /CreateJobTicket false

  /DefaultRenderingIntent /Default

  /DetectBlends true

  /DetectCurves 0.1000

  /ColorConversionStrategy /sRGB

  /DoThumbnails false

  /EmbedAllFonts true

  /EmbedOpenType false

  /ParseICCProfilesInComments true

  /EmbedJobOptions true

  /DSCReportingLevel 0

  /EmitDSCWarnings false

  /EndPage -1

  /ImageMemory 1048576

  /LockDistillerParams false

  /MaxSubsetPct 100

  /Optimize true

  /OPM 1

  /ParseDSCComments true

  /ParseDSCCommentsForDocInfo true

  /PreserveCopyPage true

  /PreserveDICMYKValues true

  /PreserveEPSInfo false

  /PreserveFlatness false

  /PreserveHalftoneInfo false

  /PreserveOPIComments false

  /PreserveOverprintSettings true

  /StartPage 1

  /SubsetFonts true

  /TransferFunctionInfo /Apply

  /UCRandBGInfo /Remove

  /UsePrologue false

  /ColorSettingsFile ()

  /AlwaysEmbed [ true

  ]

  /NeverEmbed [ true

  ]

  /AntiAliasColorImages false

  /CropColorImages false

  /ColorImageMinResolution 150

  /ColorImageMinResolutionPolicy /OK

  /DownsampleColorImages false

  /ColorImageDownsampleType /Average

  /ColorImageResolution 150

  /ColorImageDepth -1

  /ColorImageMinDownsampleDepth 1

  /ColorImageDownsampleThreshold 1.50000

  /EncodeColorImages true

  /ColorImageFilter /DCTEncode

  /AutoFilterColorImages false

  /ColorImageAutoFilterStrategy /JPEG

  /ColorACSImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /ColorImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000ColorACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000ColorImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasGrayImages false

  /CropGrayImages false

  /GrayImageMinResolution 150

  /GrayImageMinResolutionPolicy /OK

  /DownsampleGrayImages false

  /GrayImageDownsampleType /Average

  /GrayImageResolution 150

  /GrayImageDepth -1

  /GrayImageMinDownsampleDepth 2

  /GrayImageDownsampleThreshold 1.50000

  /EncodeGrayImages true

  /GrayImageFilter /DCTEncode

  /AutoFilterGrayImages false

  /GrayImageAutoFilterStrategy /JPEG

  /GrayACSImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /GrayImageDict <<

    /QFactor 0.76

    /HSamples [2 1 1 2] /VSamples [2 1 1 2]

  >>

  /JPEG2000GrayACSImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /JPEG2000GrayImageDict <<

    /TileWidth 256

    /TileHeight 256

    /Quality 15

  >>

  /AntiAliasMonoImages false

  /CropMonoImages false

  /MonoImageMinResolution 1200

  /MonoImageMinResolutionPolicy /OK

  /DownsampleMonoImages false

  /MonoImageDownsampleType /Average

  /MonoImageResolution 1200

  /MonoImageDepth -1

  /MonoImageDownsampleThreshold 1.50000

  /EncodeMonoImages true

  /MonoImageFilter /FlateEncode

  /MonoImageDict <<

    /K -1

  >>

  /AllowPSXObjects true

  /CheckCompliance [

    /None

  ]

  /PDFX1aCheck false

  /PDFX3Check false

  /PDFXCompliantPDFOnly false

  /PDFXNoTrimBoxError true

  /PDFXTrimBoxToMediaBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXSetBleedBoxToMediaBox true

  /PDFXBleedBoxToTrimBoxOffset [

    0.00000

    0.00000

    0.00000

    0.00000

  ]

  /PDFXOutputIntentProfile (U.S. Web Coated \050SWOP\051 v2)

  /PDFXOutputConditionIdentifier (CGATS TR 001)

  /PDFXOutputCondition ()

  /PDFXRegistryName (http://www.color.org)

  /PDFXTrapped /False



  /CreateJDFFile false

  /Description <<

    /ENU ([Based on 'TaggedPDFnosampling'] Use these settings to create Adobe PDF documents suitable for reliable viewing and printing of business documents.  Created PDF documents can be opened with Acrobat and Adobe Reader 6.0 and later.)

  >>

  /Namespace [

    (Adobe)

    (Common)

    (1.0)

  ]

  /OtherNamespaces [

    <<

      /AsReaderSpreads false

      /CropImagesToFrames true

      /ErrorControl /WarnAndContinue

      /FlattenerIgnoreSpreadOverrides false

      /IncludeGuidesGrids false

      /IncludeNonPrinting false

      /IncludeSlug false

      /Namespace [

        (Adobe)

        (InDesign)

        (4.0)

      ]

      /OmitPlacedBitmaps false

      /OmitPlacedEPS false

      /OmitPlacedPDF false

      /SimulateOverprint /Legacy

    >>

    <<

      /AllowImageBreaks true

      /AllowTableBreaks true

      /ExpandPage false

      /HonorBaseURL true

      /HonorRolloverEffect false

      /IgnoreHTMLPageBreaks false

      /IncludeHeaderFooter false

      /MarginOffset [

        0

        0

        0

        0

      ]

      /MetadataAuthor ()

      /MetadataKeywords ()

      /MetadataSubject ()

      /MetadataTitle ()

      /MetricPageSize [

        0

        0

      ]

      /MetricUnit /inch

      /MobileCompatible 0

      /Namespace [

        (Adobe)

        (GoLive)

        (8.0)

      ]

      /OpenZoomToHTMLFontSize false

      /PageOrientation /Portrait

      /RemoveBackground false

      /ShrinkContent true

      /TreatColorsAs /MainMonitorColors

      /UseEmbeddedProfiles false

      /UseHTMLTitleAsMetadata true

    >>

    <<

      /AddBleedMarks false

      /AddColorBars false

      /AddCropMarks false

      /AddPageInfo false

      /AddRegMarks false

      /BleedOffset [

        0

        0

        0

        0

      ]

      /ConvertColors /ConvertToRGB

      /DestinationProfileName (U.S. Web Coated \(SWOP\) v2)

      /DestinationProfileSelector /UseName

      /Downsample16BitImages true

      /FlattenerPreset <<

        /PresetSelector /MediumResolution

      >>

      /FormElements true

      /GenerateStructure true

      /IncludeBookmarks true

      /IncludeHyperlinks true

      /IncludeInteractive false

      /IncludeLayers false

      /IncludeProfiles true

      /MarksOffset 6

      /MarksWeight 0.250000

      /MultimediaHandling /UseObjectSettings

      /Namespace [

        (Adobe)

        (CreativeSuite)

        (2.0)

      ]

      /PDFXOutputIntentProfileSelector /UseName

      /PageMarksFile /RomanDefault

      /PreserveEditing true

      /UntaggedCMYKHandling /UseDocumentProfile

      /UntaggedRGBHandling /UseDocumentProfile

      /UseDocumentBleed false

    >>

  ]

>> setdistillerparams

<<

  /HWResolution [300 300]

  /PageSize [612.000 1008.000]

>> setpagedevice



