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Governance RFI: Assignment of Priority Areas to P&S WG

* 66 Questions throughout RFI

* Most primary and secondary reviewer responsibilities
assigned to HIT Policy Committee
— Governance WG, Privacy and Security Tiger Team, and
Information Exchange Workgroup
« Two WGs from HIT Standards Committee assigned
responsibilities:
— NwHIN WG (reported earlier in the agenda)
— Privacy and Security WG

« Three groups of questions reviewed by Privacy and
Security WG
— Prioritized Questions
— Secondary Questions
— Additional question of high interest to WG



Questions Being Reviewed by P&S Workgroup

Topic/Question Comments

D.1 CONDITIONS FOR TRUSTED EXCHANGE: SAFEGUARD CTEs

Condition [S—1]: An NVE must comply with sections 164.308, 164.310, 164.312, and 164.316 of title 45 of
the Code of Federal Regulations as if it were a covered entity, and must treat all implementation
specifications included within sections 164.308, 164.310, and 164.312 as “required.’

Question 22: Are there HIPAA -- Agreed that making “addressable” implementation specifications (1S)
P Security Rule implementation “required” would build trust and reduce variability
specifications that should not be

-- Noted that implementation specifications are very general and that to
truly reduce variability, standards may be needed to constrain
implementations for validation. Such “standards” may include both
SDO standards (e.g., encryption) and specific processes and
procedures.

required of entities that facilitate
electronic exchange? If so,
which ones and why?

-- After initial review of “addressable” ISs did not identify any that
seemed unreasonable to “require” of an NVE; more in-depth review is
being done.

-- Strong questions/concerns about the voluntary nature of the
validation process, and the potentially side-effects from making all of
these addressable specifications required.

[P = Prioritize NOTE: A list of all Addressable Implementation Specifications from HIPAA Security is
8 = Secondary provided in the following slides



HIPAA Security Addressable Implementation Specifications

SECTION I - ADMINISTRATIVE SAFEGUARDS

ADDRESSABLE (A)
Citation Standard Implementation Specifications Description
164.208(a)(3) | Workforce security | Authorization and/or supervision (A} | Implement procedures for the authorization and/or supervision of
workforce members who work with electronic protected health
information or in locations where it might be accessed.
Workforce clearance procedure (&) | Implement procedures to determine that the access of a workforce
member to electronic protected health information is appropriate.
Termination procedure (&) | Implement procedures for terminating access to electronic protected
health information when the employment of a workforce member
ends or as required by determinations made as specified in paragraph
(a)(2)ii}B) of this section.
164.208(a){4) | Information access | Access authorization (&) | Implement policies and procedures for granting access to electronic
rmanagement protected health information, for example, throughaccessto a
workstation, transaction, program, process, or other mechanism.
Access establishment and (&) | Implement policies and procedures that, based upon the entity’s
maodification access authorization policies, establish, document, review, and
rmodify a user’s right of access to a workstation, transaction,
prograrm, oF process.
164.208(a){5) | Security awareness | Security reminders (&) | Provide periodic security updates.
and training
Protection frorn malicious (A} | Procedures for guarding against, detecting, and reporting malicious
software software.
Log-in monitoring {A) | Procedures for monitoring log-in attermpts and reporting
discrepancies.
Password management {A) | Procedures for creating, changing, and safeguarding passwords.
164.308(a}(7) | Contingency plan Testing and revision procedure {A) | Implement procedures for penodic testing and revision of contingency
plans.
Applications and data criticality (&) | Assess therelative criticality of specific applications and data in

analysis

support of other contingency plan components.




HIPAA Security Addressable Implementation Specifications

SECTION II - PHYSICAL SAFEGUARDS

ADDRESSABLE (A)

Citation Standard Implementation Specifications Description
164.210(a)(1} Facility access Contingency operations {A) | Establish (and implemeant as neaeded) proceduras that allow facility
controls access in support of restoration of lost data under the disaster
recovery plan and emergency mode operations plan in the event of
an emergency.

Facility security plan (a) | Implement policies and procedures to safeguard the facility and the
equiprment therein from unauthorized physical access, tampering, and
theft.

Access control and validation {4} | Implement procedures to control and validate a person’s accessto

proceduras facilities based on their rolae or function, including visitor contral, and
control of access to software programs for testing and revision.

Maintenance records (A} | Implement policies and procedures to docurment repairs and
muodifications to the physical components of a facility, which are
related to security (e.q., hardware, walls, doors, locks).

164.210{d)}{1} Device and media Accountability (&) | Maintain a record of the moverments of hardware and electronic

contrals media and any person responsible therefore.

Data back-up and storage (A} | Create a retrievable, exact copy of electronic protected health
information, when needed, before moverment of equiprment.

SECTION III - TECHNICAL SAFEGUARDS
ADDRESSABLE (A)
Citation Standard Implementation Specifications Description

184.212(a)(1 Access control Automatic log-off {a) | Implement electronic procedures that terminate an electronic session

after a predetermined time of inactivity.

Encryption and decryption {A) | Implement a mechanismto encrypt and decrypt electronic protected
health information.

164.212(c) Integrity Mechanism to authenticate (a) | Implement electronic mechanisms to corroborate that electronic
electronic protected health protected health information has not been altered or destroved in an
inforrmation unauthorized manner.

164.212(e)}(1) | Transmission Integrity controls (a) | animplement security measure to ensure that electronically

security transmitted electronic protected health information is not improperly
modified without detection until disposed of.

Encryption {a) | Implement a mechanismto encrypt electronic protected health

information whenever deemed appropriate.




Questions Being Reviewed by P&S Workgroup

Topic/Question

Comments

Question 23: Are there other
security frameworks or guidance
that we should consider for this
CTE? Should we look to
leverage NISTIR 7497 Security
Architecture Design Process for
Health Information Exchanges?
32 If so, please also include
information on how this
framework would be validated.

-- NISTIR 7497 focuses on the Exchange architecture and
specifications and was developed before the Direct protocol was
developed, and would need to be refreshed.

-- A good guidance for organizations implementing the Exchange
specifications.

-- However, as guidance, it should not be mentioned or prescribed in
the governance regulation.

-- As mentioned in our response to question 45, we do not believe the
governance regulation should be transport-specific.

-- However, we do think it would be appropriate for ONC to make
transport-specific guidance, such as NISTIR 7497, known to NVEs
implementing the such transports.




Questions Being Reviewed by P&S Workgroup

Topic/Question

Comments

D.2 CONDITIONS FOR TRUSTED EXCHANGE: INTEROPERABILITY CTEs

Condition [I-1]: An NVE must be able to facilitate secure electronic health information exchange in two
circumstances: (1) When the sender and receiver are known; and (2) when the exchange occurs at the

patient’s direction.

Question 45: What types of transport
methods/standards should NVEs be
able to support? Should they support
both types of transport
methods/standards (i.e., SMTP and
SOAP), or should they only have to
meet one of the two as well as have
a way to translate (e.g., XDR/ XDM)?

-- Do not think it is appropriate for an NwHIN governance model to
dictate the transport protocols NVEs should support.

-- Rather, the model should be equally appropriate regardless of the
transport mechanism(s) supported.

-- Most importantly, the NVEs should be required to publish the
transport protocol(s) they support and the mechanisms they use to
implement these protocols.

-- The governance model should specify a standard for publishing
the protocol(s) supported and mechanisms used.




Questions Being Reviewed by P&S Workgroup

Topic/Question

Comments

Condition [I-2]: An NVE must follow required standards for establishing and discovering digital certificates.

Question 47: Are the technical
specifications (i.e., Domain Name
System (DNS) and the Lightweight
Directory Access Protocol (LDAP))
appropriate and sufficient for enabling
easy location of organizational
certificates? Are there other
specifications that we should also
consider?

-- Governance regulation should not include this level of detail.

-- The definition and scope, and associated roles and
responsibilities, of validation, accreditation, and certification are
confusing and need to be clarified. For example, what role would
existing bodies such as DirectTrust.org, NwHIN Oversight
Committee, existing certificate authorities, and EHR technology
certification play in these activities?

-- Governance process needs to capitalize on existing processes
and services.




Questions Being Reviewed by P&S Workgroup

Topic/Question Comments

E. REQUEST FOR ADDITIONAL CTEs

Question 56: Which CTEs would you  |[see next 2 slides]
S revise or delete and why? Are there

other CTEs not listed here that we
should also consider?




Questions Being Reviewed by P&S Workgroup

[S-1]: An NVE must comply with sections 164.308, 164.310,
164.312, and 164.316 of title 45 of the Code of Federal
Regulations as if it were a covered entity, and must treat all
implementation specifications included within sections 164.308,
164.310, and 164.312 as “required.”

[S-2]: An NVE must only facilitate electronic health information
exchange for parties it has authenticated and-autherized;either

directhy-or-indirectly-to a trusted root/trust anchor.

[S-3]: An NVE must ensure that individuals are provided with a
meaningful choice regarding whether their [IHI may be exchanged
by the NVE.

[S-4]: An NVE must only ensure that |[IH| is exehange encrypted
HE when being exchanged.

[S-5]: An NVE must make publicly available a notice of its data
practices describing why IIHI is collected, how it is used, and to
whom and for what reason it is disclosed.

-- Comments provided earlier

-- Revise as shown.

-- Add as new CTE: “The NVE must implement an appropriate certificate
policy (CP/CPS) that accounts for identity proofing, level of assurance, and
authorization of rights.”

-- Would not apply to every NVE. Would apply if they have their own
repository. HIE participants (e.g., providers) will also have a responsibility
to offer meaningful choice

-- Revise as shown.

-- What if there is no consumer-facing presence? May not apply to every
NVE.

-- The overarching Governance Authority should make these Notices
available for every validated NVE.



Questions Being Reviewed by P&S Workgroup

[S-6]: An NVE must not use or disclose de-identified health
information to which it has access for any commercial purpose.

[S-7]: An NVE must publish its actual availability, and describe

the method used to measure availability operate-its-services
with-high-availability.

[S-8]: If an NVE assembles or aggregates health information
thatresulis-ina-unigue-setof- HHl, then it must provide
individuals with an electronic copy of aeeess-te-their unique set
of [IHI.

[S-9]: If an NVE assembles or aggregates health information
whichresults-ina-unigue-setof HHI, then it must provide
individuals with the right to request a correction and/or
annotation to this unique set of IIHI.

[S-10]: An NVE must have the means to verify that a provider
requesting an individual’s health information through a query
and response model has or is in the process of establishing a
treatment relationship with that individual.

-- This requirements goes beyond current HIPAA and HITECH policy
regarding de-identified information. Tiger Team and ONC should discuss.
-- Having the statement focus only on de-identified information gives the
impression that use/disclosure of identified information is OK

-- Revise as shown. Transparency of actual availability is essential.

-- Revise as shown. Recommendation to delete “that results in a unique set of
IIHI” reflects concerns about how to define what a “unique set” is.
Recommendation regarding electronic access is necessary to clarify that the
NVEs are not required to provide individuals direct access to the NVE’s
electronic repositories.

-- See above.

[Not discussed by Privacy and Security Workgroup]



Questions Being Reviewed by P&S Workgroup

Topic/Question

Comments

E. REQUEST FOR ADDITIONAL CTEs

Question 57: Should one or more of
the performance and service
specifications implemented by the
participants in the Exchange be
included in our proposed set of CTEs?
If so, please indicate which one(s) and
provide your reasons for including
them in one or more CTEs. If not,
please indicate which one(s) and your
reasons (including any technical or
policy challenges you believe exist) for
not including them in one or more
CTEs.

-- Tight governance as described in the DURSA is unlikely to work
on a national scale that encompasses both public and private
entities, ranging in size from small private practices to federal
agencies.

-- While service level agreements (SLAs) like those contained in
the DURSA may be appropriate and enforceable within a tightly
controlled consortium like the Exchange, this level of specificity is
inappropriate for a national governance model.

-- We recommend a governance model that requires NVEs to
publish their SLAs and their performance against these SLAs.




Question of High Interest (but not assigned) to P&S
Workgroup

Topic/Question

A. GENERAL - ESTABLISHING A GOVERNANCE MECHANISM

Comments

Question 4: Would a voluntary validation
approach as described above sufficiently
achieve this goal? If not, why?

Context: ONC is considering a validation
process where entities that facilitate
electronic exchange would, voluntarily,
become Network Validated Entities (NVESs)
by demonstrating compliance with CTEs to
Validation Bodies that have been
accredited by an Accreditation Body
named by ONC

-- The key factor is building a trust fabric to support health
information exchange — NVE validation must clearly
contribute to this goal.

-- People in the marketplace do not know about or
understand yet what “NwHIN” or “NVE” mean. The
recognition and perceived value of the NVE ‘brand’ will need
to build over time.

-- Make clear what NVE validation enables exchanging
parties to do that without validation they could not do.
Federal partners can play a key role here; for example, a
CMS requirement that health information be exchanged with
them only through an NVE would clearly demonstrate value.

-- The integrity of the validation process, and ongoing
oversight and policy enforcement, are critical to the success
of the voluntary approach.
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